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About this manual

This user manual applies to all ALIBI embedded Network Video Recorders (NVRs) with firmware version V4.1.50.

Navigation in the firmware is represented by the expression: “Menu | Configuration | Network | TCP/IP”, which means:
a.  (lickthe Menuicon in the upper left corner of the Live View display to open the Menu screen.
b. Inthe Menu screen, click the Configuration icon.
. Inthe Configuration menu, click the Network entry in the left frame.

d. Click TCP/IP. TCP/I{P may be a submenu under Network, or a tab at the top of the screen. This may also indicate a
parameter on the screen.

Tofind the version of the firmware installed in your NVR, open the Menu | Maintenance | System Info | Device Information
screen and find Firmware Version.

Some features described herein may apply to some NVRs but not to other models. For specific information about the features and
capabilities of your ALIBI NVR, please contact your vendor.

LEGAL NOTICE

Observint Technologies (Observint) products are designed to meet safety and performance standards with the use of
specific Observint authorized accessories. Observint disclaims liability associated with the use of non-0Observint
authorized accessories.

The recording, transmission, or broadcast of any person’s voice without their consent or a court order is strictly
prohibited by law.

Distributing, copying, disassembling, reverse compiling, reverse engineering, and exporting, in violation of
export laws, the software provided with Alibi video recorders is expressly prohibited.

Observint makes no representations concerning the legality of certain product applications such as the making,
transmission, or recording of video and / or audio signals of others without their knowledge and / or consent.
We encourage you to check and comply with all applicable local, state, and federal laws and regulations before
engaging in any form of surveillance or any transmission of radio frequencies.

Alibi and the Alibi logo are trademarks of Observint.

Microsoft, Windows, and Internet Explorer are either registered trademarks or trademarks of Microsoft Corporation in
the United States and / or other countries. Android is a trademark of Google Inc. Use of this trademark is subject to
Google Permissions. Apple,iPhone, iPod touch, and iPad are registered trademarks of Apple Inc.

Other trademarks and trade names may be used in this document to refer to either the entities claiming the marks
and names or their products. Observint disclaims any proprietary interest in trademarks and trade names other than
its own.

No part of this document may be reproduced or distributed in any form or by any means without the express written
permission of Observint Technologies.

© 2018 by Observint Technologies. All Rights Reserved.
11000 N. Mopac Expressway, Building 300, Austin, TX 78759
For Sales and Support, contact your distributor.
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‘ SECTION 1: SYSTEM OVERVIEW

SECTION 1
Systems Overview

Congratulations on purchasing your new Embedded NVR security system! Your system includes the following key features:
General

Connectable to network cameras, network dome and encoders

Connectable to the third-party network cameras like Acti, Arecont, Axis, Bosch, Brickcom, Canon, Panasonic, Pelco, Samsung,
Sanyo. Sony, Vivotek and Zavio, and cameras that adopt ONVIF or PSIA protocol

Connectable to smart IP cameras

H.265+ / H.265 / H.264-+ / H.264 / MPEG4 video formats

PAL / NTSC adaptive video inputs

Each channel supports dual-stream

Upto8/16/32/ 64 network cameras can be added according to model

Independent configuration for each channel, including resolution, frame rate, bit rate, image quality, etc.

The quality of the input and output record is configurable

Local Monitoring

HDMI / VGAT and HDMI2 outputs provided

HDMIvideo output at up to 4K resolution

Multi-screen display in live view is supported, and the display sequence of channels is adjustable
Live view screen can be switched in groups. Manual switch and auto-switch are provided and the auto-switch interval is
configurable

Custom window-division live view layout configuration

3D positioning in live view

Configurable main stream and sub-stream for the live view

Quick setting menu is provided for live view

POS information overlay on live view

Motion detection, video tampering, video exception alert and video loss alert functions

Privacy mask

Multiple PTZ protocols supported; PTZ preset, patrol and pattern

Zooming in by clicking the mouse and PTZ tracing by dragging mouse

HDD Management

Upto 16 SATA hard disks and 1 eSATA disk can be connected for some recorders

Up to 8 TB storage capacity for each disk supported (refer to the specifications for your recorder for hardware capabilities)
8 network disks (NAS /1P SAN disk)

S.M.A.RT.and bad sector detection

HDD group management

Alibi™ NVR Firmware V4.1.50 User Manual

1



SECTION 1: SYSTEM OVERVIEW

Supports HDD standby function

HDD property: redundancy, read-only, read / write (R / W)

HDD quota management; different capacities can be assigned to different channels

RAID 0, RAID 1, RAID 5, RAID 6 and RAID 10 are supported

Hot-swappable RAID storage scheme can be enabled and disabled upon demand for some recorders. Up to 16 arrays can be
configured

Disk clone to the eSATA disk

HDD health monitoring

Recording, Capture and Playback

Holiday recording schedule configuration

Continuous and event video recording parameters

Multiple recording types: manual, continuous, alarm, motion, motion | alarm, motion &alarm VCA, and POS
Eight recording time periods with separated recording types

POS information overlay on image

Pre-record and post-record for alarm, motion detection for recording, and pre-record time for schedule and manual recording
Searching record files and captured pictures by events (alarm input / motion detection)

Tag adding for record files, searching and playing back by tags

Locking and unlocking record files

Local redundant recording and capture

Normal / Smart / custom video playback mode

Playback by video synopsis

Searching and playing back record files by channel number, recording type, start time, end time, etc.
Supports playback by main stream or sub stream

Smart search for the selected area in the video

Zooming in when playback

Reverse playback of multi-channel

Supports pause, play reverse, speed up, speed down, skip forward, and skip backward when playback, and locating by
dragging the mouse

Supports thumbnails view and fast view during playback

Up to 16-ch synchronous playback at 1080p real time

Supports playback by transcoded stream

Manual capture, continuous capture of video images and playback of captured pictures

Supports enabling H.264-+ to ensure high video quality with lowered bitrate

Files Management

Search and export vehicle detection files and human appearance files

Export video data by USB, SATA or eSATA device

Export video clips when playback

Either Normal or Hot Spare working mode is configurable to constitute an N+1 hot spare system

2 www.Observint.com



SECTION 1: SYSTEM OVERVIEW

Alarm and Exception

Configurable arming time of alarm input / output

Alarm for video loss, motion detection, tampering, abnormal signal, video input / output standard mismatch, illegal login,
network disconnected, IP confliction, abnormal record / capture, HDD error, and HDD full, etc.

POS triggered alarm

VICA detection alarm is supported

Smart analysis for people counting and heat map

Connectable to the thermal network camera

Alarm triggers full screen monitoring, audio alarm, notifying surveillance center, sending e-mail and alarm output
Automatic restore when system is abnormal

Other Local Functions

Operable by front panel, mouse, remote control, or control keyboard

Three-level user management; admin user is allowed to create many operating accounts and define their operating
permission, which includes the limit to access any channel

Admin password resetting by exporting / importing a GUID file

Operation, alarm, exceptions, and log recording and searching

Manually triggering and clearing alarms

Import and export device configuration information

Network Function

Two self-adaptive 10M / 100M / 1000 Mbps network interfaces

IPv6 is supported

TCP/IP protocol, DHCP, DNS, DDNS, NTP, SADP, SMTP, NFS, and iSCS1 are supported

TCP, UDP and RTP for unicast

Auto / Manual port mapping by UPnPTM

Support access by Alibi Connect

Remote Web browser access by HTTPS ensures high security

ANR (Automatic Network Replenishment) function is supported, which enables the IP camera to save the recording files in the
local storage when the network is disconnected, and synchronizes the files to the device when the network is resumed
Remote reverse playback via RTSP

Supports accessing the platform via ONVIF

Remote search, playback, download, locking and unlocking of the record files, and supports downloading files upon broken
transfer resume

Remote parameters setup; remote import / export of device parameters

Remote viewing of the device status, system logs and alarm status

Remote keyboard operation

Remote HDD formatting and program upgrading

Remote system restart and shutdown

RS-232, RS-485 transparent channel transmission

Alibi™ NVR Firmware V4.1.50 User Manual 3



SECTION 1: SYSTEM OVERVIEW

Alarm and exception information can be sent to the remote host
Remotely start / stop recording

Remotely start / stop alarm output

Remote PTZ control

Remote JPEG capture

Virtual host function to access and manage the IP camera directly
Two-way audio and voice broadcasting

Embedded Web server

1.1 Soft keyboard

One of two on-screen keyboards appears when you click in a field that accepts a entry, such as a password or name or a numerical
value. A third keyboard which includes symbols can also be opened while in the numeric keyboard. The alphanumeric keyboard
is shown in the following picture. Some control keys toggle their function when they are clicked. A numerical keyboard, shown
beneath, appears for numerical entries such as an IP address.

112|3|4|5|6|7|8|92|0
qgiw|le|r|t|iy|luli|e|Pp
als|d|flg|lh]|]]|k]|]I
Uff\,evrec,iié—“{} Zz X €©¢ v b n m <& <— Backspace
S:::;:Zrtlg —>=L, @ {— a4 > | < & Enter
Soft keyboard - alphanumeric
1 2 3 -
4 5 6 _ :
% 8 9 /I @
S:;llir;cgotl(; & G > = =] = Backspace
alphamamere — RN < nter

Soft keyboard - numeric
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SECTION 1: SYSTEM OVERVIEW

= | = | 3 |4 [[@E] = 2001 r
H G T -5 I I S
#F|%| A *|+]|=]|X | -
Switch to ~ -

— ARG < = S . com  .cn I
alphanumeric ] - Backspace
switch t_o_._ i @ —_ < > < <— Enter

numeric

Soft keyboard - symbols

A USB keyboard attached to the recorder has limited functionality. It can be useful for entering text and numbers.
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‘ SECTION 2: BASIC SYSTEM SETUP

SECTION 2
Basic System Setup
When the NVR s first powered on, or reset to its Factory default configuration, It is in an “Inactive” state, which means that it is not

it doesn't have an admin user password for the recorder or cameras, and it is not configured to record video or log system status
messages. The initial configuration screen enables you to activate the recorder.

After activating the recorder and configuring its security options, a configuration Wizard will open. The Wizard helps you to easily
configure the recorder for its basic settings, including date and time, network configuration, network cameras, HDD initialization,
etc.

After completing system setup with the Wizard, the recorder will record video continuously from all cameras. Additional
configuration setup will allow you to customize the system for your needs and operate more efficiently.

2.1 System activation

1.~ Poweron the NVR. Normally, an Alibilogo splash screen appears within 2 minutes. The following screen is used to activate the
recorder.

Baport GLAD

@

Frashie Unincs: Pattnm

Securty Cusstion Config

In the screen above:

3. (lickon the Create New Password field, and then enter a unique password using the pop-up virtual keyboard. Follow
the guidelines in the Note at the bottom of the screen. Always use a password that will produce a “Strong” rating
(green indicator in the status bar).

6 www.Observint.com



SECTION 2: BASIC SYSTEM SETUP

2.

b.

C

Enter the same New Password in the Confirm New Password field.

Select or deselect the checkboxes to:

Export GUID: This feature enables you to create a GUID file and save it to a flash drive for logging back into the NVR if
you loose your admin password.

Enable Unlock Pattern: This option allows you to login by dragging the mouse across a 3 x 3 matrix to quickly login to
your admin account.

Security Question Configuration: If you loose your password, this option enables you to login by responding
correctly to security questions you setup.

Enter a password in the Create Channel Default Password field. This will become the default password of the admin
user of cameras plugged into the internal switch on the backpanel of the NVR. Follow the quidelines in the Note below
this freld.

(lick the OK button to continue. If passwords were setup properly in the Activation menu, an Note window will appear
showing the NVR is now “activated.” Leave the Note window open.

Hote

Ifyou selected options in the Activation screen for Export GUID, Unlock Pattern and Security Question, use the instructions in
this step to configure those features.

Export GUID: If you selected this option, plug a flash drive into an unused USB port on the recorder, and then click OK in the
Note window (see above).

In the GUID Import/Export window, open the Device Name drop down list and then select the device you where you
want to save the GUID file. If a list of directories appear, click on the directory you prefer (in the window shown below, the
first directory was selected), and then click Export. Some options will appear at the bottom of the screen to manage the
storage device.

GO nponEmport

Owsicabis | USE Fiash Cesh 1
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SECTION 2: BASIC SYSTEM SETUP

b.  Afterthe export operation completes, remove the flash drive from the NVR and store itin a secure location.

Enable Unlock Pattern: If you selected this option and the Note window shown above s still open, click OK to close the

Note window. Then:

3. Drag the mouse over four of the dots in the matrix shown below to construct an “Unlock” pattern (see right window

below). Use this pattern to log into your NVR in the future as the admin user.

oot sk Pamern.

Drme the unioeci patienm frst

Jree Lirsace: Pattern

Feltase your rger whan done

Security Question Configuration: If you selected this option and the Note window shown above is still open, click OK to

close the Note window. Then:

3. Open the drop down listin the Question 1 field, and then select the question you want to use.

B -

1 Vour faihers e

2. Your mothers name.
3 Your baceor class lencher's nane

4 Your junier class beacher's name

5. Tha rarre of tres o0maviide you ot Farmar mn
0. Who rfuences yousr mast

7. Your fawonts Celsbrty.

10, Your farant sutormobe brand

0. Your et garme

10, Your fvorte book

b. Enteryour answer to Question Tin the Answer 1 field.

. Repeat the same setup for Question 2 and Question 3, and then click OK.

d. Remember or write down the exact answers you entered, and then save it in a secure location.

e. (lick OK to save your configuration.

2.2 Using the setup Wizard

1. Next, the configuration Wizard Date ad Time Setup menu will open. Since all recordings made by your surveillance system
are time stamped, Itis very important that the date and time s set precisely to produce valuable evidence from your recorder.

8 www.Observint.com




SECTION 2: BASIC SYSTEM SETUP

In the screen above:
3. Selectthe local Time Zone and Date Format using the drop down menus.
b. Click the System Date field, and then click on the current date.

. (lickthe System Time field, and then use the graphical interface for setting the current time. You can also check the
Enable NTP box, and then enter the appropriate parameters in the fields below it to configure the recorder retrieve the
precise time and date information from a timeserver on the Internet.

d.  Click Next to save your settings and continue.

In the Network Setup Wizard window, click the field value you want to change, then use the pop-up aid to enter a new
value. By default, the NVR uses DHCP (Dynamic Host Configuration Protocol) to acquire compatible (dynamic, changeable)
network settings from a network DHCP server (usually a router). You can leave the settings on this menu unchanged, but it
is configure the NVR with a fixed network settings to assure the NVR has an unchanging IP address, which is convenient for
remote login.

‘Setup
HE Tyge S =

Enssie Ootw . < P hiidnss w3 w3 [

Frefamed ON [ERC EX] Pl Subnetiask 306 265 386 0

Aseriatn O Pk Cintnit Qe 103 183 3 O
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SECTION 2: BASIC SYSTEM SETUP

3. Inthe Wizard 2 Network Setup window, nothing usually has to change in the left column. You can enter your preferred
DNS server addresses (optional, ex. 8.8.8.8 and 8.8.4.4 [Google] DNSs) in the Preferred .. and Alternate DNS fields.

b. The column on the right shows that the Enable DHCP box is checked (by default) and the recorder acquired network
settings from a DHCP server. These settings are compatible with your network and the other devices that share it. To
enable fixed network settings, un-check the Enable DHCP box. Then you can either use the IPV4 parameters assigned
by the DHCP server, or enter your preferred IPV4 parameters (IPv4 Address, IPv4 Subnet Mask, IPv4 Default Gateway).
NOTE: If you enter IPV4 parameters in the fields above, ensure that they do not conflict with other

devices in the network.

¢ (lick Next to save your settings and continue.

3. Inthe Wizard 3 Hard Disk (HDD) menu, the HDDs installed in the recorder are listed, showing their Capacity, Status, Free
Space, etc. Usually HDDs will show a Normal status. If any HDD shows an Uninitialized status, it must be initialized (Init)
before it can be used. The screen below shows a single HDD system with Normal Status and maximum Free Space

fany HDD listed shows a status of Uninitialized (see screen below)it must be initialized (Init) to restore it to a usable condition.

NOTE: The initialization process erases all data on the disk.

10 www.Observint.com
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5.

To Initialize an HDD:

3. Checkthe select box for the HDD(s) you want to initialize.

b. Click the Init button.

. Wait for the operation to complete (this could take several minutes), and then click Next to continue.

In the Wizard 4 Camera Setup menu, you can select add cameras discovered on the local network to your surveillance
system. Most recorders have a limit of how many network cameras can be added to the system. You can also use the recorder
to Activate cameras on the network. A camera must be activated before it can be added.

Camera Setup

1921088 15 @ hctivn 1 e AL ooon 853957950
1011033 & sctvn 8 AL AL 8000 265 265 2480
- WM AR Aaven a AP A 00N TR6 76 764
RC T e a ALLIEI0 e 0000 e ECECT
1011028 ® sewn [] ALNSIIER  ALEN 8000 265265 2650
W2 IR o hotve L] ALNSIDIER AL 5000 66 355 2650

Einabin 1 365 (For st Accass) b oasa O Search 0 Actas

To activate a network camera with the NVR:

3. (lickthe Search button to discover the cameras attached to your local network (network to which the recorder is
attached).

b. Scroll through the list of cameras found on the local netwaork, and then check the select box for the cameras you want to
activate.

¢ Clickthe Activate button. Allow the operation to complete before continuing.
Toadd a network camera to the NVR:

3. (lickthe Search button to discover the cameras attached to your local network (network to which the recorder is
attached).

b. Scroll through the list of cameras found on the local network, and then check the select box for the cameras you want to
add. See above.

. (lickthe Add button. Allow the operation to complete before continuing.

Inthe Wizard 5 Platform Access menu, you can setup Platform Access, enable DDNS, and/or configure Stream Encryption.
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Platform Access
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Platform Access is used with the Alibi Witness 2 smartphone app to simplify access and control how others can access the
system. To enable Platform Access for your recorder, check the Enable box (see the screen above). Then follow the on-screen
instructions for activating this service. Refer to the Alibi Witness 2 user documentation for instructions on using the platform
access feature.

Enable DDNS enables DDNS (Dynamic Domain Name System) access to the recorder. This feature simplifies access to the
recorder, especially when the IP address of the recorder may change. For more information on setting up a DDNS service for the
recorder, refer to firmware user manual for the recorder. You can download the firmware user manual for your recorder from
AlibiSecurity.com/resources.

Enable Stream Encryption. Stream encryption enables to encrypt the streams for live view, playback, download, backup,
etc. To use stream encryption:
3. Check the Enable Stream Encryption select box.

b. Create an encryption password.

The stream encryption password is synchronized with the Alibi Connect service verification code. After enabling the encryption
code, the Alibi Connect stream will be forcedly encrypted. Make sure your Alibi Connect service supports stream encryption.

NOTE

6. Inthe Wizard 6 Change Password and Ports menu, you can modify your admin password and change the Server, HTTP
and RSTP port numbers. Alibi Support recommends that you change these port numbers for stronger security.
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To change the password, check the New Admin Password box, and then follow the on screen instructions.
To change the port numbers, enter the new port numbers in the field provided.

To save your settings and exit the configuration Wizard, click Finish. Click Previous to return to an another Wizard menu.
After clicking Finish, the Live View window will open.

2.3 PoE channel configuration

Setup the PoE (Power over Ethernet) configuration as you add cameras to the internal switch ports on the back of the NVR. With this
featuere, you can disable PoE power on ports, and configure ports for long distance (extended) Ethernet reach.

The NVR monitors power consumption on each port of the internal Ethernet switch. This information is displayed by opening the
Menu | Camera | Camera | PoE Configuration screen.
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Extended PoE feature PoE power used by port
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The display shows the real power consumed and the remaining power available for other ports.

Long Distance (Extended) PoE Power

Long distance PoE allows a maximum power of 7.5W with a maximum main stream and sub-stream combined bitrate of 6 Mb/s. To
enable Long Distance PoE Power on a camera channel:

1. Click on the camera channel to extend, then click icon for that channel in the Long Distance column. In the example below,
the Long Distance icon for camera channel D5 was selected.

. = . Tl b
T Ceplay Conto o2 . Connactad W

o3 Crscomecten oo

ey ek D4 Dscormectea 00w

== video Parameters D5 Duscorvecin [
oo - Descomnecied oow

[E] e o7 . Cwiconnected now
o8 . Dasconnectod 00w

oo . Cosconnecnd o ow
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o3 a rcennactan oo
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[ ]

2. (lick Apply to save your settings.
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Disable PoE power on a channel

You can disable PoE on channels for cameras that do not use it.

You can also disable PoF on a camera channel, and then attach a switch where additional cameras, such as wireless cameras, are
connected. If using this configuration, you cannot exceed the channel capacity of your NVR.

To disable PoE power on a camera channel:

1. Openthe Menu | Camera | Camera | PoE Configuration | Enable/Disable PoE PnP screen.

h Corars POE Power Confguration  Ensbie/issbie PoE Prf
# Coraes o s e —
o1 | |

[ reon | -

2. (lick on the channel where you want to disable PoF, and then click the Enable box to uncheck it.

3. (lick Apply to save your settings.

2.4 Basic camera setup

Several customization options are provided for configuring your cameras to function most effectively. Camera menus, and other
configuration options, are available through the Menu screen. To open the Menu screen:

1. Right click anywhere in the Live View screen shown above. An live view utility screen will open.
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To open a segment of the firmware to configure, click the appropriate icon in the Menu screen. Refer to the firmware user
manual for your recorder for specific instructions on how to use the Menu screen.

2.5 Customize camera configurations

NOTE  Options shown in the menu for cameras may change based on the model of camera used.

The Camera menu lists all cameras configured in the NVR, and shows the channel, name, timestamp, etc. of each. Using this menu,
you can assign names to each camera for easy recognition, select areas for motion detection and privacy blocking, and configure
alarm features (if supported by the camera). To customize the configuration settings of each camera, do the following:

1. Inthe Menu screen, click the Camera icon.
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1. Inthe Camera menu, click the link for Display Configu in the left frame.

2.5.1 Camera OSD setup

You can configure the OSD Settings (On-Screen Display) settings for the camera, including date, time, day of week, camera name,
etc. 0SD options you select will be permanently embedded in the recorded video for your camera.

- Ifyou display the date and time, ensure the date and time setup in the recorder is exact so that the video recorded can be used
as credible evidence if needed.
NOTE " ) ) . )
Alibi IP cameras you manage with the NVR may be setup internally to show on-Screen information, such as name and
timestamp.

1. Inthe Display Configuration menu, click the expand-more icon on the 0SD Settings line to open the 0SD menu.
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2. Open the Camera drop-down list and select the camera you want to configure. In the screen below, camera
(DT)ALI-NP3013RH is selected.
i DA, -

| ComersName | ALNPIOIIRH OBD Senegs ~

3. Inthe 0SD menu, check the select boxes for the information you want to appear on the screen, such as camera name, date
and/or week. Information you selected will appear in the text boxes shown in the video window.

3. Ifyouselected Display Name, enter the name of the camera in the Camera Name field near the top of the window.

b. Forotheritems you selected, open the drop down lists for the Date/Time Format, Display Mode and 0SD Font as needed
and select the best choice for your camera.

. Dragthe text boxes to the best locations in the camera field of view.
4. Click Apply to save your settings.
5. Repeat sub-steps 2 through 4 above for each camera managed by the NVR.
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2.5.2 Camera Image Settings

1. Inthe Display Configuration menu, click the expand-more icon on the Image Settings line.
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2. Inthe Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 is

selected.

3. Adjust the sliders for the Brightness, Contrast and Saturation to produce the bestimage.

4. Openthe drop down lists for Enable Rotation, Mirror Mode and Scene Mode, then select best option for each for this

camera installation.

5. Click Apply to save your settings for this camera.

6. Repeat sub-steps 2 through 5 above for each camera managed by the NVR.

2.5.3 Camera Exposure setup

1. Inthe Display Configuration menu, click the expand-more icon on the Exposure line.

Camars (D] LMD 3R

| Camrers Maere ALLNPI0 1IN

APV pu— |

gt Seetchy

T =

Uacksgh
rage Enfsncement

wirae Bxance

<— expand-

more
icon

Alibi™ NVR Firmware V4.1.50 User Manual 19



SECTION 2: BASIC SYSTEM SETUP

In the Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 is
selected.

Open the Exposure Time drop down list, and select the optimal exposure time for the camera (1/100000 to 1 second).
Larger exposure time produces a brighter image.

Open the Iris Mode drop down list, and select either Auto or Manual. Auto opens a slider for setting the Auto Iris Level (1.
100).

(lick Apply to save your settings for this camera..

Repeat sub-steps 2 through 5 above for each camera managed by the NVR.

2.5.4 Camera Day/Night Switch

Use the camera Daylight Switch menu to control how the camera employs IR to respond to low ambient light (night) conditions.

1.

2.

20

In the Display Configuration menu, click the expand-more icon on the Day/Night Switch line.
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In the Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 is
selected.

Open the Day/Night Switch drop down list and select the best option for the camera. Options include: Day, Night, Auto,
Auto-Switch, Triggered by Alarm Input. Depending on the option you select, related parameters will be presented.
Configure the parameters before continuing. NOTE: The difference between Auto and Auto-Switch is described below.

Auto: The camera automatically switches between day mode and night mode according to the illumination. The sensitivity
ranges from 0to 7, and higher sensitivity more easily triggers the mode switch. The switch time refers to the interval time
between the day/night switch. You can set it from 5 sec to 120 sec.

Auto-Switch: The camera switches the day mode and the night mode according to the start time and end time you set.
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4. Click Apply to save your settings for this camera.
5. Repeat sub-steps 2 through 4 above for each camera managed by the NVR.

2.5.5 Camera Backlight setup

Backlight settings control the camera’s dynamic range. Use this feature when the surrounding illumination and the object have
large differences in brightness, such as bright light from a window shining in behind your surveillance targets. Settings in this menu
largely depend on the capabilities of the camera, and may require testing to find the best performance settings.

HLC: Senses strong sources of light in video and compensates for exposure on these spots to enhance the overall quality. It
is effective for preventing very bright spots such as headlights or spotlights from causing the camera to overcompensate its
exposure setting.

BLC: Backlight Compensation configures the camera to adjust its exposure appropriately when the target object is in front of a
bright background. Essentially, it brightens the darker areas of the image, at the expense of overexposing the brighter areas.

WDR: Wide Dynamic Range sets the camera to adjust the exposure appropriately so that darker areas of the image and
brighter areas of the image are exposed optimally. WDR can be ON'if BLCis closed. Otherwise, WDR is not selectable.

1. Inthe Display Configuration menu, click the expand-more icon on the Backlight line.

Canwa (D] AP0 3

| ComersName | ALNPIOIIRH O8D Sengs

[re—— >
Eaciont - <4— Expand-

i [ £ CLOBE more
Witcie Expniarr =m [ - |

icon

B gy 3

2. Inthe Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 is
selected.

3. Openthe BLC drop down list, and select either CLOSE or the best choice for the source of the background light. Choices are UP,
DOWN, LEFT, RIGHT, CENTER, Region, AUTO.

3. Ifyou selected CLOSE, you can set WDR ON or OFF, and HLC ON or OFF.
b. Ifyoudid not select CLOSE, you can set HLC ON or OFF.
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4. (lick Apply to save your settings for this camera.

5. Repeat sub-steps 2 through 3 above for each camera managed by the NVR.

2.5.6 Camera Image Enhancement

Use the camera Image Enhancement menu to optimize camera contrast. Finding optimal settings for these options may require
testing.

1. Inthe Display Configuration menu, click the expand-more icon on the Image Enhancement line.
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2. Inthe Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 is
selected.

3. Openthe Digital Noise drop down list and select either Close, Normal Mode, or Expert Mode.
3. Ifyouselected Close, you can select Defog Mode ON or OFF.

b.  Ifyou selected Normal Mode, use the slider to adjust the Digital Noise Reduction to produce the bestimage. With
this option, you can also enable Defog Mode.

. Ifyouselected Expert Mode, you can set the Time DNR level and Space DNR level individually, and turn on Defog mode.
4. (lick Apply to save your settings for this camera.

5. Repeat sub-steps 2 through 3 above for each camera managed by the NVR.
2.5.7 Camera White Balance adjustment

Adjust the white balance of the camera to display the best color accuracy. Color accuracy depends largely on the ambient light
source.
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1. Inthe Display Configuration menu, click the expand-more icon on the White Balance line.
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2. Inthe Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 is
selected.

3. Openthe White Balance drop down list and select the mode that produces the best color.
3. Ifyouselect MWB (Manual White Balance), use the sliders to set the Red and Blue color gains.
b. Ifyou select AWB1, the color is continuously adjusted by the camera.
. Ifyouselect Locked WB, the Red and Blue color gains do not change.
d.  Selectany other White Balance mode if the ambient light s largely from those sources.
4. Click Apply to save your settings for this camera.
5. Repeat sub-steps 2 through 3 above for each camera managed by the NVR.

2.5.8 Camera Privacy Mask

Privacy masks are rectangular image blocks used to obscure parts of the field of view where privacy must be maintained, such as
areas where sensitive information exists, house windows, etc. You can set up to four privacy masks in the video image.

1. Inthe Privacy Mask menu.
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2. Inthe Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 i
selected.

3. Inthevideo window, drag a rectangle across the area of the field of view where you want to apply a mask. In the image below,
the mask was applied to the area over the window in the upper left corner. The color of the boarder surrounding the rectangle
indicates the Area number. The mask in the image below has an orange border, indicating Area 1.
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You can drag up to three more rectangles across the screen, each assigned to a different area number, for a maximum of four.
To clear a mask, click the Clear Area button with the color associated with the mask.

Click Apply to save your settings for this camera.

Repeat sub-steps 2 through 6 above for each camera managed by the NVR, if needed.

2.5.9 Camera Video Parameters
Use the Video Parameters Main Stream and Sub-Stream menus to control the video resolution of the camera and other transmission

parameters. These menus, with the network bandwidth calculator available on AlibiSecurity.com/resources, can help you get the
best performance from your security system network.
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Main Stream Parameters

In the Main Stream Parameters menu, you can adjust network parameters for both main stream Continuous recording and Event
recording. Refer to the Specifications for your camera(s) to see what options for main stream performance are available.

1. Inthe Camera menu, click on Video Parameters, and then click on Main Stream Parameters.

Camars [0 LMD 3R

2. Inthe Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 is
selected.

3. Inthe Stream Type field, select either Video & Audio (if streaming with audio), or Video. This selection affects the bitrate
requirement for the camera.

4. Adjust other parameters as needed for the camera performance needed. Notice that you can set different Frame Rates for
Continuous and Event recording.

5. Click Apply to save your settings for this camera.
6. Click Copy to use the same settings for other cameras on your surveillance system.

7. Repeat sub-steps 2 through 7 above for each camera managed by the NVR, if needed.

Sub-Streams

In the Sub-Stream menu, you can adjust network parameters for the camera sub-stream channel. Refer to the Specifications for
your camera(s) to see what options for sub-stream performance are available. Sub-stream video is useful for remote login to the
recorder and on networks where bandwidth is limited.

1. Inthe Camera menu, click on Video Parameters, and then click on Sub-Stream.
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2. Inthe Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 i
selected.

3. Inthe Stream Type field, select either Video & Audio (if streaming with audio), or Video. This selection affects the bitrate
requirement for the camera.

Adjust other parameters as needed for the camera performance needed.
(lick Apply to save your settings for this camera.

(lick Copy to use the same settings for other cameras on your surveillance system.

Repeat sub-steps 2 through 6 above for each camera managed by the NVR, if needed.

2.5.10 PTZ camera setup

To setup cameras with Pan, Tilt, Zoom (PTZ) capability, refer to “SECTION 6 PTZ Controls” on page 77,
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SECTION 3

Event setup

Use this section to configure your system to sense for and log information about what your security system is sensing, such as
motion in the field of view, hard disk drive (HDD) full, etc. It also includes procedures for configuring Smart events (Video Content

Analytic events), such as face detection, line crossing, intrusion detection, object removal, and other conditions determined by
analyzing the video or audio stream. Smart events are features available in some cameras.

The default factory setup configuration sets up all camera channels to record continuously. Since this configuration may will write
excessive data on the disk, you can reconfigure your cameras to only write when necessary, such as when motion is detected in a
specific area of the video frame.

To access the event setup menus:
1. Right click anywhere in the Live View screen to access the Live View header, if necessary, and then click the Menu icon.

Menu icon — =S

2. Inthe Menu screen, click the Camera icon.
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1.

In the Camera menu, click the link for Event in the left frame.
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The Event - Normal menu screen will open showing the Motion Detection menu.
3.1 Normal Event Setup

Normal Events include camera Motion Detection, Video Tampering, Video Loss, recorder/camera events including Alarm Input, and
recorder Exception conditions. The recorder Alarm Output configuration is also included in this menus.
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3.1.1 Camera Motion Detection

Use the Motion Detection feature to detect motion anywhere in the field of view and log a motion detection event. It can be
configured to just sense for motion in parts of the field of view, sense for motion at only certain times of the week, and trigger the
system to perform actions when motion is sensed. The default Motion Detection menu is shown below.
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1.~ Touse Motion Detection, open the Camera drop down list and then select the camera you want to configure. In the example
above, [D1] ALI-NP3013RH is selected.

2. (lick the Enable box to check it. See the screen above.

NOTE Defining a specific area where you want to detect for motion is more efficient for the NVR than searching for motion anywhere in
the image.

3. Toefficiently detect for motion in the field of view, select only the parts of the video image where motion is of interest. Some

areas of the field of view may trigger false events, such as trees in the wind, etc. The grid shows where the camera will sense
for motion:

3. (lick Clear to erase the grid.

b. Drag the mouse pointer across a rectanqular area of the video image where you want to detect for motion.
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¢. When you release the mouse button, a grid will appear in that area.
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— 100 00

d.  Repeat the previous sub-step to create setup other areas of video image where you want to sense for motion.
e.  Click Apply to save your settings.

f. Adjust the Sensitivity slider as needed to detect the motion of objects moving through the zones. When motion is
detected in a segment of the grid, the segment is filled with red. See the screen above.

Test your settings during broad conditions to ensure that motion in the field of view triggers an action. You may need to return to
this menu later to adjust the Sensitivity slider to ensure it is working adequately.

NOTE
g.  (lick Apply again to save your settings.

Setup Arming Schedule

4. (lick the Arming Schedule icon to define the times when motion detection for this camera is sensed (armed). The blue
segments in the schedule show when it is armed. By default, when this event is enabled, it is armed continuously.
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You can change the Arming Schedule in either of two ways: using the Edit and using the graphical method. To use Edit:

3. (lick the Edit button shown in the screen above. An edit menu will open.
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h.

(lick Weekday, and then select the day of the week you want to edit. For each day of the week, you can define up to
seven time segments.

Click the Start/End Time field. An adjustment bar will open.

In the adjustment bar, click the up and down carets to set the hour and minute to start arming, and the hour and minute
to end arming for this segment. In the example above, the segment starts at 0600 (6:00 am) and ends at 1600 (4:00 pm).

(reate additional segments for that day as needed. Segments cannot overlap.
(lick Apply to save your settings.
(lick Copy to copy this schedule to other days of the week. Follow the on-screen instructions to use this menu.

In the Edit menu, click OK to return to the Arming Schedule. Changes you saved will be reflected in the schedule.

Arming Schedule “graphical” method

The graphical editing method is used by clicking either Continuous or None, then dragging a box over the areas of the
schedule when you want to either enable or disable arming. For example, to disable arming in an area of the schedule:

a.
b.

C.

d.

(lick the None icon at the top of the Arming Schedule.

Using the mouse, drag a rectangle over the area of the schedule where you want to disable arming. The area you selected
is shown by a red rectangle.
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Release the mouse button. The part of the schedule you selected is now disarmed.
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(lick Continuous and repeat this method to restore area to the arming schedule, if needed.

Alibi™ NVR Firmware V4.1.50 User Manual 31



SECTION 3: EVENT SETUP

Linkage Action

5. Clickthe Linkage Action tab.
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6. Inthe Linkage Action menu, check the boxes for the actions you want to occur when event is detected.

7. Click Apply to save your settings.

8. Repeat steps 1 through 7 above for each camera on your surveillance system.

3.1.2 Camera Video Tampering

Video Tampering can log an alarm event when the camera lens, or part of the field of view, is covered. To use this feature:

1. Open the Video Tampering menu. Go to Menu | Camera | Event | Normal Event | Video Tampering.
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2. (lick the Enable box to check it.

3. Draga rectangle across the area of the video window where you want to sense for Video Tampering.

0

4. Adjust the Sensitivity as needed to effectively sense for tampering. Options are 0, 1, 2.
5. (Click Apply to save your settings.

6. Clickthe Arming Schedule tab. To configure the arming schedule, refer to the procedure in “3.1.1 Camera Motion Detection”
on page 29.

7. (lickthe Linkage Action tab.
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8. Inthe Linkage Action menu, check the boxes for the actions you want to occur when the event s detected.
9. (Click Apply to save your settings.

10. Repeat steps 1 through 9 above for each camera on your surveillance system.

3.1.3 Camera Video Loss

Video loss occurs when the video signal from the camera is no longer detected. This can result from many causes, such as a
disconnected cable, hardware or cable failure, power loss, etc. To use this feature:

1. Open the Video Loss menu. Go to Go to Menu | Camera | Event | Normal Event | Video Loss.
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2. (lick the Enable box to check it.
3. (lickthe Arming Schedule tab. To configure the arming schedule, refer to the procedure in “3.1.1 Camera Motion Detection”
on page 29.
4. (lickthe Linkage Action tab.
Armrang Schedule Liniage Achon
5. Inthe Linkage Action menu, check the boxes for the actions you want to occur when the event s detected.
6. Click Apply to save your settings.
7. Repeat steps 1 through 6 above for each camera on your surveillance system.

3.1.4 Alarm Input detection

The Alarm Input menu lists all alarm inputs supported by the recorder, plus all alarm inputs of the cameras attached to your
surveillance system. An alarm input can generate a log event and trigger actions in the recorder, such as recording camera video or
video capture. To configure alarm inputs:

1. Open the Alarm Input menu. Go to Menu | Camera | Event | Normal Event | Alarm Input.
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2. (lick the icon in the Edit column of the alarm input you want to configure. In the pop-up menu shown below, Local<—1

(Alarm In 1 on the back of the recorder) was selected.
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vty Dos

3. Inthe Alarm Name field, enter a common name for the alarm.

4. Open the Type field, and select either N.. for a Normally Open alarm switch, or N.C. for a Normally Closed alarm switch.

5. (lick the radial button for either Nonuse (disable) or Input (enabled). By default, all inputs are in Nonuse mode. If you
selected Input, Arming Schedule and Linkage Action option menu tabs will appear.
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3. (lickthe Arming Schedule tab. To configure the arming schedule, refer to the procedure in “3.1.1 Camera Motion
Detection” on page 29.

b. Click Apply, and then click Copy to and use the on-screen menu to use the same schedule for other alarm inputs.

. (lickthe Linkage Action tab (see above). In the linkage action menu, check the boxes for the actions you want to
perform when the input becomes active (N.C switches open or N.0. switches close).

d.  Click Apply, and then click Copy to and use the on-screen menu to use the same linkage actions for other alarm inputs.
6. Clickthe Close icon (X) in the upper right corner of the Edit screen to return to the Alarm Input menu.

7. Repeat steps 1 through 6 above for each alarm input on your surveillance system.

3.1.5 Alarm Output configuration

The Alarm Output menu lists all alarm outputs supported by the recorder, plus all alarm outputs of the cameras attached to your
surveillance system. An alarm output can be used to activate an accessory attached to your surveillance system, such as a siren,

light, door unlock relay, etc. To configure alarm outputs:

1. Open the Alarm Input menu. Go to Menu | Camera | Event | Normal Event | Alarm Output.
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(lick the icon in the Edit column of the alarm output you want to configure. In the pop-up menu shown below, Local—>1
(Alarm OUT 1 on the back of the recorder) was selected.
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In the Alarm Name field, enter a common name for the alarm.

Open the Dwell Time drop down list, and then select the time the alarm will remain active after it is initiated. You can also

select Manually clear.

(lick the Arming Schedule tab. To configure the arming schedule, refer to the procedure in “3.1.1 Camera Motion Detection”

on page 29.

Click Apply, and then click Copy to and use the on-screen menu to use the same schedule for other alarm outputs.

Test the alarm output functionality by clicking Trigger to activate the alarm, and then Clear to deactivate it.

(lick the Close icon (X) in the upper right corner of the Edit screen to return to the Alarm Input menu.

Repeat steps 1 through 8 above for each alarm output on your surveillance system.
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3.1.6 Exception reporting

The NVR monitors for and responds to certain system-related alarm conditions (exception types). Monitoring for and response to
these exceptions are configurable using the Exception menu.

Exception types include:

HDD Full: The HDD is full.

HDD Error: Writing HDD error or unformatted HDD.

Network Disconnected: Disconnected network cable.

IP Conflicted: Duplicated IP address.

lllegal Login: Incorrect user ID or password.

Record/Capture Exception: No space exists for saving recorded files.

PoE Power Overload: PoE power consumption of the cameras connected to the internal Ethernet switch exceeds the
maximum PoE power.

HDD SHM Detection Exception: Seagate SkyHawk™ Health Management (SHM) exception condition

Responses to exception alarms include:

Audible Warning: Trigger an audible beep when an alarm is detected.

Send Email: Send an email with alarm information to a user or users when an alarm is detected. Also sends a push
notifications to .Alibi Witness 2.0.

Notify Surveillance Center: Sends a push notifications to Alibi Witness 2.0, message to Alibi Central Management
Software (ACMS) system.

Trigger Alarm Output: Trigger an alarm output when exception is detected.

To configure exception alarms:

1. Open the Exception menu. Go to Menu | Camera | Event | Normal Event | Exception.
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2. (heckthe Enable Event Hint box to use hint reporting. When this feature is enabled and an event or exception occurs, a hint
is displayed on the live view image. And you can click on “the hinticon to check the details. The event hints to be displayed is
configurable:

3. Openthe Event Hint drop down list, and deselect the event hints you don't want to see. By default, all hints are enabled.

3. Onthe Exception Type line, open the drop down list and select the exception condition you want to monitor. If you select
All, all exception conditions will be treated the way you configure the response. You can deselect the types of exceptions you
don't want to see reported.

4. (heck the select boxes for the response options you want to use.

5. (lick Apply to save your settings.

3.2 Smart Event Setup

Smart event detection uses the video or audio stream to sense for line crossing, face detection, intrusion detection, etc. These events
are commonly referred to as VCA events, and are available on most Alibi professional grade cameras. The smart features that appear
at the top of the Smart Event menu are the features supported by the camera selected at the top of the screen.

When VCA features are configured by a recorder, the settings are saved in the camera. When a VCA event occurs, the event
information is sentimmediately to the recorder and acted upon by recording live video, full screen monitoring, generating an
audible alarm etc.

These recorders support the following VCA features:

Face Detection - Detects when a face appears in the field of view.

Line crossing detection - You can specify the endpoints of an virtual line in the video image and then detect if something
crosses the line from one side to the other (side A to B), vice versa (side B to A) or either way. You can define 1 line crossing
condition for each NS series IP cameras, and 4 line crossing conditions for each NP series IP cameras and TVI recorders with TVI
cameras.

Intrusion detection - You can create an virtual quadrangle in the video image, and then detect if something enters the
space within the quadrangle. You can define Tintrusion region for NS series IP cameras, and 4 intrusion regions for NP series
P cameras.

Region entrance detection - Region entrance detection function detects people, vehicles or other objects which enter a
pre-defined virtual region of the field of view.

Region exiting detection - Region exiting detection detects people, vehicles or other objects which exit from a pre-
defined virtual region of the field of view.

Unattended baggage detection - Unattended baggage detection can detect when objects such as baggage, a purse,
dangerous materials, etc. are left in the pre-defined area of the field of view.

Object removal detection - Object removal detection detects when an object, such as an exhibit on display, is removed
from the pre-defined area of the field of view.

Audio exception detection - Audio exception detection detects when an abnormal sound, such as the sudden increase /
decrease of the sound intensity, occurs in the surveillance area.
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Defocus detection - Defocus detection senses when image blur, caused by defocus of the lens, occurs.
Sudden scene change detection - Scene change detection detects the change of surveillance environment affected by an
external factor, such as the intentional rotation of the camera.

3.2.1 Camera Face Detection

The Face detection analytic detects when a face appears in the surveillance field of view. To configure Face Detection in the camera:
1.~ Open the Face Detection menu:

a. GotoMenu|Camera | Event | Smart Event
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b. Open the drop down list on the camera line, then select the camera you want to configure.

¢ Ifthe Face Detection option appears in the VCA list at the top of the screen, click on it to configure this feature.
2. Check the Save VCA Picture box to capture a live view image of the VCA event.
3. (lickthe Enable Face Detection box to check it.

4. Setthe Sensitivity slider as needed to detect faces in the field of view. This adjustment may require some testing.
Setup Arming Schedule

5. (lickthe Arming Schedule icon to define the times when motion detection for this camera is sensed (armed). The blue
segments in the schedule show when it is armed. By default, when this event s enabled, it is armed continuously.

40  www.Observint.com



SECTION 3: EVENT SETUP

Area Anreng Schedule Linkage Acton
e e
o 2 a4 L] 8 10 12 " " " 0 n ™
s y
Tue 2
3
Thas Ll
L -
St L]
Sam 7

You can change the Arming Schedule in either of two ways: using the Edit and using the graphical method. To use Edit:

a.

h.

(lick the Edit button shown in the screen above. An edit menu will open.
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(lick Weekday, and then select the day of the week you want to edit. For each day of the week, you can define up to
seven time segments.

Click the Start/End Time field. An adjustment bar will open.

In the adjustment bar, click the up and down carets to set the hour and minute to start arming, and the hour and minute
to end arming for this segment. In the example above, the segment starts at 0600 (6:00 am) and ends at 1600 (4:00 pm).

Create additional segments for that day as needed. Segments cannot overlap.
Click Apply to save your settings.
(lick Copy to copy this schedule to other days of the week. Follow the on-screen instructions to use this menu.

In the Edit menu, click OK to return to the Arming Schedule. Changes you saved will be reflected in the schedule.

Arming Schedule “graphical” method

The graphical editing method is used by clicking either Continuous or None, then dragging a box over the areas of the
schedule when you want to either enable or disable arming. For example, to disable arming in an area of the schedule:

a.
b.

(lick the None icon at the top of the Arming Schedule.

Using the mouse, drag a rectangle over the area of the schedule where you want to disable arming. The area you selected
is shown by a red rectangle.
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. Release the mouse button. The part of the schedule you selected is now disarmed.
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d.  (lick Continuous and repeat this method to restore area to the arming schedule, if needed.
Linkage Action

6. (lickthe Linkage Action tab.
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7. Inthe Linkage Action menu, check the boxes for the actions you want to occur when the event s detected.
8. (lick Apply to save your settings.

9. Repeat steps 1 through 8 above for each camera on your surveillance system as needed.
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3.2.2 Line Crossing detection

With Line Crossing detection you can specify the endpoints of an virtual line in the video image and then detect if something
crosses the line from one side to the other (side A to B), vice versa (side B to A) or either way. You can define 1 virtual line for each NS
series camera, and 4 virtual lines for each NP series IP camera. To use Line Crossing Detection:

1.~ Open the Line Crossing Detection menu:

3. GotoMenu|Camera | Event | Smart Event
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b. Open the drop down list on the camera line, then select the camera you want to configure.

¢ Ifthe Line Crossing option appears in the VCA list at the top of the screen, click on it to configure this feature.
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2. Checkthe Save VCA Picture box to capture a live view image of the VCA event.

3. (lickthe Enable Line Crossing Detection box to check it (see above).
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4. Inthe Area Settings tab:

a. Openthe Region drop down list and select a number to be associated with the virtual line you are creating. For NP series

[P.cameras you can select either 1,2, 3 or 4.

b. Open the Direction drop down list, and select the direction of line crossing to sense for. After you create the virtual line,
an arrow will appear across the line showing the direction it is configured to sense for.

. Setthe Sensitivity slider as needed to detect objects crossing the line. This adjustment may require some testing.

d.  Clickthe Draw Region button. Then click a point in the video image to identify one endpoint of the virtual line, then

click another point to represent the other endpoint of the line.

e.  (lickthe Stop Drawing button. A line will appear on video image showing the Region number and direction of crossing

you configured it to sense for.

f. Click Apply to save your settings.

g.  Tocreate another virtual line for crossing detection, repeat sub-steps a through e above with a different region number.

You can create up to four virtual lines in the video channel.

5. Click the Arming Schedule tab. To configure the arming schedule, refer to Setup Arming Schedule in “3.2.1 Camera Face

Detection” on page 40.
6. (lickthe Linkage Action tab.
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7. Inthe Linkage Action menu, check the boxes for the actions you want to occur when the event s detected.

8. Click Apply to save your settings.

9. Repeat steps 1 through 8 above for each camera on your surveillance system as needed.

3.2.3 Camera Intrusion Detection

With camera Intrusion Detection, you can create up to four virtual quadrangles (planes) in the video image, and then detect if

something enters the space within a plane. To use Intrusion Detection:

1. Open the Intrusion Detection menu:

3. GotoMenu|Camera | Event | Smart Event
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b. Open the drop down list on the camera line, then select the camera you want to configure.

¢ Ifthe Intrusion option appears in the VCA list at the top of the screen, click on it to configure this feature.
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Check the Save VA Picture box to capture a live view image of the VCA event.
(lick the Enable Intrusion Detection box to check it (see above).

In the Area Settings tab:

3. Open the Virtual Plane drop down list and select a number to be associated with the virtual plane you are creating. For

NP series IP cameras you can select either 1,2, 3 or 4.

b.  Drag the Time Threshold slider left or right to set the minimum amount of time an object must be in the virtual plane

to trigger an event.

. Setthe Sensitivity slider as needed to detect objects entering the plane. This adjustment may require some testing.
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d.  Setthe Percentage slider as needed. The percentage setting represents the percentage of the plane that needs to be
filled by the object entering it to generate an event.

e.  (lickthe Draw Region button. Click a point in the video image to identify one corner of the region, and then click three
points in a circular fashion to set the other three corners of the region.

f. Click the Stop Drawing button. A quadrilateral will appear on video image showing the Virtual Plane number you
assigned.

g.  (lick Apply to save your settings.

h. To create another virtual line for crossing detection, repeat sub-steps a through f above with a different region number.
You can create up to four virtual planes in the video channel.

5. (lickthe Arming Schedule tab. To configure the arming schedule, refer to Setup Arming Schedule in “3.2.1 Camera Face
Detection” on page 40.

6. Click the Linkage Action tab.
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7. Inthe Linkage Action menu, check the boxes for the actions you want to occur when the event s detected.
8. (lick Apply to save your settings.

9. Repeat steps 1 through 8 above for each camera on your surveillance system as needed.

3.2.4 Region Entrance Detection

Use Region Entrance detection to detects people, vehicles or other objects which enter a pre-defined virtual plane in the field of
view. You can configure up to four virtual planes in on video channel. To use Region Entrance Detection:

1. Open the Region Entrance Detection menu:
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. GotoMenu|Camera | Event | Smart Event
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b. Open the drop down list on the camera line, then select the camera you want to configure.

¢ Ifthe Region Entrance option appears in the VCA list at the top of the screen, click on it to configure this feature.
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2. Checkthe Save VICA Picture box to capture a live view image of the VCA event.
3. (lickthe Enable Region Entrance Detection box to check it (see above).
4. Inthe Area Settings tab:

3. Openthe Region drop down list and select a number to be associated with the region you are creating. For NP series IP
cameras you can select either 1,2, 3 or 4.

b, Setthe Sensitivity slider as needed to detect objects entering the region. This adjustment may require some testing.
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¢ (lickthe Draw Region button. Click a point in the video image to identify one corner of the region, and then click three
points in a circular fashion to set the other three corners of the region.

d.  Click the Stop Drawing button. A quadrilateral will appear on video image showing the region number you assigned.

Area Belngs  Aurning Bchedues  Linkage Acbon

e. (lick Apply to save your settings.

f. Tocreate another region, repeat sub-steps a through d above with a different region number. You can create up to four
regions in the video channel.

5. (lickthe Arming Schedule tab. To configure the arming schedule, refer to Setup Arming Schedule in “3.2.1 Camera Face
Detection” on page 40.

6. Click the Linkage Action tab.
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7. Inthe Linkage Action menu, check the boxes for the actions you want to occur when the event s detected.
8. (lick Apply to save your settings.

9. Repeat steps 1 through 8 above for each camera on your surveillance system as needed.

3.2.5 Camera Region Exiting Detection

Use Region exiting detection to detects people, vehicles or other objects which exit from a pre-defined regions of the field of view.
You can configure up to four regions in on video channel. To use Region Exit Detection:

1. Open the Region Entrance Detection menu:

3. GotoMenu|Camera | Event | Smart Event
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b. Open the drop down list on the camera line, then select the camera you want to configure.

¢ Ifthe Region Exit option appears in the VCA list at the top of the screen, click on it to configure this feature.
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Check the Save VA Picture box to capture a live view image of the VCA event.
(lick the Enable Region Exiting Detection box to check it (see above).
In the Area Settings tab:

3. Openthe Region drop down list and select a number to be associated with the region you are creating. For NP series IP
cameras you can select either 1,2, 3 or 4.

b.  Setthe Sensitivity slider as needed to detect objects leaving the region. This adjustment may require some testing.

¢.  (lickthe Draw Region button. Click a point in the video image to identify one corner of the region, and then click three
points in a circular fashion to set the other three corners of the region.
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d.  Clickthe Stop Drawing button. A quadrilateral will appear on video image showing the region number you assigned.

Area Semngs  Aurning Bchecus  Linkage Achon

e. (lick Apply to save your settings.

f. To create another region, repeat sub-steps a through d above with a different region number. You can create up to four
regions in the video channel.

5. Click the Arming Schedule tab. To configure the arming schedule, refer to Setup Arming Schedule in “3.2.1 Camera Face
Detection” on page 40.

6. Clickthe Linkage Action tab.
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7. Inthe Linkage Action menu, check the boxes for the actions you want to occur when the event is detected.
8. (lick Apply to save your settings.

9. Repeat steps 1 through 8 above for each camera on your surveillance system as needed.

3.2.6 Camera Unattended Baggage

Use Unattended baggage detection to detect when objects such as baggage, a purse, dangerous materials, etc. are left in the pre-
defined area of the field of view. To use Unattended Baggage detection:

1. Open the Region Entrance Detection menu:

3. GotoMenu | Camera | Event | Smart Event
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b. Open the drop down list on the camera line, then select the camera you want to configure.

¢ Ifthe Unattended option appears in the VCA list at the top of the screen, click on it to configure this feature.
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Check the Save VA Picture box to capture a live view image of the VCA event.
(lick the Enable Unattended Baggage Detection box to checkit (see above).
In the Area Settings tab:

3. Openthe Region drop down list and select a number to be associated with the region you are creating. You can select
either 1,2, 3 or 4.

b.  Use the Time Threshold slider to set the amount of time the object must stay in the region before an event is
generated.

. Setthe Sensitivity slider as needed to detect objects in the region. This adjustment may require some testing.
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d.  (lickthe Draw Region button. Click a point in the video image to identify one corner of the region, and then click three
points in a circular fashion to set the other three corners of the region.

e. (lickthe Stop Drawing button. A quadrilateral will appear on video image showing the region number you assigned.
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f. Click Apply to save your settings.

g.  Tocreate another region, repeat sub-steps a through e above with a different region number. You can create up to four

regions in the video channel.

5. (lickthe Arming Schedule tab. To configure the arming schedule, refer to Setup Arming Schedule in “3.2.1 Camera Face

Detection” on page 40.
6. Click the Linkage Action tab.
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7. Inthe Linkage Action menu, check the boxes for the actions you want to occur when the event s detected.

8. (lick Apply to save your settings.

9. Repeat steps 1 through 8 above for each camera on your surveillance system as needed.

3.2.7 Camera Object Removal Detection

Use Object removal detection to detects when an object, such as an exhibit on display, is removed from the pre-defined area of the

field of view. To use Object Removal detection:

1. Open the Region Entrance Detection menu:

3. GotoMenu | Camera | Event | Smart Event
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b. Open the drop down list on the camera line, then select the camera you want to configure.

¢ Ifthe Object Removal option appears in the VCA list at the top of the screen, click on it to configure this feature.
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Check the Save VCA Picture box to capture a live view image of the VCA event.
(lick the Enable Object Removal Detection box to check it (see above).

In the Area Settings tab:

3. Openthe Region drop down list and select a number to be associated with the region you are creating. For NP series IP

cameras you can select either 1,2, 3 or 4.

generated.

Use the Time Threshold slider to set the amount of time the object is removed from the region before an event s

. Setthe Sensitivity slider as needed to detect objects removed from the region. This adjustment may require some

testing.
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d.  Click the Draw Region button. Click a point in the video image to identify one corner of the region, and then click three
points in a circular fashion to set the other three corners of the region.

e.  Click the Stop Drawing button. A quadrilateral will appear on video image showing the region number you assigned.

rp—
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f. Click Apply to save your settings.

g.  Tocreate another region, repeat sub-steps a through f above with a different region number. You can create up to four

regions in the video channel.

5. (lickthe Arming Schedule tab. To configure the arming schedule, refer to Setup Arming Schedule in “3.2.1 Camera Face

Detection” on page 40.
6.  (lick the Linkage Action tab.
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7. Inthe Linkage Action menu, check the boxes for the actions you want to occur when the event s detected.

8. (lick Apply to save your settings.

9. Repeat steps 1 through 8 above for each camera on your surveillance system as needed.

3.2.8 Camera Audio Exception Condition

Use Audio exception detection to detects when an abnormal sound, such as the sudden increase / decrease of the sound intensity,
occurs in the surveillance area. A microphone must be attached to the camera you are configuring, and the camera channel must be

configured for audio streaming. To configure Audio Exception:

1. Open the Region Entrance Detection menu:

3. GotoMenu | Camera | Event | Smart Event
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Open the drop down list on the camera line, then select the camera you want to configure.

If the Audio Exception option appears in the VCA list at the top of the screen, click on it to configure this feature.
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2. (heckthe Save VA Picture box to capture a live view image of the VCA event.

3. Inthe Exception Detection tab:

a.

b.

(lick the Audio Loss Exception box to check it (see above) to use this feature.

(lickthe Sudden Increase of Sound Intensity Detection button (see above) to use this feature, then:
i.  Setthe Sensitivity slider to set the high sound level minimum threshold (may require testing).

ii.  Setthe Sound Intensity Threshold slider to set the minimum threshold (may require testing).
(lickthe Sudden Decrease of Sound Intensity Detection button (see above) to use this feature, then:

i Setthe Sensitivity slider to set the a low sound level maximum threshold (may require testing).
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4. (Click Apply to save your settings.

5. (lickthe Arming Schedule tab. To configure the arming schedule, refer to Setup Arming Schedule in “3.2.1 Camera Face
Detection” on page 40.

6. Clickthe Linkage Action tab.
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7. Inthe Linkage Action menu, check the boxes for the actions you want to occur when the event s detected.

8. (Click Apply to save your settings.

9. Repeat steps 1 through 8 above for each camera on your surveillance system as needed.

3.2.9 Camera Defocus Detection
Use Defocus detection to sense when image blur, caused by defocus of the lens, occurs. To use camera Defocus Detection:

1. Openthe Region Entrance Detection menu:

3. GotoMenu | Camera | Event | Smart Event
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b. Open the drop down list on the camera line, then select the camera you want to configure.

¢ Ifthe Defocus option appears in the VICA list at the top of the screen, click on it to configure this feature.
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7.
8.
9.

3.2.10 Camera Sudden Scene Change Detection
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Check the Save VCA Picture box to capture a live view image of the VCA event.

(lick the Enable box to check it (see above).

Adjust the Sensitivity slider to set the amount of defocus threshold (may require testing).

(lick the Arming Schedule tab. To configure the arming schedule, refer to Setup Arming Schedule in “3.2.1 Camera Face

Detection” on page 40.

(lick the Linkage Action tab.
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In the Linkage Action menu, check the boxes for the actions you want to occur when the event is detected.

(lick Apply to save your settings.

Repeat steps 1 through 8 above for each camera on your surveillance system as needed.

Use Scene change detection to detects the change of surveillance environment affected by an external factor, such as the intentional
rotation of the camera. To use Sudden Scene Change Detection:

1.

Open the Region Entrance Detection menu:

a. GotoMenu|Camera | Event | Smart Event
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b. Open the drop down list on the camera line, then select the camera you want to configure.

¢ Ifthe Sudden Scene option appears in the VCA list at the top of the screen, click on it to configure this feature.
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Check the Save VCA Picture box to capture a live view image of the VCA event.
Click the Enable box to check it (see above).

Adjust the Sensitivity slider to set the amount of scene change (may require testing).

(lick the Arming Schedule tab. To configure the arming schedule, refer to Setup Arming Schedule in “3.2.1 Camera Face
Detection” on page 40.

6. (lickthe Linkage Action tab.
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In the Linkage Action menu, check the boxes for the actions you want to occur when the event is detected.
(lick Apply to save your settings.

Repeat steps 1 through 8 above for each camera on your surveillance system as needed.
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SECTION 4
Startup, Shutdown, Reboot

After the NVR and cameras are installed, the NVR system must be configured to function in the surveillance mode(s) that best serve
your needs. This chapter includes the essential steps to get your system running, including configuring the NVR date and time, and
setting up the LAN interface, cameras and recording modes. Advanced features, including remote access, video export, adding user
names and setting user permissions, etc. are described in later sections of this manual.

4,1 Starting Up

Proper startup and shutdown procedures are essential for getting the most out of your NVR. To startup:

1.

2.

3.

60

Check the power cable is plugged into a standard electrical outlet. It is HIGHLY recommended that an Uninterruptible Power
Supply (UPS) be used in conjunction with the device.

Rock the POWER switch on the back panel to the on (“I") position. The Power indicator LED on the front panel should turn
green indicating that the unit is powered on.

After startup, the Power indicator LED remains lit. A splash screen will usually appear on the monitor within three minutes.
Typically, one of two login screns will appear, depending on how the system was activated:

— Ifthe unlock pattern was setup during system activation for an admin login, the unlock pattern screen will appear. In this
screen swipe the unlock pattern across the matrix with the mouse to login as the admin user, or click Switch User and
login with a username and password as shown below.

— Ifan unlock pattern was not setup during system activation, or you chose to login as a user other than admin, a typical
login screen will open. Enter your username and passwaord, then click Login.
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4.2 Shutdown
To shut down the NVR:

1. Right click anywhere on the Live View desktop to open a control bar across the top of the screen. The control bar also appears
over most configuration windows.

Alarm information Backup

Menuicon Logoff,
Shutdown,

Reboot

2. (lick the Power Off icon in the upper right corner, and then click the Shutdown icon in the pop-up menu.
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4.3 Reboot

In the Shutdown menu shown in “4.2 Shutdown” on page 61, you can also reboot the NVR.

1.~ Open the Shutdown menu by clicking Power Off icon.

2. Inthe Shutdown pop-up menu, click Reboot.
3. Allow the NVR to fully reboot.
4. Login to the NVR as described in “4.1 Starting Up” on page 60.
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SECTION 5
Live View Screen

The Live View interface is the primary camera viewing and monitoring mode. It can be configured to present video from the
cameras configured in the system singularly or in multi-screen mode. The Live View screen can be configured to display up to 64
channels at the same time with options to display 1,4, 6, 8 or more (depending on the NVR capacity) camera channels concurrently,
or playback recorded video.

C WA=

-
o

Live View 2 * 2 multi-screen display

Each camera channel displayed on the Live View screen may contain one, two, or no status icons in the upper-right corner of the
viewing frame.

The recorder can support up to three monitors if it provides both VGA, HDMI, and CVBS video out ports.

5.1 Live View utility display

Open the Live View utility display by right-clicking anywhere on the Live View display shown above. Right click on the screen again
toreturn to the normal Live View display. In the Live View utility display, you can:

Access the Menu

Open the Events list and play video of events.

Backup video from a camera channel

Logout, Shutdown or Reboot the system

Change the split screen configuration and assign camera channels to viewing frames
Start and stop all-day continuous recording on all channels
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Alarm information Backup

Menu icon —=aS] Power Off

Camera
channels

Start/stop
continuous
all-channel
recording

Toggle
Live View
display

Splitscreen  Auto
configuration switch

5.1.1 Open Menu screen

In the screen shown above, click the Menu icon to open the firmware menu Menu icon display. Click on the icon in this window to
open the configuration menus for that area of the system.

5.1.2 View alarm information

(lick the alarm information icon to open the list of recent alarms, You can click the play icon in the list to watch recorded video
associated with the alarm.
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Backup

(lick the Backup icon in the Live View header barto...DEFINE HERE WHAT it is about ... Toexport these files:

Settings
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1. Insertaflash drive into an unused USB port on the recorder.

2. Inthe Backup popup menu, click to select the files you want to backup, and then click the Settings icon. The Path Settings
popup window will open.

3. Inthe Path Settings menu, open the Device field drop down list, and then select the USB flash drive.

4. Double click on the folder in the drive where you want to backup files (see above). Use the buttons on this menu to create a
New Folder or Format the drive if necessary.

5. (lick MP4 or AVI (for files in H.264 format only) to select the exported file format you prefer, and then click OK to export the
file(s).

NOTE . Youcanhover the mouse cursor over any shortened file or directory name to reveal the complete name.

Power Off

(lick the Power Off icon to Logoff, Shutdown or Reboot the system. See “SECTION 1 Systems Overview" on page 1

Change split screen configuration

(lick the Spliticon (see above) to show split configuration options for the Live View screen.
To re-position a camera in the screen, click on the video frame to highlight it (will be surrounded with an orange border) and
then click on the camera channel in the left frame. Video from the camera will appear in (move to) the selected video frame.

Start and stop continuous recording

(lick the camera icon in the footer to start or stop continuous recording on all channels.

5.2 Setting monitor resolution

The recorder supports VGA monitor resolutions up to 1080p (1920 x 1080 pixels), and HDMI resolutions up to 4K (3840 x 2160
pixels). To set the monitor resolution:

1. Openthe General Configuration menu. Go to Menu | Configuration | General
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Use the screen above to select the VGA/HDMI and HDMI2 resolutions for the VGA and HDMI monitors you are using, and then click
the Apply button at the bottom of the screen.

5.3 LiveView settings

Live View settings can be customized according to differing needs. You can configure the screen frame split, placement of camera
channels on the screen, dwell time for screen to be shown, mute or turning on the audio, the screen number for each channel, etc.

1. Open the Live View Settings menu. Go to Menu | Configuration | Live View | General
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Adjust the settings in the screen as needed:
— Video Output Interface: Designates the output to configure the settings for. Option includes only VGA / HDMI and
HDMI2 if supported by the recorder.
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4,

68

Live View Mode: Designates the display mode (screen split) to be used for Live View. 1* 11is a single camera view.
Other optionsare2*2,1+ 5,1+ 7,3 * 3, etc. Options depend on the number of channels supported by the recorder.

— Dwell Time: The time in seconds to dwell between switching channels when auto-switch is enabled in Live View.
— Enable Audio Output: Enables / disables audio output for the selected video output.

—  Volume: When Audio Output volume is enabled, use the slider to adjust the volume.

— Event Output: Designates the output to show event video. Option includes only CVBS/Channel-Zero, VGA/HDMI,

HDMI2 (if supported). NOTE: If you configure a camera event with the full-screen monitoring linkage action, the Event
Output screen will show full screen video of the camera channel when the event occurs for the duration set in Full Screen
Monitoring Dwell Time.

— Full Screen Monitoring Dwell Time: The time in seconds to show alarm event screen.

After changing settings in the screen shown above, click Apply, and then click Back.

Open the Live View View screen. Go to Menu | Configuration | Live View | View.
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Multi-screen select icons Start/stop Live View
of all channels

To use this screen:

a. (lickthe single- or multi-screen select icon for the screen split you prefer. In the example shown above, a 4-screen
(2 2) view is selected.

b, Clickaviewing screens (D1 or D2 or D3 ..), then double-click the camera in the list on the left that you what to show there.
When the selection is made, label in the viewing screen changes to the camera channel number. You can also click an
icon to Start or Stop Live view of all channels.

¢ Ifyouclick the icon inthe upper right corner of a viewing screen (D1 or D2 or D3 ..), the viewing screen number will
change to a “+" symbol, and you can assign a network camera to that viewing position from the Live View display.

d.  Clickthe Apply button to save your settings.
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e. Rightclick on this menu to return to the Menu display. In the Live View display sown below, notice that the positions of
the camera channels changed.

" Aaire Dievice Madel

. Thedwell time of the live view configuration must be set before using Start Auto-switch.
NOTE . /fthe corresponding camera supports intelligent function, the Reboot Intelligence option is included when right-
clicking the mouse on this camera.

5.4 Live View Status icons

In the Live view mode, icons can appear in the upper-right of the screen for each channel, showing the status of the record and
alarm in the channel.
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Icon Type Reason

This icon appearsin the upper right corner of the live video stream. It results from video loss, video

Alarm ) . ;

tampering, motion detection, sensor alarm, etc.
Record Manual record, schedule record, motion detection or alarm triggered record
Record and Alarm Both alarm and record status

For the occurrence of motion detection, sensor alarm or exception information. This icon appears at the
lower-left corner of the screen. Click on the icon to display the event / exception reason.

Event/ Exception

5.5 Quick Setting Toolbar

Left-clicking the mouse on a viewing frame opens a Quick Setting Toolbar at the top or bottom of the frame.

Audio Mute Fisheye camera Enable / Trigger
Capture PTZ control /0On Information  warp correction  disable POS alarm out

Instant playback Digital zoom Live view Start / Stop Switch Turnon 3D
strategy Manual record stream Positioning

Capture: Click to create a snapshot of the Live View image.

Instant Playback: Plays what was recorded in the previous five minutes. Nothing is played if a recording was not made at that
time.

PTZ Control: If the camera supports PTZ control, clicking this icon opens the PTZ screen. See “SECTION 6 PTZ Controls” on page
77 for more information.

Digital Zoom: To use this feature:

(lick on the spot in the video image, and then use the mouse scroll wheel to zoom in or out at that spot.
Right-click the mouse to cancel the zoom feature.

Audio mute / ON: Click this icon to enable or disable audio output. When audio is enabled, a volume control slider appears above
the icon.

Live View Strategy: Use this feature to select Real-time, Balanced, Fluency. These features can improve the display of the camera
channels.
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Real-time

Balanced

Fluency

Information: Hover the mouse over thisicon to see the frame rate, bit rate, and resolution of the image.

Frame ..

Bitrate

Resolu.

Stream...

Start - Stop Manual Recording: Click to start, click again to stop manual recording of the camera channel.
Fisheye Camera warp correction: This feature is only available for cameras with fisheye functionality.

Switch to Sub (Stream): Hover the mouse over this icon to play sub-stream video. Repeat this action to return to the Main
stream.

3D Positioning: Enable this feature to zoom in or zoom out of areas of the video frame. With 3D Positioning ON, drag the mouse
cursor down and to the right over the area you want to zoom in on. Or, drag the cursor up and to the left over the area you want to
zoom out of. Right click on the video frame to disable this feature.

Switch to Sub-Stream: Hover the mouse over this icon to play the sub-stream video. Repeat this action to return to the Main
stream.

Trigger Alarm Out: Activates on the camera Alarm Out signal (from a camera with Alarm Out feature).

5.6 Channel-Zero Encoding

Use the Channel-Zero menu to configure the NVR for viewing multiple video channels simultaneously with a remote client. With
this features you can decrease the bandwidth requirement without affecting the image quality. To use Channel-Zero Encoding:

1. Open the Channel-Zero Encoding menu. Go to Menu | Configuration | Live View | Channel-Zero
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2. Checkthe box to Enable Channel Zero Encoding.
3. (Configure the Frame Rate, Max. Bitrate Mode and Max. Bitrate as needed.
4. (lick Apply.

After setting Channel-Zero Encoding, you can see up to 16 channels of live video on one screen of the remote client.

5.7 Adding network cameras

IP cameras can connect to the NVR either through the 4-, 8-, or 16-port integrated Ethernet switch on the back panel of the NVR,
or through the LAN the NVR is connected to. IP cameras connected to the IP ports on the NVR back panel are automatically added
to the system by the NVR. Cameras that exist on the LAN can be added manually through the NVR startup Wizard or NVR firmware
(Camera menus.

The number of cameras connected to the ports on the back of the NVR plus the number of cameras on the LAN added to the NVR
cannot exceed the camera limit of the NVR. For example, the ALI-NVR5232P NVR can monitor up to 32 cameras, 16 attached to the
internal PoE network switch, and 16 accessible across the network.

NOTE  roralistsIP cameras compatible with your NVR, refer to: "APPENDIX C NVR Compatible Cameras” on page 208.

Use the following quidelines to add a camera that was discovered on the LAN to the NVR. In the example below, an Alibi camera
discovered on the LAN at IP address 192.168.3.3 will be added to NVR channel D4.

1. Open the P Camera menu. Go to Menu | Camera | IP Camera.
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2. (lickthe List button in the upper right corner.
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Number of Unadded Online Devices
3. (lickthe Number of Unadded Online Devices button at the bottom of the screen (see above). A split list will open,

with the upper list showing the cameras added to the NVR, and the lower list showing the cameras discovered on the
network that can be added.
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b. Inthe screen above, check the select box(es) for the camera(s) you want to add, and then click the Add button. In this

example, one camera was selected.
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. Repeat sub-steps a and b above to add additional cameras. NVRs limit the number of network cameras you can add.

5.7.1 Custom Add IP Camera

The Custom Add feature provides a way to add network cameras to the NVR that have a different protocol, management port,

transfer protocol, etc from Alibi cameras with default setup parameters. To use this feature:

1. Open the [P Camera menu. Go to Menu | Camera | IP Camera.

2. (lickthe Custom Add button at the top of the window. The upper portion of the Add IP Camera (Custom) popup window

lists network cameras that are accessible from the NVR.
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3. Scroll through the list of IP cameras, and then click on the one you want to add (see above).

Open the Protocol drop down list and select the protocol to use with the camera. You can also define up to 16 custom
protocols to use. You can also check the Use Default Channel Password select box if applicable.

5. Setthe Management Port, if different than 8000 (default).

6. Open the Transfer Protocol drop down list and select the transfer protocol to use with the camera.
Add P Camera (Custorn) 2
18 Q.ﬂ: 182 168 NJ-NS!\)R AL
T & Active 10.1.10.22 ALHIPYI03 ALBI ]
10 o - At 192.1868. ALIPYVIOD ALGH
] & Active 182 188 ALLNP301 ALl
=—————
P Camers Address 192168374
Protocol
Management Port
Transfer Protocol
User Marme
Password
Use Channel Default
search  continue_ [T
7.

Enter the Administrator User Name and Password in the appropriate fields. You can also check the Use Default Channel
Password select box at the bottom of the menu if appropriate.
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8. (lick Add to save your settings and connect the camera to the recorder.
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SECTION 6

PTZ Controls

PTZ controls are used to control the Pan, Tilt and Zoom features of PTZ cameras. PTZ cameras can usually be configured to point
attargets (called Presets), perform patrols (i.e., to move from Preset to Preset with a dwell time), and record and save patterns, a

recording of the manually controlled motion of a camera. PTZ controls are also used with special features of non-PTZ cameras that
have remotely controlled (motorized) zoom, focus and iris adjustments.

To open the PTZ Control screen, click the PTZ icon in the camera Quick-setting toolbar.

PTZ Control screen with field of view

Alibi™ NVR Firmware V4.1.50 User Manual 77



SECTION 6: PTZ CONTROLS

The PTZ Control screen includes features to control your camera manually, and configure it to automatically scan the important
surveillance targets it is installed to monitor, and quickly move to those targets on command. PTZ cameras supported by this
firmware usually include three types of movement commands that should be configured to use your camera most effectively:

Presets: Presets are easily configurable instruction sets that move when called move the camera to point at a specific
surveillance target. Presets include direction, zoom, iris and focus setting, and may include other settings.

Patrols: Patrols are composed of a string of presets, with a dwell time associated with each preset. For instance, when a
patrol is executed, it moves the camera to point at the surveillance target of the first preset in the string, for a configurable
dwell time (for instance 10 seconds), then it calls the next preset in the string to moves the camera to that target and stay
there for its dwell time, etc. You can configure up to four (4) presets, called Patrol1, Patrol2, etc with this firmware.

Pattern: A Pattern is created by recording the movement of the camera. You can then call the pattern you recorded to repeat
the movement. You can record only one pattern (Patternt) with this firmware.

NOTE  Thepresets, patrols and patterns you configure must be supported by the PTZ protocol of your camera.

6.1 PTZ Control screen

You can open the PTZ Control panel in the Live View by left clicking on the image from the PTZ camera, and then click the PTZ icon
on the Quick Settings toolbar (see above).

Click to close
PTZ Control panel

Click OK to close Wizard  Zoom - Preset quick controls

In the screen shown above:

(lick the orange OK button to close the PTZ Control Wizard pop-up help window.

—  Check the Do not show this ... box to block this window when you open the PTZ Control screen.

— Youcan drag your finger (for touch screens) or mouse across the screen as shown in the wizard to move the camera view
afteryou close the help window:
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*

*

*

(lick the  in the upper right corner or right click on the video window to return to the Live View screen.

Drag on the image to move the camera view in that direction.
(lickin the image to focus automatically.

Scroll the mouse up / down to zoom in / out.

(lick the lower right corner icon to set the preset.

6.1.1 Pointing the camera

You can point the camera at a surveillance target in three ways:

Dragging your finger (for touch screens) or mouse cursor across the video window in the direction you want the camera to

move.

(licking any one of the eight (8) direction buttons on the control panel GUI to point the camera in that direction. You can set
the speed at which the camera pans or tilts by clicking one of the speed buttons on the outer (orange) ring of the GUI.

By programming a Preset to point the camera at a specific target, then “Call“ing that preset.

6.1.2 PTZ Control panel

Use the PTZ control panel that appears in the right frame to control motion of the camera, configure and call Presets, Patrols and

Patterns, and quickly set the zoom, focus and iris.

(Outerring:)
Speed Buttons
1.7—

Continuous Pan ——

PTZ Control A
——p | —

Button v
dd ¢ QO
Open —p Patrol | Pattern

Aux Function
Patrol, Pattern
control menus

Quickaction ~—®
buttons, menus

¥ 2 @ ¥ -

> Park{Quick P Restore
Park{Patrol 1) Park{Preset 1)
Left border Fight border

Linear Scan  PTZ Paramet

«
A

© Shortcut

1. Drag the image to adjust
2. Click in ihe irnage tofoc
(3. Serol upfdoan b 200m 1
. Click the lower-right com

@— Close PTZ
screen

+— Innerring:
Move
direction
buttons (8)

— Aux Functions:

Light

Wiper

3D Positioning
Center

#— Open/close
shortcut
instructions
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Feature of the PTZ control panel include:

Outer ring speed buttons: Click one of the seven (7) buttons to set the speed at which the camera moves when you click
one of the eight (8) direction buttons.

Continuous pan button: Click to start / stop continuous pan to the right.

Open Aux Function, Patrol, Pattern control menus: Click the tab to open the menu for that feature.

Quick action buttons: These buttons include:

Park (Quick Patrol): The camera initiates a patrol from Preset 1to Preset 32 (if predefined) after the camera park time*.
Undefined preset are skipped.

Restore: Resets the camera and loads its initial Factory image parameters.

Park (Patrol 1): The camera initiates a starts move according to the Patrol 1 after the camera park time*. Patrol T must
be defined.

Park (Preset 1): The camera initiates a move to Preset 1 after the camera park time*. Preset 1 must be defined.

Linear Scan: Causes the camera to pan left and right between the limits of the Left border and Right border.

Left border: Use this button to set the left limit for a Linear Scan.

Right border: Use this button to set the right limit for a Linear Scan.

Close PTZ screen: Click the X to return to the Live View screen.
Inner ring speed buttons: Click repeatedly to move the camera in one of the eight (8) directions shown.

Aux Function tab shown includes icons to:

Turn on/ off the light and wiper, if supported by the camera.

Begin 3D Positioning mode. In this mode, you can drag a rectangle across any area of the video window to command
the camera to center on that position. Small rectangles cause the camera to zoom in, large rectangles to zoom out (within
the capabilities of the camera).

Patrol tab: Enables you to Set, Call, and Stop Patrols.

Pattern tab: Enables you to Record, Call and Stop a pattern (Pattern1).

Open / close shortcut instructions: When open, provides a list of on-screen features of the PTZ video window.

*Park Time: Certain speed dome models can be configured to start a predefined park action (scan, preset, patrol and etc.)
automatically after a period of inactivity (park time). The park time can be set only via the PTZ camera configuration interface. The
default period is 5 seconds.

6.1.3 Zoom - Preset quick controls

Zoom - Preset quick control buttons are used to quickly zoom in or out, to set a
presetand to OPEN and COLAPSE thumbnail views of presets that are configured

Zoom in —*

(see below) and quickly move the camera to that view. Zoom out —>|

80

Set Preset —»

Open /Close —>
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PTZ view with Preset thumbnails open

6.2 Configuring PTZ settings

Follow the procedure to set the parameters for control of a PTZ camera installed in the system. Setup of the PTZ parameters should
be done before you control the PTZ camera.

NOTE IfPTZ cameras are controlled through the RS-485 interface, check that the PTZ and the NVR are connected and configured properly.
Use the instructions with the controller, and the 0SD menus in the camera to configure PTZ settings.

1. To control or setup controls for a PTZ camera, click on the camera you want to control in the Live View interface, and then click
the PTZ icon in the quick setting toolbar.

2. (lick OK to lose the PTZ Control Wizard.
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6.2.1 Setting Presets

APreset is a pre-configured setting of a PTZ camera that usually includes, it's direction, zoom, iris setting and focus, and may
include other settings. Follow the steps to set the Preset location which you want the PTZ camera to point to when an event takes
place. A PTZ camera has up to 255 presets, numbered 1.. 255.

Some Presets are factory set, and should not be changed. Refer to the documentation for your PTZ camera to see which Presets you

NOTE can configure. Additionally, the presets, patrols and patterns you configure must be supported by the PTZ protocol you use.

1.~ Open the PTZ Control Screen.
2. (lick OKiin the PTZ Control Wizard to close it.

3. Usethe inner ring buttons on the PTZ motion control GUI to point the camera at the field of view you want to create a preset
for.

4. (lick the Set Preset button in the Zoom - Preset quick controls panel.

Fgreonae

S PTZPwaal

5. Openthe number field drop down list and select the number you want to use for the Preset (see above).
6. ClickApply.

7. Click Preset in the name field, and then use the virtual keyboard to enter a description for the preset you created. Click the
Enter key in the lower right corner of the keyboard.
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After saving your entry, the name will be shown in the thumbnail for Preset1.

Call preset - move to a preset

You can quickly move the camera to a preset you've created in two ways:

— Using Open Preset: Click the Open Preset icon in the Zoom - Preset quick controls panel, and then click on the Preset

thumbnail you want to advance to.
— Using the Set Preset panel: Click the Set Preset icon in the Zoom - Preset quick controls panel, open the number field
drop down list and select the number of the preset you want to advance to, and then click Call.

6.2.2 Setting patrols

Patrols can be set to position a PTZ camera to a Preset (KeyPoint) and hold it there for a set duration (in seconds) before moving on
to another Preset number for a set duration. To create Preset positions for the camera, see “6.2.1 Setting Presets” on page 82. You
can create up to 4 patrols, numbered 1.. 4. To create a Patrol:

1. Clickthe Patrol tab in the PTZ Control Panel. 1t Caren

2. Openthe drop down listin the Patrol field, and then N
select the patrol number you want to define (Patrol1 .. i¢ B8 00
Patrol 4). ot =

3. (lick the Set icon.
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4. (lickthe plusicon (4 ) to open the Keypoint menu. This menu is used to set a view in the patrol, with a specific duration.

In the KeyPoint menu:
3. Openthe Preset drop down list, and select the first camera view you want the patrol to move to.
b.  Open the Speed drop down list, and select the speed at which you want the camera to move there.

ii. — Open the Duration drop down list, and use the slider to the right to select the number of seconds you want the
camera to dwell on that preset. Click on that number in the Duration field.

. Click Apply. An entry will appear in the Patrol Settings list for the KeyPoint you created.

d.  Clickthe plusicon (4 ) toin the Patrol Settings menu to add an additional KeyPoint to the Patrol, and then repeat the
sub-steps above with a different Preset to define the next camera view in the patrol.

5. When finished defining all the KeyPoints for the Patrol, click Apply in the Patrol Settings menu to save your settings.

6. (lick Cancel to close the Patrol Settings menu.

Editing a patrol
In the Patrol Settings menu for the patrol you created:

1. Click the KeyPoint you want change.
3. Tochange the Preset number:
i.  (Clickthe Editicon in the right column.
ii. — Openthe Preset drop down list, then select the preset you want to assign to the KeyPoint.
jii. " Openthe Speed drop down list, then select the speed at which you want to move to the preset.

iv.  Open the Duration drop down list, and use the slider to the right to select the number of seconds you want the
camera to dwell on that preset. Click on that number in the Duration field.
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v.  (lick Apply in the KeyPoint menu.
b. Tochange the order of the KeyPoints:
i.  Clickon the KeyPointin the list you want to reposition.
ii. — Clicktheuparrow or down arrow icon to change the position in the list.
ji. - Click Apply in the KeyPoint menu.
2. Click Apply in the Patrol Settings menu.

3. (lick Cancel to close the Patrol Settings menu.

Call patrol

To execute a Patrol you created:

1. Click the Patrol tab in the PTZ Control Panel.

2. Open the drop down list in the Patrol field, and then select the number of the patrol you created that you want to execute.
3. (lickthe Callicon. The patrol you selected will execute and repeat indefinitely.

4. Tostop the Patrol, click the Stop icon.

6.2.3 Setting a pattern

A Pattern can be created by recording the movements of the camera. You can then call the pattern you recorded to repeat the
movement. When recording the movements of the camera, you can Call the presets and patrols you created. Once Called, the
pattern will execute continuously until itis stopped.

You can record only one pattern (Pattern 1). During the recording, an on-screen display shows how much memory allocated for the
recording remains.

To define a pattern:
1. Click the Patterntab in the PTZ Control Panel. 12 e
2. Click the Record icon. s’

=

P
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3. Move the camera using manual controls and/or by calling presets you created. You can record the motion of the camera until
0% of recording memory is left.

4. (lick the Stop icon to halt the recording.

Editing the pattern

To edit the pattern, re-record PatternT.

Call pattern

To execute the pattern you created, open the Pattern tab, and then click the Call icon.

6.2.4 Configure Linear Scan

Use Linear Scan to scan the field of view back and forth along a linear path between a “left limit” point and a “right limit” point. To
use this feature, you must first define the Left Limit and Right Limit:

1. With the camera still (not executing any patrols or scans), manually point the camera to the left limit of the linear scan you
want to define.

2. (lick the Left Limit button on the PTZ Control panel.

3. Then manually point the camera to the right limit of the linear scan you want to define.

4. (lick the Right Limit button on the PTZ Control panel.

5. Click the Linear Scan button to start and stop the scan. When the scan is stopped, you can point the camera up or down, and
then click Linear Scan to scan the view at that elevation between the left and right limits.
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6.3 PTZ Parameter Settings

Use the PTZ Parameter Settings menu to configure the communication settings and camera protocol for a PTZ controller connected
to the recorder across an RS-485 network. To configure these parameters:

1. (lick the PTZ Parameters button in the PTZ Control panel.

2. Inthe menu, select the parameters as needed to match the controller and camera, and then click OK.
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SECTION 7

Point of Sale Integration

With the NVR POS (Point of Sale) feature you can overlay cash register transaction data onto a live video display. Currently only 16-,
32- and 64-channel NVRs support the POS feature. 16-channel NVRs support up to eight POS terminals, 32-channel NVRs support
16 POS terminals, etc. The Alibi recorder supports only plain text and XML data through the remote listening port.

Setting up POS is a two step process, performed in two different NVR menus:

1. Assign POS data to a camera

2. Configure the POS interface

7.1 Assign POS data to a camera

Do the following:

1. Open the POS Overlay menu. Go to Menu | Configuration | POS | Overlay Channel.

Click to open POS configuration menu

Configuration

E3 General

L1 user

EB Webwork

D1 POS1 D2 POSS

Live Wiew

) Rs-232

(] POSE D7 POST DB POSE

8 System Service

2. Toadd an existing camera to a POS system, hover the mouse over a camera thumbnail, then click the Edit icon. See above.
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Configuration

Back Modify POS
3 General

Enabie =) POS Name POS3

POS Prot Universal Protocal - Basic Connectio TCF Reception - Param

Channel Linkage and Display  Arming Schedule  Event Linkage

Linked Ch [OF) Carnera 01

Character Latin-1{rs0-8858-1)

Cvarlay M. Page

Font Size Large  Medem
Font cotor [N N 1N 1 N O I I

(5 System Serice

Displayfo.. &
Timeout{s) &
Privacy S

[ e L]
Cisplay on

Notice in the mapping shown above, channel D3 is assigned to pos 3, etc.. by default. This indicates that data from POS
assigned to POS 3 will be shown over the image in Channel D3. You can change this configuration, if needed, by selecting the
POS identifier, and then selecting the cannel to assign data to.

3. Ifchanges were mad in the screen above, click Apply to save the setting.

7.2 Configure the POS interface

Do the following:

1. Open the POS Overlay menu. Go to Menu | Configuration | POS.
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Back Modfy POS

3 Geners
Enable % POS Mame  POS3
£1 User
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B Network

Channel Linkage and Display  Asrming Schedule  Event Linkage
£2 Live View e e e———

Linked Ch 03] Carmers 01
VAR character..  Latin-{is0-8880-1)
-

Crvariay M Page

RE.2732

T E e Oy

Font Size Large Meiam
Fort coor [ NN I ) I O I

Display fa. &

Timeout(s) &
Privacy S.
[T R ————

Chisplary on.

Open the Select POS name drop down list, and then select the POS overlay you want to configure (see above). In this
example, POS 3 is selected.

Check the Enable box to select this feature.
Select the Event Linkage tab, if not selected.

3. Inthe Normal Linkage column, select the actions you want to occur when POS data is available. For instance, if you
want the monitor to expand to full screen when data is available, check the Full Screen Monitoring box.

ration

) Back  Modity POS
B Goneral
Enable POS Name POS3

£ User
e, POS Prot. Universal Protocol * Basic Connectio TCP Reception - Param
B Network

Channel Linkage and Display  Arming Schedule  Event Linkage
" Live View —

T Rs-23:2

Meormal Linka Trigper Alarm Ou Trigger Cha

|

OIFull Sereen Monst . 18

Audlible War ET -
8 System Service Send Ernail
Local-=3 03
Local.>4 D4
182.168.254 2:8000->1 DS
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b. Inthe Trigger Alarm Output column, select the output alarms you want to activate when POS data is available.cClick
Apply to save the settings.

¢ Inthe Trigger Channel column, elect one or more camera channels which will start to record/capture or expand to
full-screen monitoring when the POS data available. Click Apply to save the settings.

(lick the Arming Schedule tab. In this tab you can define up to eight periods for each day when POS data is used. The
periods must not overlap.

Edit

Wbty Mon "
Start/End Time [ oo00-24:00 5 5]
StartEnd Time w =l g = 24 ol oo |
Start/End Time 00:00-00:00

StartEnd Time 00.00-00:00

StarEnd Time 00,00-00,00

StartEnd Time 00.00-00,00

StartEnd Time 00.00-00/00

StartEnd Time 00000000

Copy (=13 Cancel

3. (lick the down arrow in the Mon field (see above) to setup the schedule for a different day, and/or click Copy to copy the
Arming Schedule you setup in the window to other days of the week.

b, Click Apply to save the settings.

(lick a Privacy Settings field in the lower right corner of the Modify POS menu. POS Privacy Information Filtering
allows you to hide additional information when a transaction takes place.

Linked Ch (O3] Carmera 01 . Lirked Ch. (D3] Carnera 01
Character Latin-1{is0-8858-1) - Character Latin-1(r0-BB52-1)
Overlsy M. Page . Crerlay M. Page
Font Size Large Mgt Font Size Large Mediyrm
Font coior NN T N 0 I I I Fort color N TN N 1 I I I I
Cisplayta. 5 Displayta.. & 1
Timeoutis) 5 Timeout(s) Copy | Patle
Privacy S Privacy 5. [ 1 ]
. s g bk rrbrs kb 1.2 3 ' 4 686 7 8 8 0
Diisplay on Displays @ W & ©r t ¥y u i o p
& | ® P F e R ksl )

& z x ¢ v b n mpiE
s —— 9 D

a. (lickan entry field, and then enter the label of the data you want to hide.

For example, a credit card number, except for the last 4 digits, is blocked by a POS system by default when sending data
to the NVR. To block the entire number, enter CardNum in a privacy field shown above. The CC number shown in the
report will then appear as ************x More information about this feature will be provided.
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7. Inthe POS menu (see below) do the following:

figuration

Back Modify POS
& Goners

Enabile POS Name POS3
Y User _—
= POS Prot . | Universal Protocol Basic Connectio TCP Reception - Param
EB metwark Unhersal Pratocel

Channel Lin  EFS0ON Schedule Event Linkage
£2 Live View -

Linked Ch, [OF) Carnera 01

e Ly Character Latin-1{rso-B8858-1)

Croariay M, Page

Font Size Large Medusm
Fort coior [N I I 1 I I I I

Cisplayfo. &

5 Systermn Service

Timeout(s) &

Privacy S

B v B ke i rndent b s

Display on,

3. Open the POS Protocol drop-down list, and select either Universal Protocol, EPSON, AVE or NUCLEUS whichever
matches the register.

b. Open the Connection Type drop down list, and then select the way the recorder is connected to the POS terminal.

. Ifyouselected Universal Protocol, click the Advanced button to the right and then click Custom to view the
communication tags options. Set the tags as needed for compatibility with your register. NOTE: Clicking the Advanced
button changes the label to Basic.

Custom Settngs
Start Line ident e
Line Break oooa He
End Line idents Hax

Case Sensitive
Flitering identifier

Enable XML Pr

Cancel

d. Ifyouselected EPSON, no additional parameters are needed.

e. Ifyouselected AVE, click the Set button to the right to open the AVE Settings window, and then select the Rule from
the drop down list, and the Address to match the configuration of the register. The default Rule is VSI-ADD at address 0.
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Custom Settings
Rule WESLADD
Address o

EEETE concal

f. Ifyouselected NUCLEUS, a restart is required. Follow the on-screen instructions to restart the recorder.
NOTE: NUCLEUS will set some POS configuration parameters to their default values.
. (lick the Settings button, and then set the Port number and Remote IP Address to match the register. The default

port number is 10000. The actual port number you must use depends on the register being integrated. The pcAmerica
register used in this example requires port 4201.

TCP Connection Setiings
Fart 10012
Alosved Remote P 182 0 a 2]

h.  Open the Character Encoding drop down list and select the option that is compatible with the register. Refer to the

your register documentation for the appropriate setting. NOTE: Alibi recorders support only plain text messages from the
register.

Linked Ch (O3] Camera 01

Character | ETESIIETNIETNR
Crveriay M. | '
Font Size Latin-2{iz0-8858-2)

Font Color Latin-3(re0-8059-3)
DCesplay fo.. | Latin-4(iso-B858.4)

Timeoul{s] | cyritic(iso-8858-5)

Priaes s Arabic(iso-B859-6)
Greekiizo-B859-7)
Dhwiay 0.1 Hetreviso-BA58-8)

Turkish(iso-8858-8)

Mordic(iso-8859-10)

i Select the Overlay Mode. Font Size, Overlay Time and Delay Time you prefer.
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Linked Ch [O3) Camera 01
Character Latin- 1{iso-8858-1}
Cvertsy M. Page
Farit Size Large | Medim
Fort Calar 1 | (= | | ||
Displayfo.. &
Temeoutis) 5
Privacy S
Pt on ek e ard i v b s

Display on

j. Checkthe POS Overlay in Live View box if you want messages from the register to appear over the camera image in
Live View mode.

k. Clickon the Color you prefer for the overlay messages.
8. (Click Apply to save your settings.

9. (lickanywhere inside the Live View window, and then reposition or resize the message box as needed.

Back Modify POS

& Goneral
Enable % POS tame  POS3
£1 User
= POS Prot Universal Protocol - Basic Connectio TCP Reception - Param
G0 Network

Channel Linkage and Display  Arming Schedule  Event Linkage
2 Live View _—
Linked Ch D3] Carmera 01
Character Latin-1{rs0-8858-1)
Crvariay M. Fage
Font Sizxe Large  Megesm
Fore cotor [N I 1NN 1 I N L
Displayfo.. &

Timeout{s) 5

Privacy S
B it ke ek reens kb b

Ciizplay on.

10. Click the Get Text button at the bottom of the window (see below) to start retrieving messages from the register. The Get
Text button changes to a Stop Getting button.

94  www.Observint.com



SECTION 7: POINT OF SALE INTEGRATION

Configuration

Back Madify POS

&) Goners

T ) SR e

(5 System Service

Enabile =3 POS Mame POS3
£1 User
e POS Prot. Universal Protocal Basic Connectio TCP Reception - Param
5 Metwork
Channel Linkage and Display  Arming Schedule  Event Linkage:
£2 Live View e e me——
Linked £h (O3] Camera O

- T
A ] Character Latin-1{so-B958-1)

Crariay M. Page
Font Size Large Meam
Fort coor [N ) I O I

Displayfo.. &
Timeout(s) &
Privacy S
B gt S k808 et kB

Diisplay on.

11, Verify that when transactions occur at the POS terminal, overlay text appears in the Live View image and the field below it.

12 (lick the Stop Getting button to disable this test feature.

7.3 Playback POS recordings

When the POS setup is configured to record video when messages are received from the register, you can use Custom Playback
- POS Event search features to find the video coupled with message strings received from the register. In the example below, a

search is made for register events where “water” was purchased.

To playback video with specific POS register messages, go the following:

1. Open the Playback menu. Go to Menu | Playback.

2. (lick the Custom Search button, and search for POS Events.
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96

Search Condition Time Custom - 2018-10-17 00.00.00 2018-10-17 23 68:50
Tag File Status Locked
Event Type A [ - |
Piate No athering

ArealCountry Fast Moving
Parlong
Unsttended Bagusge
Object Femoval
Audio Loss Excepbion
Sudden Change of Sound Intensty
Defocus
Sudden Scene Changs
P2 Alarm
Fire Source Detection
Temperature Detection

Temperature Diference Detecton

{!

___ £

Configure the search screen as needed, and then click the Search button. See “8.6.5 Custom Playback” on page 118 for more
information.

(lick the Search button. Results of the search will appear in the right panel.

Select the search result you want to play, and then click the Play icon associated with the search result.

M Cam.. Min, Cam

ALLNP301

2018 Oct
S MTWTF S
123 458
T 8 9 10 1 12 13
14 15 18[17]18 18" 20
21 2725 24 28" 28 27
2% 20 30

Custorn Search
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SECTION 8
Record, Playback and Video Backup

After the initial setup of your NVR using the Wizard, the Menus interface enables you to refine your configuration settings and
expand the functionality of the system. To use most menus, the user must log into the NVR system, either locally or remotely, with
administrative privileges.

8.1 Configuring record settings

8.1.1 Setting camera video parameters
Video parameter values provided in these menus are dependent on the capabilities of the camera model.

1. Open the camera main stream parameters menu to configure the encoding parameters. Go to Menu | Camera | Video
Parameters | Main Stream Pa.....

[0 ALLMPID1 3R

Ma. Btrate Mode

1 B M Etrate(nns)
M @itrate Fangs Recommended

Visee Encoding e

Erssile H 184+

Cov

The Main Stream refers to the primary stream that affects data recorded to the hard disk drive. It directly determines the
recording quality and image size. Main stream recording can provide a higher quality video with higher resolution and frame
rate than sub-stream recording. Parameters are described as:

— Frame Rate (FPS - Frames Per Second): refers to how many frames are captured each second. A higher frame rate is
advantageous when there is movement in the video stream, since it maintains a higher image quality throughout.

— Resolution: Image resolution is a measure of how much detail a digital image can hold: the greater the resolution, the
greater the level of detail. Resolution can be specified as the number of pixel-columns (width) by the number of pixel-
rows (height), e.q.,1024x768.

— Bitrate: The bit rate (in kbit/s or Mbit/s) is often referred to as speed, but actually defines the number of bits/time unit
and not distance/time unit.
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2,

98

— Enable H.264+ (or H.265+) Mode: The H.264+ (or H.265+) mode helps to ensure high video quality with a lower

bitrate. It reduces the network bandwidth requirement and HDD storage space.

In the menu shown above:

3. Open the Camera drop down list, and then select the camera you want to configure.

b, Adjust the main stream parameters as needed.

. Click Apply.

d.  Clickthe Copy to button to copy your settings to other cameras on your system. Follow the on-screen menu to perform
the copy.

e.  (lick Apply when finished.

Open the camera sub-stream parameters menu to configure the encoding parameters. Go to Menu | Camera | Video
Parameters | Sub-stream.

» [0 ALLMPID 1 3R

Tyme Ve & At

Fesokion (Max - T207) T MNCF)

Barste Type ra—

iddes Cuabty Madurn

Frarme Ruie Full Frame

Max Bitrate Mode Cmmrs

7] Ee M Bt (hpr] (M 30} 812

Max. Brate Range Recommended F-400Des]

s Encods CE

The Sub-stream refers to the secondary stream that affects data recorded to the hard disk drive. It directly determines the
recording quality and image size where sub-stream video is recorded or displayed, especially on smartphone live video
streaming. Sub-stream recording can provide a nominal quality video with a lower resolution and frame rate requiring less
network bandwidth than main stream recording. Parameters are described above:

In the Sub-stream menu shown above:

a.
b.

Open the Camera drop down list, and then select the camera you want to configure.
Adjust the main stream parameters as needed.
Click Apply.

(lick the Copy to button to copy your settings to other cameras on your system. Follow the on-screen menu to perform
the copy.

(lick Apply when finished.
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5. Repeat steps Tthrough 4 above for each camera on your surveillance system.

8.2 Configuring Record schedule

The record schedule can be used to automatically start and stop recording at preset times. Initially, cameras are configured to record
either continuously or using motion detection. Managing the record schedule for each camera can save space on the HDD and help
the recorder operate more efficiently.

You can setup a record schedule in either of two ways: graphically, where you apply recording modes to sections of the week array
(Monday through Sunday x 0 through 24 hours) and by using the Edit menu to more accurately define what mode of recording
occurs and when. You can intermix the graphical method and edit method to configure any camera, and you can define up to 56
different recording segments during a week. The weekly schedule you setup will repeat every week unless changed.

The recording schedule you setup will repeat every week indefinitely unless it is changed. You can also set up a special recording
NOTE ) ;
schedule for Holidays, and a separate image capture schedule.

1. Open the Record Schedule menu. Go to Menu | Storage | Recording Schedule. Note that the schedule shown below is
setup to record on motion detection only throughout the week.
_“ Ferm webeg S Camera o [ E) ALINFTI0N 3 .

L trage Devce

i o [l eent [l vovon [ s B v s mea [l Fos Pooree =]
=8 [ hn Moo o 3 4 [ 8 o 12 4 18 18 I 3 M

By advances i 5

Tun 2

Hobawy 3

i .

5

s .

o T

-

2. Toconfigure the Record schedule:

3. Openthe Camera No, drop-down list to select the camera you want to configure.
b.  Checkthe Enable Schedule box.
¢ (lickthe Advanced button.
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Advanced Parameters

Record Audio:

Pre-Record &s
Post-Record S5

Stream Type Main St -

Video/Picture Expi.. 0

> e

In the Advanced Parameters menu:
i. (Checkthe Record Audio box f applicable.

ii.  Setthe Pre-Record and Post-Record times using the drop down lists. These parameters set the number of
seconds of video before and after an event occurs what will be saved in storage.

i. " Open the Steam Type drop down list to select the video stream you want to record. You can select Dual, but that
requires more bandwidth and storage space.

iv.  Setthe Video/Picture Expiry parameter as needed. This parameter sets the expired time for a recorded file to
be kept in the HDD. When the deadline is reached, the file will be deleted. If you set the expired time to “0,” the file
will not be deleted. The retention time for a file is determined in consideration of the capacity of the HDD.

v. Click OK to save your settings.

Setting the Recording Schedule graphically

To graphically configure the recording schedule, simply drag a rectangle across the areas of the array you want to change, and then

click the recording mode you want to apply to that area. Each segment of the array represents 30 minutes. To graphically change the
recording schedule:

1. Use the mouse to drag a rectangle across the area of the schedule you want to change. A red rectangle will show the area you
selected. In this example, the period from 7 AM to 6 PB, Monday through Sunday was selected.

B R e Camera Mo [0 ALLNFID IR
Eribbie Scrue

M com B Event [l vovon [ s [ wa wea [l Fos Mone  Em
SRITRON e o 3 a [ 8 o 12 4 e 18 I 3 M
H) Acvenced Man '
Tum 2
| Hobdy 3
i “
Fir 5
s [
Sun T

“haste CIPErAEn 1S wrahd When T Number Of e L6(TALs BxCheis e W (5]
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2. (lick on the recording mode buttons above the array to change the mode in the rectangle. Mode buttons include:
Continuous: scheduled recording.
Event: recording triggered by all event triggered alarm.
Motion: recording triggered by motion detection.
Alarm: recording triggered by alarm.
M/A: recording triggered by either motion detection or alarm.
M&aA: recording triggered by motion detection and alarm.
POS: recording triggered by Point of Sale (P0S) and alarm.
In this example, Event (purple code) recording was selected.
™ | —
;mw:_m Bicos Beec [l voson Jlasm [BllWis wea [l Fos tona B
B totomy o :
“reche Dpersian i Wikl whsh he famber of e Sepmerts axCeeds the b (5)
comvsa T
3

Setting the Recording Schedule using Edit

You can use the edit method to define up to 8 recording periods for

Repeat steps 1and 2 above for each recording mode you want to apply, and for each camera.

ach day of the week (56 maximum). A schedule you setup for

one day of the week can be copied to any other day of the week. Each time segment in Edit is 15 minutes in length.

NOTE overlap with each other.

To setup a recording schedule using Edit:

1. Inthe Record Schedule menu, click the Edit button.

You can define up to eight recording time periods for each day, each with a specified recording type. Recording time periods cannot
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[0 ALLHEIE 3
Caplurs Schacuin e
s
Storage Davce AB Dy Tyoe Conbuis
r L] Eoa
S v Sttt Tina [ —— Type Mation el
StanEnd Tima o5 ., il o i L il 0.
3 advenced |————
SawtEnd Tune 00 O0-00 00 Tyne Cantius
| —
M Hokdwy Saartling Tims 001 630001 00 Typa Conbnuus 2
StatEnd Time 0 00-0000 Tipe Conbnusiss | ———
SantyEnd Time 00 00000 Type Contnms [———
SawtEnd Time 000 00 D0 Tyne Cantimus L
T
Start¥inag Time 00600000 Tyne Contruus
Cony Apghy o Cancel
Copy to

i. Open the Weekday drop down list, and select the day you want to configure.

ii. — Toschedule all-day recording, check the box for All Day recording, and then open the Type drop-down list to the

right to select the recording mode.

Alarm triggered recording is available for only some cameras models supported by the Alibi NVR. Consult your vendor support

organization for more information.

jil.  Tosetup specific start and end times, click the time field on the first Start/End Time line to open a time setting

popup window.

™
Vbl

#a Dy
SemvEra Tuve
Startling Ture
StarEre Ture
StatfEra Ture
StartrEra Ture
Seartflires Ture
StarEra Ture

StwUE e Tere

e o s
o8, s
00 0000 00
00:00-00. 00
00:00- 00,60
06:06.00 60
000000 00

00-00-00 00

Copy

oo

-

—  Use the up/down arrow buttons for each time file to set the hour and minute value start time and end time of
the recording period you are configuring. In the example above, 05:00-24:00 was selected.
—  Open the Type field drop down list to select the type of recording mode you want to apply during that period.
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e

aa Oy

StartErd Tune

StarbEra Tire

Starifir Teme

StarvEnd Tume

Startfra Time

StarEr Tere

Startire Ture

StarvEnd Tume

Mon

04007400

00 00-00 00

00 600000

00000000

00000000

00000000

oo a0-00 68

00-00.00 00

Type C ot asa
mee W
Tyne Conbinuous
e
Tywe ooy
Type Mgtion | Alsrm
Tvpe Motion & Al
Type Evant
Tyne POS Bvent

o Cancel

—  (lick Apply to save your settings.
— Tosetadditional recording mode segments, repeat the method above for the additional 7 time segments for

the day you selected as need

ed.

—  (lick Apply to save your settings.
—  (lickthe Copy to button at the bottom of the window to select other days of the week and copy that schedule
to them. In the Copy to menu, Monday is day Tand Sunday is day 7.

Camera Mo
Comv o

Se

(D H] ALLHPIONIRH

2
8

—  (lick OK to close the Copy to menu.
—  (lick Apply to save your settings.
—  Repeat the steps above in the Edit menu for each day of the week, or use the graphical method.

i (lick OK to close the Edit menu

2. (lick Apply in the Recording Schedule menu.

3. Repeat the steps above for each camera.
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8.3 Configuring Capture schedule

The Capture schedule is used to configure when capture files are saved to storage. You can setup a Capture schedule in either of two
ways: graphically, where you apply Capture modes to sections of the week array (Monday through Sunday x 0 through 24 hours)
and by using the Edit menu to more accurately define what mode of Capture occurs and when. You can intermix the graphical
method and edit method to configure any camera, and you can define up to 56 different recording segments during a week. The
weekly schedule you setup will repeat every week indefinitely unless changed.

The Capture schedule you setup will repeat every week indefinitely unless it is changed. You can also set up a special recording
NOTE ) i
schedule for Holidays, and a separate image capture schedule.

1. Open the Capture Schedule menu. Go to Menu | Storage | Capture Schedule. Note that the schedule shown below is
configured for no capture recording (None).

Camenaba D1 ALLNFIE RN -

Eribtie Scruule

Mo Bl e [l voson [ asen [ M)A Maa Hane Eoa
2

a (1 [} 0 12 14 " " 0 2 £

R

“hiote Dperaton is wrahd when 1he Humber of 1iTe S6TerEs Exceeds the b (5}

2. Toconfigure the Capture schedule:
3. Openthe Camera No, drop-down list to select the camera you want to configure.
b. Check the Enable Schedule box.
¢ (lickthe Advanced button.

Actanced Parsmaters

Parameter T Conbmusus Event
Fesohion TO4"aB04r - TOATAB0 -
Pichure Cusity  Medum [
Intaren 3 35

Caghurs Cini os
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In the Advanced Parameters menu, you can configure the parameters for:

i.  Openthe Resolution drop down lists for Continuous and Event, and select the resolution of the picture you want
to capture.

ii. Open the Picture Quality drop down lists for Continuous and Event, and then select either Low, Medium or
High picture quality. Higher picture quality results in more storage space requirement.

ii.  Openthe Interval drop down list and select the interval of capturing live picture.
iv. ~ Open the Capture Delay Time drop down list and select the duration for capturing pictures.

v.  (lick OKto save your settings.

Setting the Capture Schedule graphically

To graphically configure the Capture schedule, simply drag a rectangle across the areas of the array you want to change, and then
click the Capture mode you want to apply to that area. Each segment of the array represents 30 minutes. To graphically change the
(apture schedule:

3.

4.

Use the mouse to drag a rectangle across the area of the schedule you want to change. A red rectangle will show the area you
selected. In this example, the period from 12 AM to 5 AM, Monday through Sunday was selected.

CameraMa [ ALLNFIO IR

Recorting Scha

Mo Bl e [ voson [ asen [ m1a Maa Hane Eoa

) | SRERON S0 o 3 4 o 8 1 12 4 @ 8 W 3 M

R B R I

“haste DDEraten 1S ik when T number of Ime L60TALs ExCheds he i (5)

(lick on the Capture mode buttons above the array to change the mode in the rectangle. Mode buttons include:

Continuous: scheduled capture mode.

Event: capture triggered by all event triggered alarm.
Motion: capture triggered by motion detection.

Alarm: capture triggered by alarm.

M/A: capture triggered by either motion detection or alarm.
M&A: capture triggered by motion detection and alarm.
None: no captures taken.
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In this example, Continuous (green code) recording was selected.

| Recontng Sche Camera Mo [ ALLNFIE 3RH

Eribbie Scrue

Stieage Devce

Ml con B et B voson [ A [ WA MEA || Mone o

8| b Moo o 3 4 [ 8 o 12 14 18 8 I 3 M

e S T -
<o I T - - .

“histe: Diperation is invald when ihe number of e LeQents Exoeeds the W (5)

capvio T

5. Repeatsteps Tand 2 above for each capture mode you want to apply, and for each camera.

Setting the Capture Schedule using Edit

You can use the edit method to define up to 8 recording periods for each day of the week (56 maximum). A schedule you setup for
one day of the week can be copied to any other day of the week. Each time segment in Edit is 15 minutes in length.

NOTE You can define up to eight Capture time periods for each day, each with a specified recording type. Capture time periods cannot
overlap with each other.

To setup a recording schedule using Edit:

6. Inthe Record Schedule menu, click the Edit button.

Camara o [OH AL 3N
Bt
Wit Mo
P
Storage Devecs A8 Dy Tyoa Conbuous
S—— ErET) 51k nctian o
7] Sroragm Mode i L x o o 22 ™
StwEnd Time [T T~ R
i aavanced [ E———
StavEnd Time 001000000 Type Contouus -
[
7 Houaey Startind Time 00 00.0000 Time Conbruou N
Statlingd Time 00 00-60 00 Tyne Conbinusus [
StatEind Tia 50000800 o Pm——
[————
StamEnd Time 00 000000 Type Continuous
[
Stat¥nag Time 00600000 Tyne Conbnuous i
Cony o Cancel
Copyta
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In the Edit menu:
i.  Openthe Weekday drop down list, and select the day you want to configure.

ii.  Toschedule all-day capture mode, check the box for All Day, and then open the Type drop-down list to the right
to select the capture mode.

jii.  Tosetup specific start and end times, click the time field on the first Start/End Time line to open a time setting
popup window.

™
Vummistny Mo

22 Oy Tyme Conbruus

SesEra Tare = Tipe e,

Startling Ture L. L] E =] - E =l o« e
StariErd Time 000000 00 Type Conbinucus -
StwErd Tire 00:00-00 00 Time Cortrusais
SewiEra Ture 00:00.00. 60 Tipe Corbrusnis
Seatiiieg Tirs 00.00-00 60 Time Cortimans -
SharkEnd Time 00 5000 00 Type Corbruus -
StaiEra Turs 000000 60 Tyme Cortruens

Copy Apghy one Cancel

—  Use the up/down arrow buttons for each time file to set the hour and minute value start time and end time of
the capture mode period you are configuring. In the example above, 05:00-24:00 was selected.
—  Openthe Type field drop down list to select the type of capture mode you want to apply during that period.

[
ey ey

Al Dy Type Cortmaus

StarvEna Tene 05.00-24 00 Type [ B |

Stating Tene 00/00-00 00 Troe Corbious
StaEnd Tene 00000000 e
StaEna Tene 00.00-00-00 2 Type A

Sarting Tena £0/00-00 00 Trpe Mcton | Alarm
StwvEnd Teme 00/00-00-00 Tepe Motion & Al

Startng Tene 00,0000 00 Type Evert

StarvEna Tame 000000 00 Tyne Cortnuous -

Copy Aoty ok Cancel

—  (lick Apply to save your settings.

— Tosetadditional recording mode segments, repeat the method above for the additional 7 time segments for
the day you selected as needed.

—  (lick Apply to save your settings.

—  (lick the Copy to button at the bottom of the window to select other days of the week and copy that schedule
to them. In the Copy to menu, Monday is day 1and Sunday is day 7.
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Copy o

— (lick OK to close the Copy to menu.

—  (lick Apply to save your settings.

—  Repeat the steps above in the Edit menu for each day of the week, and for each camera.
i, Click OK to close the Edit menu.

7. Click Apply in the Capture Schedule menu.
8. (lick OK to close the Edit menu.

9. Inthe Capture Schedule, click Apply.
10. Repeat the steps above for each camera.

8.4 Defining Holidays

You can create a recording schedule for holidays only after specifying which days are holidays. Holidays can be specified by day
(of the year), week or month. When these holidays occur, the Holiday recording schedule will be performed instead of the normal
Monday through Sunday recording schedule setup using the procedure above in “8.2 Configuring Record schedule” on page 99.
To specify which days are holidays and create a recording schedule for these days, do the following:

1. Open the Record Holiday menu. Go to Menu | Storage | Holiday.

[77] Reconng Scne
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Hehny3 [ 1w 1w
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1 Helidiy® Euastiea 1 dan 1480
] ohday T Cunstiea 1dan 1 dan
a Hokdaye Cesabied (Fe 1.dmn
] Holduyd Desaniea 18 1w
10 Hesdmy 10 [ 148 14w
1 ey 11 Dwnsiea 1 dme 1.dmn
12 Hetay12 s stsma 1w 1.d8n
13 okday 13 Euastiea 1da 1 dan
14 Hesduy14 Ewasiiad tden 14w
V8 Homauy15 Euasesec Vamn Vam
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2. (lickon the Edit icon for the first entry in the list. You can define up to 31 different holidays periods.

1m0

1 dwn
1w
1 on

socr I | Coeent
- S —d..._ S g
14 oy 14 Constiodd 1 dwry 1 dwn
" e P— . -

" Mokday1a Ensabiac 1.dam 148

3. Inthe Edit window, click the Enable box to checkiit.

4. (lick on the Holiday Name field, and then enter a common name for the holiday.

Eot

Ematde

T o~y ]

Mody 12 3 a 667 8 %0
Btart Dade q w e T ¥y u o p
T a s af g h i k)

& x x c v b nm =
- e — (9B @
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5. Open the Mode drop down list and select either By Date, By Week or By Month. Depending on your selection, the Start
Date and End Date fields will adjust accordingly.

6. Editthe Start Date and End Date fields as needed. A Holiday can be a single day or range of days. In the window below, a
New Years Day holiday was specified.

7. Click Apply to save your setting, and then click OK. The Holiday Settings window will show the holidays you created.
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8. Repeatsteps 2 through 7 above for other holidays you want to identify.

9. Open the Record Schedule window. Go to Menu | Storage | Record Schedule.

-
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10. Use the procedure in “8.2 Configuring Record schedule” on page 99 to setup a recording schedule for Holidays.

8.5 Record Advanced settings for eSATA port

Use the Record Advanced Settings menu to configure the purpose of the storage device connected to the eSATA port.

1. Open the Storage Advanced menu. Go to Menu | Storage | Advanced.
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| Recordng Sche Cvenwrite =]
ESATA eSATAL
Capture Schedule
Usage RecordCapture
L, Storage Device Enable HOD Sioeping
Storage Made
Enable Send HOO Information

2. (lickthe Enable box to check it.
3. Open the Useage drop down list, and then select either Export or Record/Capture.

4. (lick Apply to save your settings.

8.6 Playback
You can playback recorded video files instantly, or in several ways through the Playback menus.
When playing back recordings with the Playback menu, you can tag files for identification and easy retrieval.

Multi-channel playback supports 4 channels at up to 8 MP resolution and 16 channels at up to 1080p resolution.

8.6.1 Instant playback by channel

In Live View mode, click the channel you want to playback, then click the playback icon on the Quick Setting toolbar. In the instant
playback mode, only recordings made during the previous five minutes on the channel are played.
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o — -
&2 ALIBI

Audio Mute Fisheye camera Enable / Trigger
Capture PTZ control /0n Information  warp correction  disable POS alarm out

Instant playback Digital zoom Live view Start / Stop Switch Turnon 3D
strategy Manual Record stream Positioning

Instant playback - play controls

&2 ALIBI
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To cancel instant playback mode, right click on the screen.

NOTE nlive View mode, you can click the Start/Stop Manual Record icon to instantly record a video dlip.

8.6.2 Using the Playback screen

Use the Playback screen to find and replay video recordings. You can synchronously playback up to 16 video streams at a time. Three
playback modes are available:

Normal: Normal playback shows and plays back all video clips recorded from the selected camera on the selected day.
Smart: Smart playback is useful with continuous video recordings for quickly finding recorded video that has object motion,
object line crossing or object intrusion in any part the video frame. You can select the kind of motion to find and mark it
anywhere in the frame. The recorder will make search recorded video to show video clips that match your search criteria. This
mode only allows single channel playback.

Custom: Custom mode is used to search for video clips recorded as a result of a specific alarm or event.

Playback screen

Search field

Channel panel Video playback window

M Cam Min. Cam

2018 Oct

S MTWTF

1 2 3 4 5

7 8 @ w1213

14715 18 17 18 18

21 22 23 24 25 28
28 20 30 B

Custom Search

Time panel (calendar) Toolbar
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Toolbar
Smart search options
Mute - listen Motion Detect
Digital zoom Intrusion Detect

Playback mode select Capture Tag Lock file Clear search option  Timeline width
Line crossing detect

Smart

Clip
Show sub-periods Video clip Play controls Play head, timestamp Legend Screen split
Getexternalfile  Smart play strategy Enable POS overlay
Switch to sub-stream

Notes:
Legend: Legend defines the type of video clips marked on the timeline

Fisheye Expansion: For fisheye cameras, these icons display video in the modes supported by the camera. Hover the mouse
over the fisheye icon to open the list of options. See below.

E— = —

180°Expansion —— == = 360°Expansion

PTZ Expansion =1

. Radial Expansion

Exit

— 180° Panorama: Switch the Live View image to the 180° panorama view.

— 360° Panorama: Switch the Live View image to the 360° panorama view.

—  PTZExpansion: The PTZ Expansion is the close-up view of some defined area in the fisheye view or panorama
expansion. It supports electronic PTZ (e-PTZ).

— Radial Expansion: In radial expansion mode, the entire wide-angle view of the fisheye camera is displayed. This view
mode is called Fisheye View because it approximates the vision of a (fisheye) convex eye. The lens produces curvilinear
images of a large area, while distorting the perspective and angles of objects in the image.

Play Controls: Use the Play Control buttons to speed up, slow down, reverse, etc. The Speed icon shows the speed factor.

Backward Forward Reverse Play-Pause Slower Speed Faster
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Show sub-periods: Use this feature to divide play long video files into 4 segments and play them concurrently in a 22 split
window (four frames) within the video playback window. For instance, if you are playing a video file thatis 2 hours long, the
file will be divided into four 30 minute segments, and each segment will play concurrently in a one of the 4 frames.

Smart playback strategy opens a popup window for setting the playback speed of normal video separate from the
playback speed of Smart search video. You can skip normal video during playback.

Timeline: Marks on the timeline indicate video clips. Color of the marks is defined in the Legend. You can drag the timeline
left or right to reposition it at the play head, and use the Timeline Width GUI to expand and contract time span of the line.

Switch to sub-stream: Click this icon to switch between main stream video and sub-stream video.

Time panel - calendar

Click <, > to change month  Day selected -
double-click
to search for
and play video

Mark shows
video
recorded on
this day

2018 Oet
TWTF 5
2 3 4‘/9
a 10 i1] 12" 13
157 18717 18 19 20
21 22 23 24 28 28 27
20 30 N

Click to Setup
Custom
Search
Parameters

Custom Search

8.6.3 Normal Playback
Normal playback shows and plays back all video clips recorded from the selected camera on the selected day.

1. Open the Playback screen. Go to Menu | Playback.
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= Playback

Mac Cam.. Min. Gam

Time
2018 Sep
SMTWTFS

2848878
8 10 11 12 13 14 15
18 17 1[ig]20 21 22
23 24 75 8 27 28 28
20

Custom Search

2. Inthe Playback screen, check the box for the camera channel(s) you want to playback. In the example shown above, the
camera named ALI-NP3013RH (channel D1) was selected.

3. Inthe Time frame, the current day is identified. The recorder will search for available video in the selected month and mark
each day that has recorded video available. In the screen below, the mark on the date shows video was recorded.

Thme L _ # gt
suvwr = s RED rm‘ﬂj—"a
134 887 Play head, timestamp

10 11 e2 s v
18 17 [l 1 2
2 M BT N2
2

Mark shows video recorded on this day Play controls Legend Timeline

4. (lickthe Play icon in play controls to watch the recording. Other marks will appear on the timeline if other video recordings are
available.
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8.6.4 Smart Playback

Smart playback is useful with continuous video recordings for quickly finding recorded video that has object motion, object line
crossing or object intrusion in any part the video frame. You can select the kind of motion to find and mark it anywhere in the frame.
The recorder will make search recorded video to show video clips that match your search criteria. This mode only allows single

channel playback.

1. Open the Playback screen. Go to Menu | Playback.

010 5ep
TWTF S

\
4 5 8 7 8
8 10 11 12 13 14 15
e 17 18 [i]m 21 22
7] M4 25 W2 W D
k]

2 3

Custom Search

2. (Checkthe select box for a camera in the left frame.

3. Inthe Time menu, click on a date when video was recorded.

4. Usethe play controls in the Playback screen to start playing recorded video from the camera.
5. (lick the Smart button.

6. Move the cursor into the video frame. Icons will appear at the bottom of the video window.

Smart search options

Smart play strategy*

Video clip Play controls Play head, timestamplegend**

Motion Detect
Intrusion Detect
Clear search option Timeline width
Line crossing detect
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7. Select one of the icons for Smart search: Line crossing, Intrusion detection or Motion detection.
8. Determine where in the video window you want to perform a Smart search, and then:

— ForLine crossing, click a point in the video window to set one end of the line, and then click a point to set the other end
of the line.

— ForIntrusion detection, click a point in the video window to set one corner of a quadrilateral, and then click three
other points in a circular fashion to set the other corners of the quadrilateral.

— For Motion detection, drag a diagonal line across an area of the screen where you want to search for motion. A grid
pattern will form.

9. After establishing the search pattern, the recorder will automatically search for video that matches your search criteria, and
begin playing.

— Touse the same detection method in another area of the video, just reapply the pattern in a different area. The
recorded will automatically re-search the video for motion in that area, and begin playing video.

— To change to another search method, while video is playing, right click the mouse to stop video playback, and then
reopen the smart search options toolbar. Click the Clear icon, and then click the icon for then new search you want to
make. The recorded will automatically re-search the video for motion in that area, and begin playing video.

10. Right click anywhere to return to the Menu screen.

8.6.5 Custom Playback

Custom mode s used to search for video clips recorded as a result of a specific alarm or event. An example of using Custom Playback
is shown below. Use this example as a model for other using Custom Playback. To use this feature:

1. Open the Playback screen. Go to Menu | Playback.

=] Playback

2018 Sep
S MTWTF S

2 3 4 6 8 7
8 10 11 12 13 14
16 17 18[ia]20 21 22
23 24 25 28 17 28

Custom Search
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2. Checkthe select box for the camera in the left frame whose video you want to search.

3. (lick the Custom Search button in the lower left corner.

Search Condition Time Custom - 2018-10-16 00.00.00 2018-10-16 23 68:50
Tag File Status AN
Event Type Mone
Plate No.
Area/Country Mone
Empty Condibions Search Save

4. Inthe Custom Search menu, open the Time drop down list and select the time span you want to search. You can also click
the calendar icons in the start and end time fields to select other time spans.

Search start/ end times

Search Conditon Tune fCouistor - 2018-10-23 00 00.00 2018-10-23 23.69.50

Tag Today Fite Status an .
Event Type Testerday
Plate No Last 2 Days
AreaiCountry Last 3 Days

Last 7 Daws

Last 14 Oays

T

5. Openthe Event Type drop down list, and then select the type of event you want to search for. In this example, Intrusion was
selected.
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Search Condition

Event Type
Piate No

AreaiCountry

Custom

File Status

Al

Alnren Input

Mation

Face (Face Capture}

Vehicle

Line Crossing
T |

Region Entrance

Region Exiting

Loitering

Gathering

Fast Moving

P nditions

2018-10-23 00.00.00

2018-10-23 23 68.50

AR

Search Save

6. You can also open the File status drop down list and search for only locked or unlocked files.

Search Condition

Event Type
Piate No

AreaiCountry

Custom 2018-10-23 00:00.00 2018-10-23 23 68:50
File Status [-:] n
Uniocked
None Locked

7. After selecting your search criteria, click the Search button at the bottom of the screen.

Search Condition

Event Type
Piate No

AreaiCountry

Custorn 2018-10-23 00.00.00
File Status An

Intrusian

Mone

Empty Conditions

2018-10-23 23.68.50

Save
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Thumbnails of the search results will appear in the in the window. You can also click the tab at the top of the window to reset
your search criteria.

Click to open menu, change Search criteria

Search Conditon = .

crovr. ST e = Export
w 6 fie(z) total Selech AN
* D1 10-23-2018 09 3520 ~ 10-23.2018 13:26.08 B file{s)

D1 10-22.2018 09 01 10-23-2018 08 01 10-22.2018 08 D1 10-22.2018 12 D1 10-23.2018 13

)

D1 10-23-3018 13

8. (lick the Play icon on the thumbnail of the video you want to watch. The Playback screen will open to play the video clip.
Custom Search results are indicated by red marks on the timeline.

2018 Oct
S MTWTF S

1 3 3 45 6
7 8 8 w1213
14715 187 177 18 18”20
21 22723 24 28 28 27
28 29 30 M

Custom Search

Export Custom Search result

You can export (backup) a Custom search result(s) from the results window. To export a video file from the Playback screen shown
above:
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1. Click the Custom Search button in the lower left corner.

Search Condibon ¥ o R Fere

ceour [ e B e
6 tie(z) tolal Select Al
* D1 10-23-2018 093520 ~ 10-23.2018 13:26.08 B file{ =)

D1 10-23.2018 08 D1 10-23-2018 02 D1 10-23.2018 08, D1 10-23.2018 13 D1 10-23.2018 13

D1 10-23-3018 13

2. (lickon the thumbnail for the file you want to export. When selected, the thumbnail will be shaded, and a check mark will
appear in the upper left corner.

Search Canditian =
Grovy. [N Ve
w6 file(s) tokal Select Al
- D1 10-23-2018 093520 - 10-73-2018 13 28.08 B fie{s)
D1 10-23-2018 08 01 10-23-7018 09 D1 10-23-2018 08 D1 10-23-2018 13 D1 10-23-2018 13

-

*ind |

D1 10-23-2018 13

3. Toexporttoa flash drive, insert a USB flash drive into an unused port on the recorder, and then click the Export button in the
upper right corner.

4. Inthe Export popup menu, select the options you want to save, and then click OK.

Export
Video and log

Player

Cancel

5. Inthe Export Path Settings window, click the Refresh icon, and then double click on the directory in the media where you
want to save the file. Open the Device N... drop down list to select another destination, if preferred.
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Device M USE Flash Disk 1-1 L= - ~@— Refresh

[ m Folder 10-16-2018 16:80

(3 Folder 10-12-2018 13:28 *
s Folder 01.10-2018 1213 *
Y. Folger 02-22-2018 1415, s
T Folder 01-10-2018 1213 %
fs Folder 02.72.2018 1413 =
L]
New Folder [ Format Free Space 5773 05MB

mocir. [ [ ]
o [ICEEEN]

6. Select the Backup format (MP4 or AVI), and then click OK to export the file.

Dievice M. LISE Flash Disic 141

Faldar 01011~ 1970 06000

ch 480 64 File 10-18-2018 1550 =

ch 25408 File 10-16-2018 1550,

eh. 8008.0. File 10-16-2018 1529 *

eh 42678 Fie 10-16-2018 1524 -

ch anoa o File 10-18-2018 1527
e

Mew Folder |9 Format Free Space  5773.05M8

v NN [

Play Sub-periods

Use this feature to divide play long video files into 4 segments and play them concurrently in a 2x2 split window (four frames)
within the video playback window. For instance, if you are playing a video file that is 2 hours long, the file will be divided into four
30 minute segments, and each segment will play concurrently in a one of the 4 frames.

1. Open the Playback screen. Go to Menu | Playback.
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Time
2018 Sep
S M TWTEF

28 a6 87
8 10 11 12 13 14
18 17 1e[is]20 21 22
23 24 25 78 27 28
a0

Custom Search

2. Checkthe select box fora camera in the left frame.
3. Inthe Time menu, click on a date when video was recorded.

4. Use the play controls in the Playback screen to start playing recorded video from the camera.

M Cam, Min, Gam

17 18 18" 20
21(22]23" 24 28 28 27

earch

Sub-periods

5. (lick the Sub-Periods icon.
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6.

St 2018-10-221
EndT. 2018-10-22 T

Search

Back icon (exit Sub-periods)

(lick the Back icon (see above) to exit Sub-periods mode.

Thumbnails view

You can quickly open a thumbnails view of the video clips during Playback. This feature is valuable in quickly finding a video of
interest. To use the thumbnails view:

1.

Open the Playback window and play video from your camera.
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Mmc Cam. Min. Cam

Time
2018 Oct
S MTWTF S
1 3 3. 45 8

7 8 8 10 11719
14715 187 17] 18" 18" 20
21 227 23" 24 25 28 27
28 28 30 |

Custom Search

Channel

Muc Cam. Min. Cam

Time

2018 Oct
S MTWTF S

1 2 3. 45 6
7 8 8 10 12 F
14715 187 17] 18" 187 20
21 22" 23 24 28 28 27
28 20 30

Custom Search

3. (lickon the thumbnail of interest to play itin the playback window.
Tagging files

While watching a video file in Playback, you can click the Tag icon to associate it with a tag (label). Then, you can search for and
retrieve the file later using its Tag.
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Open the Playback screen to play video recorded from a camera, and then find a section of video you want to Tag.

Mac Cam. . Min. Cam

Time:
2018 Oct
S MTWTF S
1 2 3 4 5 8

7 8 8§ 10 W
14715 187 17] 18" 18" 20
21 227257 24 25 28 77
28 28 30 |

Custom Search

Move the mouse cursor into the video window to open the popup toolbar. Click the Tag icon (see above).

In the Add Tag popup window, enter a name for the Tag you want to use.

Tag Ma

Time

2018 Oct

S MTWTF S

1 2 3 4 5 8
7 8 8 10 WP
197 18" 1817 18" 18" 20
21 227 23" 24 25 28 27
28 22 30 3

Custom Search

(lick OK to close the window.
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£dd Tag

Tag Na Crane

Channel

M Cam.. Min. Cam

2018 Oct

S MTWTF S

12 3 4 5

7 8 8 10 w7

14715 8 17] 18 18

21 227 23" 24 25 28
28 28 30 M

Custom Search

Thumbnail show Tag name White mark on timeline shows it is Tagged

Custom search for tag

You can perform a custom search and find the file with the Tag you assigned. To perform the search:

1. Open the Playback screen. Go to Menu | Playback.
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Time
2018 Sep

S MTWTF $

1

2 3 4 5§ 8 7 8
8 10 11 12 13 14 15
v 17 18 [ip]2 21 22
7] M4 25 W2 W D
k]

Custom Search

Check the select box for a camera that produced video that was tagged.

(lick the CustomSearch button in the lower right corner, and then enter the Tag name you are searching for in the Tag field.

23 00.00.00

Scarch Condibon Time Custorn
Tag Crane Fi atus o
Event Type i 2" 3 w567 890
Plate Mo q w. = r bty uw ) o'p
BreaiCountiy & | o T8 | Bl KT
8z x © v b nom G
=, @ — < Bl

In the date fields, enter the date range spanning when the tag was created.
Enter date range when Tag was created

Search Condibion Time Custorn 2018-10-17 00.00.00 2018-10-17 23.68:50
Tag Crane File Status An
Evernt Type M
Plate No
AreaiCountry Nore

(lick the Search button at the bottom of the window. The search result will appear in the screen.
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Playback
Search Condition s an [ Ficture
Group. w Time [ 6 | E=port
+ 1 Hle(s) total Saelect Al
¥ D1 10-17-2018 134827 ~ 10-17-2018 13 48:37 1 file(s)
D1 10-17-3018 13

6. (lickthe Play icon in the result thumbnail to play the file in the Playback screen.

External file

You can play an external file that was saved to some attached device such as a USB flash drive. To play a video file on a USB flash
drive:

1. Open the Playback screen. Go to Menu | Playback.

=] Playback

2018 Sep
S MTWTF S

2 3 4 6 8 7
8 10 11 12 13 14
16 17 18[ia]20 21 22
23 24 25 28 17 28

Custom Search

External File

2. Inserta USB flash drive with the file you want to play into an unused USB port on the recorder.

3. (lick the External File icon.
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Device | HSEIRTEITIRY |

File T

4. Open the Device drop down list and select the USB drive containing the file. See above.

5. Open the File Type drop down list, and select the format of the file you want to play.

Playback

" dwyt mav”
180 * bin
*mpd,* zip
T mpaT jpET TR
* At g
* mpd.® ds® zip
Log "ipgtds

S v mpa e

6. Double click on the directory on the Device where the file is located, and the click the Play icon associated with the file.
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Device = USEFiashC -

File T " mp4

Fefresh

Back icon (exit Sub-periods)

7. Use the playback controls as needed, and click the Back icon to return to the Normal playback window.

8.7 File Management - search and export

You can use the File Management menus to search for and export files recorded or captured from your cameras.

8.7.1 File Management - All Files
The example shown here can be applied to most search and export needs.

In the procedure below, the camera on channel D1 (ALI-NP3013RH) was previously configured to detect Line Crossing events. Video
from these events between 10/22/18 and 10/25/18 was found using the File Management - All Files menu. A video resulting
from the search was selected and exported to a USB flash drive for backup. To perform this procedure:

1. Open the File Management menu. Go to Menu | File Management | All Files.
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2.

g Time Custom “ 2018-10-24 00.00.00 2018-10-24 23.68.50
! Camera [ai) Camera
Hurran Files Tag File Status An
- Event Type Haone
=] Venicle Files
Plate No
AdealCounlty  None

Search Condition

Select the time span across which you want to search. The menu provides two methods:

3. Openthe Time option drop down list, and select the period back from the current day to search.

g Time fouston ] n 2018-10-24 00:00.00 2018-10-24 23 60:50
I Camera Today =
Hurnan Files Tag Yasterday File Status AR
; Event Type Last2
=] Venicie Files Dy
Pate No Last 3 Days

== AreaiCountry Last 7 Days
Search Condition
Last 14 Oays

b. O, use the Custom (calendar) feature to select the start date and time. Click the calendar icon shown below to open the
calendar menu, click on the date for start (or end), and then set the time in GUI at the bottom. Click OK to select your
settings.
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Enter date range start and end time

File Management

Tirne Custorm - [ 20181024 000000 | 2018-10-24 23.66:58
! camera [all] Camera 2018 Oct
- S M TWTF s
(&) Hurman Files Tag
' 1 2 3 4 &5 8
51 Vehicla Files Rk i - 7 8 ® w0203
=
Plate No 14 15 18 17 18 19 20
& 22]|23 24 25 28 27
—_— = ArealCountry Mone - S
Search Condition 28 28 30 3N

(T3 [ [

. Repeat the sub-step above to set the end date and time. Not that time time setup in these menus is 10/22/18 to 10/25/18

3. Open the Camera drop down list and select the camera(s) you want to use in the search. In the menu below, only camera
channel D1 was selected.

Time Custom - 2018-10-24 00.00.00 2018-10-24 23.60:50
Camera [D1] ALLNP3013RH -
[E] Humsn Files Tag [ A Camera A
] Event Type i L
=1 Vehicle Files
Plate Mo [D2] Fdome

e ArealCountry 3] Camers 01
Search Condibon L

-
-

[~ (04] ALFNS4D25R
[T (D5] PCamera 05
-

(O8] P Camers 06

4. Inthis example, skip the Tag option since we are not searching for a tagged file.

5. Next, open the Event Type drop down list and select Line Crossing the event we are looking for.
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6.

7.

gm Time Custorn

AN Flles

| Camera (D] ALLNP3013RH

1 Hurmnsn Files Tag File Status

s Event Type
1 wehicle Files
Plate Mo

AsealCountry 21

Search Condtion
Alarem Input
Mation
Face (Face Capture)
vehicle
R
Intrusion
Region Entrance
Region Exiting
Loitering
Gathering

Fart Maving nditions

2018-10-24 00.00.00

2018-10-24 23 68.50

Search

Notice that the File Status for the search will look at all files. If the file was locked or unlocked, should select that option. For
this examle, we'll select All.

Search Condition

g Time Custom 2018-10-24 00.00.00
! camera (O] ALLNP3013RH
[E] Human Files Tag
~— Event Type Line Crossing
=] Vehicle Files
Plate No Uniociked
AreaiCountry  None Locked

2018-10-24 23.658:50

Fie Status E

(lick the Search button at the bottom of the screen. Search results are shown in thumbnails.
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ol

20 file(z) total

Hurnan Files

=] Vericie Files w D1 10-24-2018 054823 ~ 10-24.-2018 09 23.08

L L (N R ITRIERE TN (RER TS BT AT

D1 10-24.2018 08 O1 10-24-2018 06 D1 10-24-2018 07

R EAE

D1 10-24-2018 08 O1 10-24-2018 08 D1 10-24-2018 08

LI L0 T Uk

Search Condition

D1 10-24-2018 07

D1 10-24-2018 08

D1 10-24-2018 08

D1 10-24.2018 02

D1 10-24.2018 08 O 10-24-2018 09

-
B=E Export

Select Al

20 fileq=)
U T U

D1 10-24-2018 08

D1 10-24.2018 08

D1 10-24.2018 02

8. (lick on the thumbnail for the file you are searching for to select it (see above). When the file is selected, a check mark appears
in the upper left corner of the thumbnail, and the thumbnail is shadowed. To watch the video of the file, click the Play icon in
the thumbnail.

Hurnan Files

=] Venicle Files

Search Condition

D1 10-24-2018 08

D1 10-24-2018 09 D1 10-24-2018 09 01 10-24-2018 09

-
BE Export

Select Al

20 fileq=)
U1 T U

D1 10-24-2018 08

D1 10-24.2018 D&

D1 10-24.2018 02

9. Toexportthe file thatis selected (checked) and write it to a USB flash drive, Insert a flash drive into an unused port on the

recorder, and then click the Export button.
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Hurnan Files

] Venicle Files

Search Condition

File Management

e SR

w 20 file(s) total

w D1 10-24-2018 05:48:23 ~ 10-24-2018 08: 23:08
L U (SLR IR LR (SRR TIE-S R TR T

D1 10-24.2018 06 O 10-24.2018 06 01 10-24.2018 07

D1 10-24-2018 08

-
=2
D1 10-24-2018 D& D1 10-24-2018 08

LI L2001 Uk

V p—

D1 10-24-2018 07

D1 10-24-2018 08

Sielwct Al

20 fle{s])
U 10401 U

D1 10-24.2018 08

D1 10-24-2018 D8

In the Export popup window, select the options you want to export. Select Player to export a video player with the video
fileand log.

[E] Human Files

] Venicle Files

Search Condition

File Management

w 20 file{z) total

w D1 10-24-2018 05:48:23 ~ 10-24-2018 08 2308
(UL TSR T TS ELR IR TS L1 U0

Export
= video and log

D1 10-24.2018 06

D1 10-24-2018 08

O1 10-24-2018 08 D1 10-24-2018 08

LI U420 Uk

A

D1 10-24-2018 0T

D1 10-24-2018 08

U T Uk

D1 10-24.2018 08

D1 10-24-2018 D&

o
[ |

Ewport

Select Al

20 file{s)

In the Export Path Settings window:

a.  Click the Refresh icon to update the Device list. Open the Device N... drop down list to select another destination, if

preferred.

b.  Double click on the directory in the media where you want to save the file. The directory will open. You can hover the
mouse cursor over the directory entry to show the full name.
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Dimvice M USE Flash Dizk 1-1 =]} wn . ~<@— Refresh

I - Folder 06-17-2018 1848

[} Folder 10-13-2017 08:02 L

b Folder 06-12-2017 16:15.. =
1| Folder 01-02-2018 2214 =
18 Folder 09-08-2018 17:07, =
—_ ==
New Folder  [# Format Free Space 3477 16ME

oo I [ a0 ]

(=18 Cancel

¢ Click AVIto change the video file format to AVI.

Device M USE Flash Disk 1-1 - o &

Frider [0 1000 ek 0.

New Folder [ Format Free Space 3477 16Mm8

oK Cancel

d. Click OK to export the file(s). The Path Settings window will close.
12. Remove the USB flash drive from the recorder.

13. Plug the USB drive into a computer, and open the directory where the file was saved. The video file is highlighted in the folder
shown below.

I BT
Q\:j'l L Computer » TOSHIBA () » Waptures [ [ Search iCaptures Pl
Organice = A4 Play = Bum  Newfolder =- 0 @

o TOSHIEA (1) = Heme X Date medified Type e
L | Photes =
A LA8C phatos - 1P LO/ZA/ZOUES3L AM VLT medis file m_ G4 KE| |
e — 024075730 1001823 AWM Test D 4KD

B ard Graghics || <hdl_201811 =3 et Document

L ICaptures

A Sereen rulers.

A O W i
¢hOL_20181028075730.mpd S BAE ME Date modifsed: 1072472018 $:31 AM
WLE sraecha Tdde {.mpd) Rty 17 Date created: 1072472018 9:31 AM

14. Play the file to ensure it is what you need. VLC Media Player was use to play this file (see below).
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A GRO1 XUIBNETTIO med - VAL media player B =)
Heds Plaback fudo Yidwo Jook View bidp

(2] o] (] []50) ¢ ]
| 1 s = Lo | oeoions)

8.7.2 File Management - Human Files

Use the File Management Human Files menu to search for human pictures and videos. Search and export methods for these types of
pictures are very similar to those for File Management - All Files. See “8.7.1 File Management - All Files” on page 132 for more
information. The camera you use must support this feature. The File Management - Human Files menu is shown below.

E Time Custam - 2018.10-24 00.00.00 2018-10-24 23.68:58
B2 anFass
Cameora [l Camera

=] Wenicle Files

Search Condion

Ernpty Caondibions Search Have
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8.7.3 File Management - Vehicle Files

Use the File Management Vehicle Files menu to search for vehicles and licence plates. Search and export methods for these types of
pictures are very similar to those for File Management - All Files. See “8.7.1 File Management - All Files” on page 132 for more
information. The camera you use must support this feature. The File Management - Vehicle Files menu is shown below.

. Time Custam - 2018.10-24 060.00.00 2018-10-24 23.68:58
B2 anFass

Cameora () Camera
[E Human Fies Piate Mo

AreaiCountry None

Search Condition

Baclup Licen Ermpty Condibions Search Save
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SECTION 9
Managing User Accounts

User accounts are created to control access to the system both at the NVR and when logging into the NVR from a remote computer.
Each account has a User Name, Password, and a selection of permissions granted to the user.

By default, one user, named admin, is provided. The admin user is granted all permissions with the system, and can create, modify,
and delete other users.

The NVR supports up to 32 user accounts.

9.1 Adding a user account

1. Loginto the NVR as an administrator.

2. Inthe Menu display, click the Configuration icon, and then click User in the left frame. Initially, the user name list appears as
that shown below.

3. (lick Add to open the Add User menu.

4. Inthe Confirm Permission popup window, enter your administrator user password, and then click Next.

Contem Perression

5. Inthe Add User menu, enter the information for new user, including User Name, Password, Password and Confirm password,
Level and User's MAC Address (optional). Ensure that the menu shows that the password you selected is a “Strong” password.

6. (lick OK to continue.
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Usae Lirvnl

a s dft g h |k 1
UsersMacaa O 2 x o v b onom | &
-e —— ap e

7. Setthe user Level to Operator or Guest. Different Levels have different operating permission.

*  Operator: The Operator user level has permission of Two-way Audio in Remote Configuration and all operating
permission in Camera Configuration by default.

* Guest: The Guest user has no permission of Two-way Audio in Remote Configuration and only has the local /
remote playback in the Camera Configuration by default.

8. User's MAC Address: The MAC address of the remote PC which logs onto the NVR. If this option is configured and enabled, a
remote user with this MAC address only can access the NVR.

9. Click the OK to save the settings and close the Add User menu. The added new user will be displayed on the list. See the
screen shown below.

10 Click the Permission icon for the user you created (user Joe). The Permission lists initially show the default permissions for
the user level you selected during the User Add.
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Livw Vi Local Caraes Managamant

Local Advanced Operson

Local Shuttown  Faboot

11, Check the select boxes for the additional permissions you want to assign.

Local Configuration options:

Local Log Search: Searching and viewing logs and system information of NVR.

Local Parameters Settings: Configuring parameters, restoring factory default parameters and importing / exporting
configuration files.

Local Camera Management: Use for adding, deleting and editing of [P cameras.

Local Advanced Operation: Operating HDD management (initializing HDD, setting HDD property), upgrading system
firmware, clearing 1 / 0 alarm output.

Local Shutdown Reboot: Shutting down or rebooting the NVR.

12. Click Apply and then click the Remote Configuration tab.

Remote Configuration options

Loc

Fiemaote Log Search
Fearcts Parameters Setngs
Femrete © amara Managarmant
Femrmicte Senel Port Consol
Rieamaste Video Culi Conrol
Tivoersary st
Finrats Alsen Control
Fiesraste Advaned Operaten

Rermate Stuttown | Retoot

13. Check the select boxes for the additional permissions you want to assign.

Remote Log Search: Remotely viewing logs that are saved on the NVR.
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Remote Parameters Settings: Remotely configuring parameters, restoring factory default parameters and importing
/ exporting configuration files.

Remote Camera Management: Remote adding, deleting and editing of the IP cameras.

Remote Serial Port Control: Reserved for future expansion.

Remote Video Output Control: Sending remote button control signal.

Two-Way Audio: Enable two-way audio between the remote client and the NVR.

Remote Alarm Control: Remotely arming (notify alarm and exception message to the remote client) and controlling
the alarm output.

Remote Advanced Operation: Remotely operating HDD management (initializing HDD, setting HDD property),
upgrading system firmware, clearing | / 0 alarm output.

Remote Shutdown / Reboot: Remotely shutting down or rebooting the NVR.

Click Apply and then click the Camera Configuration tab.

------ EETTT— —
o Famats Manusl Opersten o8 Do
or Local Partack (=11} [=1F)
oia Rematn Flaosck
Local PTZ Control

Fermots PTZ Contred
Local Videa Export

Local Live View

oo e Cancel

In the Camera Configuration tab, open the Camera Permis... drop down list, select the permission you want to allow, and
then check the select boxes for the camera you want to grant the permission for.

Camera Configuration

Remote Live View: Remotely viewing live video of the selected camera(s).

Local Manual Operation: Locally starting / stopping manual recording, picture capturing and alarm output of the
selected camera(s).

Remote Manual Operation: Remotely starting / stopping manual recording, picture capturing and alarm output of
the selected camera(s).

Local Playback: Locally playing back recorded files of the selected camera(s).

Remote Playback: Remotely playing back recorded files of the selected camera(s).

Local PTZ Control: Locally controlling PTZ movement of the selected camera(s).

Remote PTZ Control: Remotely controlling PTZ movement of the selected camera(s).

Local Video Export: Locally exporting recorded files of the selected camera(s).

Click Apply to save your settings for the permission you selected, and the repeat the above step for other permissions, as
needed.

(lick OK to save your settings and exit the Permission menus.
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9.2 Live View Permissions on Lock screen

You can control which camera channels can be viewed when the Live View screen is locked. By default, all users can see all
channels. To change this configuration:

1. Inthe Menu display, click the Configuration icon, and then click User in the left frame. You can delete any user account
except the admin user.

2. (lick the Live View Permission on Lock Screen link at the top of the screen.

o o2 D4 o8 o8
o7 o8 = o o oIz
o

T o o

@ ros Al the Users wel nave the e view periEEion of selectsd channels

3. Inthe Camera box, check or uncheck the channels you want to grant or restrict, and then click Apply.

4. When the normal user (Operator or Guest) has no local live view permission for specific camera (s) (refer to 17.2.2 Set Local
Live View Permission for Non-Admin Users), the live view permission for such camera (s) on lock screen status cannot be
configured (live view not allowed by default).

NOT When the an Operator or Guest user has no local live view permission for specific camera (5), the live view permission for those
camera(s) on the lock screen (previous user logged out) cannot be configured (live view not allowed by default).

6. Click Yesin the popup window, then click OK in the Local Live View window to use the changes and continue.

9.3 Deleting a user account

1. Inthe Menu display, click the Configuration icon, and then click User in the left frame. You can delete any user account
except the admin user.

2. (lickthe entry for the user to be deleted from the list. When the item is selected, it is highlighted.
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3. Click the Delete icon to delete the selected user.

4. (lick Yes on the confirmation popup window.

9.4 Editing a user account

1. Inthe Menu display, click the Configuration icon, and then click User in the left frame. You can delete any user account
except the admin user.

2. (lickthe entry for the user to be edited. When the item is selected, it is highlighted.

3. (lick Modify.

T rem UsersMAC AT 00 00 S 00 0O DO OC

@l pos

4 System Serace
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4. Inthe User Level drop-down list, select either Operator and Guest. You can edit the user information, including user
name, password, permission level and MAC address. To change the password, click Modify to the right of the Password field,
then enter the new password in the Password and Confirm fields.

5. (lick OK to save the settings and exit the menu.

6. (lickthe Permission icon on the user line to change the specific permissions for the User Level you granted. See “9.1 Adding a
user account” on page 141 for more information.

9.4.1 Modify admin user

You can change the admin user password and other security settings. You must log into the NVR as an admin user to change admin
settings.

1. Inthe Menu display, click the Configuration icon, and then click User in the left frame.

2. (lickthe entry for the admin user to be edited. When the item is selected, it is highlighted.

3. (lick Modify.

Moy

s Usar
User Name i bo oo s
Pan v Moty
2 Liveview
UsersMACAd 00 DO DO 0O 00 X
@ rem rask Pa bt Urd i B astorm
@l ros GUAD File Erpott

Secunty Gu

[ o

4. Inthe admin Edit User menu, change the settings as needed. See “2.1 System activation” on page 6 for more information.

5. Click OK to close the menu and continue.
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SECTION 10
Network Settings

10.1 Configuring General Network Settings

Network settings must be properly configured before you connect the NVR to cameras on the network, or access it remotely. In
many cases, the IP address of your recorder should be fixed (unchanging) for easier remote access over time. Consult your network
administrator to ensure you setup your recorder with compatible network settings.

If your network includes a DHCP server, you can enable DHCP in the TCP/IP menu to automatically acquire compatible network
settings for your recorder from DHCP. DHCP is enabled by default. However, settings from DHCP can change over time (i.e. they are
dynamic). To prevent the settings acquired from DHCP from changing (making them “fixed”), simply disable the DHCP option in the
menu after acquiring DHCP network settings.

1. Open the Network Settings menu. Go to Menu | Configuration | Network | TCP/IP.

Erstie DHCP Ersten Crasn

MAC Address 580 fulcad 38

MTUEres) 1500

2. Inthe TCP/IP menu, select or enter the following parameters: NIC Type, IPv4 Address, IPv4 Gateway, MTU (valid range s value
range of MTU is 500 ~ 9676) and DNS Server IP addresses. If the DHCP server is available, check the Enable DHCP box to
automatically obtain an [P address and other network settings from the network DNS server.

3. Check the Enable Obtain select box to obtain the DNS Server Address address automatically.
4. Enter the Internal NICIPV4 Address, if necessary, to assign IP addresses to the cameras connected to the PoE interfaces.
5. Click Apply to save your settings.

6. Ifyou used DHCP to acquire network settings, you can retain those settings by un-checking the Enable DHCP box, and then
clicking Apply. See below.
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Pt Subnet %5 285 5 42 Awmiate DMS

Atvanced

L Live View MTUEes) 1500

A A It e (T T

@ ros

L System Serdce

10.2 Configuring Advanced Settings

10.2.1 Platform Access setup

Alibi Connect access platform can be used for Alibi Witness 2.0 smartphone app access by creating a direct peer-to-peer
connection. It can also be used to download recorder firmware updates and enables the DDNS platform.

& Dl Emsl  Putom Access Mo Selings

Access Type s Connec '

1. Touse the Alibi Connect access platform, check the Enable box, and then click Apply. A Terms of Service window will open.

2. Inthe Terms of Service window shown below:
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Service Tams
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3. Scan the QR code to open the Terms of Service for using this feature. Read the agreement thoroughly.

b.  Ifyouagree with the ToS, check the box in the middle paragraph to acknowledge it.

. Inthe Verification Code field, enter a unique identifier for your system, and then click OK to return to the

Performance Access menu. The Verification Code should contain 6 to 12 characters with letters (ato z, Ato Z) and
numbers (0 .. 9) and is case sensitive. The code OBSdevice was entered here.

3. Inthe screen below, check the Enable Screen Encryption box to use this feature, if you prefer to do so, and then click

Apply to continue.

Sanace Terms
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4. Click Apply to save your settings.

10.2.2 Configuring DDNS

Ifyour NVR is set to use PPPoE as its default network (Internet) connection, you may set Dynamic DNS (DDNS) to be used for
network access. DynDNS and NO-IP are supported. Registration with your ISP is required before configuring the system to use

DDNS.

1. Open the Network Settings menu. Go to Menu | Configuration | Network | TCP/IP.

2. Click the DDNS tab to open the DDNS Settings menu.

5 Benerst TCRMP  DONS  NTP AT
Ensuie

|  Desceno MO

3. (heckthe Enable DDNS box to enable this feature.

4. Open the DDNS Type drop down list and select either DynDNS or NO-IP.

—  DynDNS:

i EnterServer Address for DynDNS (i.e. members.dyndns.org).

ii.  Inthe NVR Domain Name text field, enter the domain obtained from the DynDNS website.

ji.  Enterthe User Name and Password registered in the DynDNS website.

—  NO-IP: Enter the account information in the corresponding fields.

i In a browser window, go to the URL: http :// alibiddns.com
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In this website, create a Domain Name, User Name and Password for the recorder. Record these for use later.

In the recorder DDNS menu, open the DDNS Type drop-down list and select NO-IP.

iv.  Enter Server Address for NO-IP (dynupdate.no-ip.com).

V. Inthe Device Domain Name, User Name and Password fields, enter the information setup at the
alibiddns.com website. For example: <your domain name>.alibiddnbs.com

vi.  Click Apply to save your settings.

10.2.3 Configuring NTP Server

ANetwork Time Protocol (NTP) Server can be configured on your NVR to ensure the accuracy of system date / time.

1. Open the Network Settings menu. Go to Menu | Configuration | Network | TCP/IP.
2. (lickthe NTP tab to open the NTP Settings menu.

3. (heckthe Enable NTP box to enable this feature.
4. Select the following NTP settings:

— Interval: Interval in minutes between the two synchronizing actions with an NTP server.
NOTE: The synchronization time interval can be set from 1to 10080 minutes. The default value is 60 min. If the NVR
is connected to a public network, use an NTP server that has a time synchronization function, such as the server at the
National Time Center (IP Address: 210.72.145.44). If the NVR is setup in a customized network, NTP software can be used
to establish a NTP server used for time synchronization.
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— NTP Server: IP address of NTP server
—  NTP Port: Port of NTP server

5. Click Apply to save your settings and close the menu.
10.2.4 Configuring Remote Alarm Host

With a remote alarm host, Alibi CMS, configured, the NVR will send the alarm event or exception messages to the host when an
alarm is triggered. This feature is configured on the Menu | Configuration | Network | Advanced | More Settings menu.

&) Oennrs Emsl Pusitom Access Mo Selngs

A Host P
A st [
Sarvwr Port o000
TCEne HTTP Pt B
Mubcast P

TSP Fon 050

1. Inthe menu shown above, configure the following appropriately:

— Alarm Host IP/Port: Set the IP address and port number of the PC with the Alibi CMS (ACMS) client software. Port is
the port number configured in ACMS used to receive alarm event and exception messages.

— Server Port: Server port (8000 by default) configured for remote client software access. The valid range is 2000 to
65535.

— HTTP Port: HTTP port (80, default) is configured for remote web browser access.

— Multicast IP: Multicast can be configured to enable Live View for cameras that exceed the maximum number allowed
through the network. Using the multicast function, more than 64 cameras are connectable. A multicast IP address
covers (lass-D IP ranging from 224.0.0.0 to 239.255.255.255 and it is recommended to use an IP address ranging from
239.252.0.0t0 239.255.255.255. When adding a device to the ACMS, the multicast address must be the same as that of
the device.

— RTSP Port: RTSP (Real Time Streaming Protocol) is a network control protocol designed to control streaming media
servers. The port is 554 by default.

NOTE  Themulticast function must be supported by the network switch to which the NVR is connected.

2. (lick Apply to save your settings and close the menu.
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10.2.5 Configuring Email

The system can be configured to send an Email notification to up to three designated users if an alarm event is detected, an alarm or
motion event is detected or the administrator password is changed.

Before configuring the Email settings, the NVR must be connected to a local area network (LAN) that maintains an SMTP mail
server. The network must also be connected to either an intranet or the Internet depending on the location of the e-mail accounts to
which you want to send notification.

1. Open the Network Settings menu. Go to Menu | Configuration | Network | TCP/IP.
2. SetthePv4 Address, IPv4 Subnet Mask, IPv4 Gateway and the Preferred DNS Server in the Network Settings menu.

- TCRR  DOMS  MTR T
NC Type 1041 00N D00M Bet-a
Ensces DHCP
Peiaddess 192 W8 307 Pretaries Ons 92,1002 4
e | P suone 3 385 385 128 Abesnate DHS
SIS o DA W e a '
MAC Address 8803 Zc 238

MTUEres) 1500

3. (lick Apply to save your settings and close the menu.

4. (lick the Email tab to open the email settings men.

& Oenarst Emsd  Puiforn Access Ao Seings

Erstie ter
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7.

Configure the following Email settings:

— Enable Server Authentication (optional): Check the checkbox to enable the server authentication feature.

—  User Name: The user account of sender’s Email for SMTP server authentication.

— Password: The password of sender’s Email for SMTP server authentication.

—  SMTP Server: The SMTP Server IP address or host name (e.q., smtp.263xmail.com).

—  SMTP Port No.: The SMTP port. The default TCP / IP port used for SMTP is 25.

— Enable SSL/TLS (optional): Click the checkbox to enable SSL/ TLS if required by the SMTP server.

— Sender: The name of sender.

— Sender’s Address: The Email address of sender.

— Select Receivers: Select the receiver. Up to 3 receivers can be configured.

— Receiver: The name of user to be notified.

— Receiver’s Address: The Email address of user to be notified.

— Enable Attached Pictures: Check the Enable Attached Picture box if you want to send email with attached alarm
images. The interval is the time of two adjacent alarm images. You can also set SMTP port and enable SSL / TLS here.

— Interval: The interval refers to the time between two actions of sending attached pictures.

— Test: Click this button to send a test message to verify that the SMTP server can be reached.

(lick Apply to save your settings. A configuration using a Gmail email account may look like the following.
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10.2.6 Configuring UPnP™

The Universal Plug and Play (UPnP™) feature allows the device to seamlessly discover other network devices and establish
functional network services for data sharing, communications, etc. You can use the UPnP function to enable the fast connection of
the device to the WAN via a router without port mapping.

Ifyou want to enable the UPnP function of the device, you must enable the UPnP function of the router to which your device is
connected. When the network working mode of the device is set as multi-address, the Default Route of the device should be in the
same network segment as that of the LAN [P address of the router.

1. Open the Network Settings menu. Go to Menu | Configuration | Network | TCP/IP | NAT.
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2. Ifyour router supports UPnP and you want to configure it for port forwarding, check the Enable box. NOTE: To use UPnP,
UPnP usually must also be enabled in the router.

3. Open the Mapping Type drop down list, and then select either:

—  Auto: This option automatically sets the External Port numbers for the recorder. The Ports (internal network ports)
used by the recorder for HTTP (80), RTSP (1050), Server (8000) and HTTPS (443) remain at their default values. The

new external port numbers will appear on this display. Use these ports numbers when establishing a connection to the
recorder from outside the local network.

— Manual: This option allows you to change the External Port numbers by clicking the icon in the Edit column for the
HTTP, RTSP, Server and / or HTTPS ports. The Ports (internal ports) remain unchanged.

4. Ifsettings in this menu were changed, click Refresh, and then click Apply to save the changes.
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SECTION 11
System Maintenance

The Maintenance menus provide several displays that report system device information, log information, and netwaork traffic.
Features also include the export and import of the system configuration file, firmware upgrade, and factory reset.

11.1 System Information

The System Information displays include status reports of the NVR, cameras, record settings, the network and the HDDs. The
configuration settings shown on these displays can only be changed in other areas of the menu system.

1. Open the Device Information display for the NVR. Go to Menu | Maintenance | System Info | Device Info.

Device Marne Platecrt; Video Mecorder

Mads! AR

Saris Mo 18201 D07 AR I 0T

Firmrware Version V4.1 80, Budd 160810

Fabvne

To view information about other components of the system, click the appropriate link in the left frame.

11.2 Search Log Information, Log Export

System log information is continuously generated and saved in log records. System logs include the following types of entries:

Alarms events - Start / stop motion detection, start / stop tamper detection etc.

Exception conditions - Video loss, illegal login, HDD full / error, IP camera disconnected, network disconnected, etc.
Information events - Start / stop recording, local / network HDD information, HDD SM.A.RT, etc.

Operation events - power on, login, local operation logout, etc.

System logs can be searched and sorted for specific entries, and archived for use later. You can also search for video clips through
system logs.

11.2.1 Log Search

1. Open the Log Information screen. Go to Menu | Maintenance | Log Information.
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2. (lickon the left Time field, and then use the GUI to select the beginning date and time to search for log entries. Similarly, click
the right Time field and select the end date and time to search for log entries.

3. Open the Major Type drop down list, and select the major type alarms you want to search for. In the example below, All was
selected. Each major alarm type has its own set of minor type alarms.
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Majer Typs o
EREEN ... —
TR P I

A Cutpet | Exception

Moton Cistectd  Cparasen

B, Cetms Mobon Detectt

VIR0 TR LT S
Video Tameeding Detection Slopped
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Bush Lows Excepbon Almm Started
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Sudden Changs of Sound kntenarty Al Starsd

Susdtien Change of Sound intsnsity Alwm Stopped

4. Inthe Minor Type list (see above), check the select boxes for the specific alarms you want to find.

5. (lick Search. In the example below, the search criterion specified was All Major Type alarms and all Minor Type alarms on
10/12/18.
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In the search results list, multiple pages of log entries might be presented here. Use the icons in the lower left corner to
navigate between pages. Up to 1000 alarm entries can be displayed from a search.

6. Toview more information about a specific log entry

— Double click on the alarm entry.

Click icon to see video
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7. Ifthe log entry includes an icon in the Play column, video is associated with the entry. Click the icon to watch the video.
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11.2.2 Log Export

You can export the log information resulting from a search (see “11.2.1 Log Search” on page 157) to a backup device such as a USB
storage device. The exported log file is in .txt format and readable with an ASCII text viewer such as Microsoft® Windows® Notepad
or Wordpad. The filename, prefixed with the date and timestamp, in the format Y'Y Y YMMDDHHMMSSlogBack.txt. To export the log
file:

1. Perform a Log Info search for information you want to save.

2. Toexport the search result to a flash drive, insert the flash drive into any unused USB port on the NVR.

Click to Export
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" - 10-12:2000 092034
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" Owm 10.12-2000 05 20 97

3. Inthe Search Result window, click the Export button.
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4. Inthe Log Export window, hover the mouse over the directory entry (see left window below) in the list to see the directory

name. Double click on the directory in the flash drive where you want to save the search results (see right window below) to
select the directory.

System Log Export > System Log Expart

Device Na USE Flash Disk 1. - et - Dievice Ma LS8 Fiash Digk 1. = bt .

= F o1-1 = =3 F o072, =
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[ Eeot S [ o S

5. (lick the Export button to save the search data. The export status is shown (see left window below). You can hover the mouse
over an entry in the folder (see right window below) to see the file name.

Systemn Log Export * System Log Export >
Device Na. USE Flash Disk 1« bt - Cinace Ma USE Fiash Dvske 1 - e
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6. (lick Back, and then remove the flash drive from the NVR.
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11.3 Export system configuration

You can export the NVR configuration, then import the file later to restore the earlier configuration if needed. Use this procedure to
backup your system settings whenever the configuration is changed. The configuration backup file a binary file with a timestamp
in the format dev(fg_<code>_YYYYMMDDHHMMSS.bin. You must be logged into the NVR as the system administrator to perform
this procedure.

1. Plugan USB storage device, such as a USB flash drive or USB disk drive, into an NVR USB port.

2. Openthe Import/ Export menu. Go to Menu | Maintenance | Import/Export.
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- eden B Frter 02.31-ame =5

(lick Refresh if necessary to locate the flash drive. The name list shows the folders available on the flash drive.

Locate the folder where you want to save the configuration file, and double click on it to open it. You can hover the mouse over
the directory entry in the list to see the directory name (see above).

Double click on the directory in the flash drive where you want to save the configuration file (see below).

Click to Export

& retwors Detoct.

Fokder

Totst Free Capachy

o018

- Fetesn

5001 A6ME

(lick the Export button (see callout above). In the popup Export Encryption window, enter your administrator password, and
then click OK to perform the export.
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7. ANote popup window will show the export status.
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8. You can hover the mouse over the file to see the filename.

01-1-190
oI008

10127018

Fetre s

Tols Free Capachy 5000 2308

11.4 Import system configuration

You canimport a system configuration file you saved earlier to restore your NVR to that state. See “11.3 Export system
configuration” on page 162 for more information. The procedure below uses the configuration file created above to restore the
system. You must be logged into the NVR as the system administrator to perform this procedure.

1. Ifthe configuration file you saved is on a flash drive, insert the flash drive into an unused USB port on your NVR.

2. Locate the file on the flash drive and select (highlight) it.
Click to Import

System e (=2 US@ Flagh = Filw For B
B topivormsson NewFekder 3 ooty Evport
U Upgrade Channel_ Faidar 01263018
W ey A4l HHE Fite AR
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3. (lick the Import button (see callout above). In the popup Import Encryption window, enter your administrator password,
and then click OK to perform the export.
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4. After the configuration file is imported, a system reboot is required. Follow the on-screen instructions to complet the
procedure.
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11.5 Upgrade Firmware

You can upgrade the firmware through a local device or FTP server, or from the cloud when Platform Access is on. You should check
the current Firmware version before upgrading your NVR firmware. Firmware upgrade should only be performed when
recommended by your support organization.

1. Tocheckthe current firmware version, open the System information display. Go to Menu | Maintenance | System Info |
Device Info.

Device Marne Platecrt; Video Mecorder

Mads! AR
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2. Find the firmware version of your recorder on the Device Info screen. If a newer version exists, you can install it from a local
flash drive or from a server.
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Local Upgrade - from flash drive

You can upgrade the firmware in your recorder from a local device such as a flash drive:

1. Insertaflash drive with newer NVR firmware into an unused USB port of your recorder.

2. Openthe Local Upgrade menu. Go to Menu | Maintenance | Upgrade | Local Upgrade.
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3. (lick the Refresh button (located at the top of the menu), and then navigate to the folder that contains the new firmware.
4. (lick the firmware file you want to load. The firmware file normally has the file name extension .dav.

5. (lickthe Upgrade button, the follow the on-screen instructions for completing the upgrade. The upgrade may require a

reboot of the recorder.

6. Allow the upgrade operation to complete before continuing.

11.5.1 Upgrade from FTP server

Ifan FTP server contains the firmware upgrade file and the recorder has network access to that device, you can upgrade directly

from that location. To upgrade from and FTP server, do the following:

1. Openthe Upgrade FTP menu. Go to Menu | Maintenance | Upgrade | FTP.
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2. (lickin the FTP Server Address field to open the virtual keyboard, and then enter the IP address of the server.

3. (lick the Upgrade button at the bottom of the window, and follow the on-screen instructions to complete the upgrade.

11.6 Default - restore NVR

The default options enable you to revert the configuration to its original settings in one of three ways. A reboot is often required to
complete the operation.

To restore the device to a default configuration:

1. Open the default options menu. Go to Menu | Maintenance | Default.

2. (lick one of the following options:

— Restore Defaults: Restore all parameters, except the network (including IP address, subnet mask, gateway, MTU, NIC
working mode, default route, server port, etc.) and user account parameters, to the factory default settings.

— Factory Defaults: Restore all parameters to the factory default settings.

— Restore to Inactive: Restore the device to inactive status.

3. Follow the on-screen instructions to complete the restore operation.
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11.7 Net Detect

11.7.1 Checking Network Traffic

You can see real-time information of your NVR network traffic, such as linking status, MTU, sending / receiving rate, etc. The traffic

data is refreshed every 1 second.

1. Open the Network Traffic menu. Go to Menu | Maint

enance | Net Detect.
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2. Click on the Destination Address field, and then enter the destination [P address the field. In the screen above, the address
192.168.3.65 was entered.

3. (lickthe Test button to begin the test for network delay and packet loss. The testing result appear in the window. If the
testing failed, the error message box will open.

11.7.3 Exporting Network Packet

By connecting the NVR to network, the captured network data packet can be exported to a USB device such as a flash drive, HDD,
DVD-R /W and other local USB backup devices.

1. Open the Network Traffic menu. Go to Menu | Maintenance | Net Detect | Net Detection.

o Matvwori: Dntay, Packet Loss Test
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Upgrade Metvwors: Pracsat Export
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2. Inserta USB device such as a flash drive, HDD, DVD-R / W and other local USB backup devices into a USB port on the NVR, and
then click Refresh.

3. Select the backup device from the Device Name drop down list. USB Flash Disk 1-1 was selected. See above.

Note: Click the Refresh button again if the connected local backup device cannot be displayed. When it fails to detect the backup
device, verify that itis compatible with the NVR. Format the backup device if the format is incorrect.

4. (lickthe Export button to start the export.
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5. When the export is complete, a Note window will open showing the export status. Click OK. Up to 1 M data can be exported
during one operation.

Hiote
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11.7.4 Checking the network status

If problems are detected during export operation, check the network configuration. Go to:

Menu | Maintenance | System Info | Network.

0031 Te a2 90

10316831

Enanied

11.7.5 Checking Network Statistics

Use the following procedure to view real time network status of your NVR.
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1. Open the Network Traffic menu. Go to Menu | Maintenance | Net Detect | Network Stat.
2. (lick the Network Stat. tab to open the Network status report.

Mtveorss Detects

HOD Operason

Use this display to check the bandwidth of the IP Camera, bandwidth of Remote Live View, bandwidth of Remote Playback,
bandwidth of Net Receive Idle and bandwidth of Net Send Idle. Click the Refresh button to show the current status.

11.7.6 HDD - S.M.A.R.T. testing and monitoring

The HDD Detect feature provides two methods of monitoring the HDD: display of S.M.A.R.T. (Self-Monitoring, Analysis and
Reporting Technology) data, and Bad Sector Detection. These methods can be used to assure the normal functioning of the disk,
and anticipate failures.

1. Openthe SM.ART. display menu. Go to Menu | System Maintenance | HDD Detect. S.M.A.R.T. data may be shown on
this display.
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2. Toexecute a self-evaluation test on an HDD:
3. Onthe HDD line, open the drop down list to select the HDD you want to test.

b. Onthe Self-test Type line, open the drop down list to select the type of test to execute. You can choose either Short
Test, Expanded Test or Conveyance Test.

¢ (lickthe Self Test button to execute the test. Allow the test to complete before continuing. The result of the test is
shown on the Self-evaluation line.
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3. Examine the S.M.A.RT. data provided for the HDD. Check to ensure that the data in the value and Worst column does not
exceed the data in the Threshold column.

NOTE S.M.A.R.T. data provided by each HDD manufacturer is usually different. Refer to the manufacturer’s website for S.M.A.R.T. data
definitions.

11.7.7 HDD - Bad Sector Detection

1.~ Open the Bad Sector Detection menu. Open the Menu screen, and then click the Maintenance icon.

2. Intheleft frame, click HDD Operation to open the options list, and then click Bad Sector Detection.
3. Atthe top of the menu, open the HDD No. drop down list and select the HDD you want to test.

4. (Check the select box for either All Detection or Key Area Detection.

5. (lick the Self Test button to begin the test. Bad sectors are identified in the array as red colored cells.
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(lick Pause to temporarily stop the scan, and click Cancel to end the scan.

(lick Error info to see the detailed damage information.

11.8 HDD Disk Clone

The Disk Clone feature is used to copy an internal HDD to a writable storage device connected to the eSATA port. The capacities of
the source drive (internal HDD) and the eSATA storage device must be the same.

é - When cloning an internal HDD source drive to the eSATA storage device, no data can be written to the
source drive.
WARNING . Thedoning operation for a typical internal HDD can take several hours.

To use this feature:

1. Openthe Disk Clone menu. Go to Menu | Maintenance | HDD Operation | Disk Clone.

Ciore Source

Clone Dessration

BEATA =EATAY

it Dot tion

Capacey 31 5308
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2. Attach a destination storage device to the eSATA connector on the NVR back panel.

3. Inthe Disk Clone menu, check the select box for the internal HDD you want to clone. In the screen above, the select box for
HDD Tis checked.

4. Open the eSATA drop-down list, and then select the eSATA port where the destination storage device is attached.
5. Click Clone.

6. Allow the operation to complete before continuing.

11.9 System Service options

System Service options enables you to control remote access to the different streaming protocols in the system.

11.9.1 System Service

Use the System Service menu to enable/disable remote streaming and/or connectivity.

1. Toopen the System Service menu, go to Menu | Configuration | System Service | System Service.

Configuration

[5Y  Genersl
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2 Live View HTTP Authenbic stion Type ageit

= = "

@ rszm Enable IP Camers Occup

El ros

Stream Encrypti

More Sethngs

2. Uncheckthe box(es) next to the protocols to disable those features.

3. Open the RTSP Authentication Type and HTTP Authentication Type drop down lists, and select either digest or
digest&basic as required by the remote client.
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4. (lick Apply to save the new settings.

11.9.2 ONVIF

ONVIF enables the recorder to be discovered and added to other VMS clients as an ONVIF device. Access to the device is controlled by
user authentication.

1. Toopen the ONVIF menu, go to Menu | Configuration | System Service | ONVIF.
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Configuration
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2. Toenable the ONVIF feature, check the select box, and click Apply.

3. Tocreate users who can access the device, click the Add button, and follow the menu to register a User Name and
Password.

11.9.3 Stream Encryption

Stream encryption is used to encrypt the streams for live view, playback, download, backup, etc. to improve the security of your
system. The stream encryption password is synchronized with the Alibi Connect service verification code. After enabling the
encryption code, the Alibi Connect stream will be forcedly encrypted. Make sure your Alibi Connect service supports stream
encryption. To use Stream Encryption:

1. Open the Stream Encryption menu. Go to Menu | Configuration | System Service | Stream Encryption.
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Configuration

T Gonersl Change Password =}

Encryption Password
L3 User
eh e Thie stream encryption key is synehoonized with the Alibi Connect sendce venficabon code. After enatiling the
ancryplion code, the Al Connect slrearm waill be forendly ancrypled Maba sure the Al Connecl terice supports

B Network stream decryption
2 Live View
7 RS-232
@ ros
A Systermn Serice
System Service

ONVIF

More Sethngs

2. Checkthe select box to enable Stream Encryption, and then enter an encryption code in the field shown.

3. (lick Apply.

11.9.4 More Settings

More Settings menu includes two tabs:

The I-VIEW-NOW UPNP Reporting is a video verification service that works with numerous central stations for video
verified alarm responses. Check with your central station provider to verify support and if you are able to offer this service. If
applicable, check the box to enable UPnP reporting to link the recorder to the central station service..

The Control4 is a home automation provider. Enabling the SDDP and (Gl commands allow the Control 4 system to make
changes to the HDMI display out on a display. A user credential must be created and the appropriate Control 4 driver must be
installed to support the NVR.

I-VIEW-NOW UPNP Reporting

1. Toopen the More Settings I-VIEW-NOW UPNP Reporting menu, go to Menu | Configuration | System Service | More
Settings.
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Configuratio

B Gonersl FVIEVENCW UPNF Reporting  Controld
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BB Network
2 Live View
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2. Touse I-VIEW-NOW UPNP Reporting, check the select box shown above.
3. Click Apply.

Control4

1. Toopen the More Settings Control4 menu, go to Menu | Configuration | System Service | More Settings.

2. (lick the Control4 tab.

Configuration

{53 General FVIEVGENCW UPNP Reporting  Gontrold
s U Enable SDOF =
G0 Metwork Enable CGI

User Mame

@ ros

A Systermn Sendce

Systermn Service

ONVIF

Stream Encrypti

e

Alibi™ NVR Firmware V4.1.50 User Manual 177



SECTION 11: SYSTEM MAINTENANCE

3. Touse Control4, check the select box for Enable SDDP or Enable CGI.
4. (lick Apply.

5. (lickthe Add button, and then follow the on-screen instructions setup the credentials for user access to the devices added to
Control4

Configuration

By Genersl FVIEW-NOW UPHP Reporting  Controid
3 Add User &
&Y Uner &
EE network L User Name
0 (e Ve Password
& Rs.2a2
Contirm
[ ros
3 System Service Mote Valia password eange [B-16]. You ean
uSE B COMBINALON Of NUMBErs, lowercase,
uppercase and £pecial charscter for your
Systern Servce passvwerd with st least by kinds of tharm
contained
OMVIF
I
Stream Encrypti S Cancel

6. Click Apply.
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SECTION 12

Managing HDDs

NVR storage (HDDs) is highly configurable. You can simply save data to the internal HDD(s) in the chassis, or add network based NAS
or [P SAN devices to the system and save recordings and other data there. You can also define where data for each camera or groups

of cameras is saved, and have 16 different storage groups. Before an HDD is used by the NVR, it must be initialized by the recorder.
Preconfigured HDD(s) are already initialized.

Ifyou add an internal HDD to the recorder, or replace an HDD in the recorder, it must be initialized before it can be used. See “12.1
Initializing HDDs" on page 179 for more information.

12.1 Initializing HDDs

An HDD must be initialized before it can be used by the recorder to store data. Pre-installed HDDs are initialized by your vendor.
(Check the status of the HDD installed in the NVR to assure it is functioning normally.

1. Open the HDD Storage Device menu. Go to Menu | Storage | Storage Device.

Init button

| Reecording Sche g " TotslCap. 2704 5308 Free Spa 2734 00GE

7 Storage Mode Intiskie

Inutiaes ation will peate o dals
Actanced o e HOD. Continue?

2. Check the status of the HDD. If the status is:

— Normal or Sleeping - The HDD is working normally.

— Uninitialized or Abnormal - Initialize the HDD before continuing. Check the select box of the HDD to initialize, then
click the Init button at the bottom of the screen.

— Failed - Ifthe HDD failed during or after initialization, replace the HDD.

3. Ifthe Status is Uninitialized, Abnormal, or you installed a new HDD in your NVR chassis, select the HDD in the window then
click the Init button to initialize it for use. Allow the initialization procedure to complete before continuing.
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12.2 Adding network HDDs to the system

Additional file storage can be added to your NVR using up to 8 NAS disks, or up to 7 NAS disks with T1P SAN disk. Currently, 8TB is
the maximum drive size supported for each disk. The NAS device must support NFS and Unix / Linux file formats. To configure this
storage:

1. Open the HDD Information interface. Go to Menu | HDD | General.

2. (lickthe Add button at the bottom of the screen to open the Add NetHDD menu.

2704 6IGR  Free Spa 7734 00GE

Reecoring Scte b hrphias

Custom Age

Capture Schaculs

% Storage Mode
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MetHDD Cure

St 1

Cance

3. Inthe NetHDD drop down list, select the NetHDD ID (NetHDD 1. NetHDD 8) you want to add.
4. Inthe Type drop down list select either NAS or IP SAN.

5. Configure the device type you selected.

12.2.1 For a NAS disk

Currently, 8TB is the maximum drive size supported for NAS disks.

(lick the NetHDD IP Address field to open a virtual keyboard and enter the IP address of the storage device.

[Er——

Ea——

HetHOD NesHDO Net-O0 Kt 1
Tiisa Az = Tye s =
— TR o e .
1 2 3 -
O O Has G0 Dira e p—— Semen
- & o - t
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L ] o e =
A — q L 2
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ii.  Clickthe Search button to search for available NAS disks.

jil.  Select the NAS disk directory from the list shown, or manually enter the directory in the text field of NetHDD

Directory.
P
Net-0OD HstHDOD 1 ¥
Type nas =
NPOODN.. | ik tanet semch
Mo Owecory

iv.  Inthe Directory list, select the directory you want to use, and then click OK to add the disk to your system. The
NAS will appear in the HDD Information menu.

Ciore Source

8 19630258 Phornal R Local 1857 0008

r 1903 0350 Mol R HAS 1957 00 '

12.2.2 Foran IP SAN disk:

Configuring an IP SAN NetHDD is similar to configuring a NAS. See “12.2.1 For a NAS disk” on page 180 for more information.
1. Inthe Add NetHDD window, click the Type field, then select IP SAN.
2. Enterthe NetHDD IP address in the text field.

Custam Asd

Has-D0 NatHO0

Troe v 2 =]

res 0w Wi owe 3 v

Hew00 T B

3. (lick Search to discover the available IP SAN disk directories on the network.

4. Select the IP SAN disk directory from the list shown below.
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3. Select the directory you want to use, and then click OK to add the disk to your system.

Ifthe added NetHDD is uninitialized, select it and click the Init button for initialization. Initializing an storage device erases all
NOTE }
data saved on the disk.

5. Add additional disks as needed up to a maximum of 8 NAS, or 7 NAS and 11P SAN. Note that HDDs added to the system may
need to be initialized before use. See “16.2 Checking HDD status” on page 214 for more information.

12.3 Configuring the HDD Partition / Group mode
By default, all cameras will record to the one partition(s) of the internal HDD(s). However, the NVR can be configured to allocate
space in one of two modes:

Partition mode: Each camera can be allocated it's own recording space on a storage device (HDD).

Group mode: Groups of cameras can each be allocated recording space on a storage device or devices. Configuring the HDD
for Group recording mode requires an NVR reboot. You must have at least two HDDs (including internal and NAS /1P San HDDS
added to the system) to configure Group mode.

12.3.1 Partition Mode recording

In Partition Mode recording, each camera can be allocated it's own recording space on a storage device (HDD).

1. Goto Menu | Storage | Storage Device.

Totsl Cap 2704 5308 Free Spa 7721 00GE

2. (lick Storage Mode in the left frame to check the storage mode of the HDD. If you prefer to use Partition mode, do the
following:

Made * Paition  Growp
ot ID1] ALLMP30§ 53R
U Rycord Capscity 30 000

Used Pchurs Capaciy 5144 DOMB

| HOD Capacity (08 770

M Recond Capschy 140
Tl Heokday Max Pctrn Capocty 10

Free Paribon Space 2664 06

convio S—r—]
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C.
d.

Open the Camera drop down list and select the camera for which you want to allocate storage space.

Edit the Max. Record Capacity and the Max. Picture Capacity values to specify the space allocated to each. In the
above screen, the Max. Record Capacity was set to 140GB.

(lick Apply to save the settings.

Repeat sub-steps a through c above for other cameras monitored by the recorder.

12.3.2 Group Mode recording

In Group Mode recording, groups of cameras can each be allocated recording space on a storage device or devices. Configuring the
HDD(s) for Group recording mode requires an NVR reboot. You must have at least two HDDs (including internal and NAS / IP San
HDDS added to the system) to configure 2 Groups, etc. Additional HDDs can be assigned to other groups or used as redundancy for
existing groups. Additionally, an HDD use to record data can be reconfigured to read-only.

In the following example, the HDDs will be configured for Group Mode, with camera channel D1 assigned to Group Ton HDD 1, and
camera channel D2 assigned to Group 2 on HDD 2. To change to Group mode from Partition Mode (default), do the following:

1. Inthe Menu | Storage | Storage Device menu (see above), check the select box for the HDD you want to configure.

2. (lickthe Storage Mode Link in the left frame.

Group Mode select box

Made - Pation  Growp
ot D] ALLSP 305 3R
U Rycord Capscity 30 000

s Pichiss Capacity 8744 DOME

HOD Capacity (O8] 770

M Frecon Capaciy
) Faokay Mux Pichon Capacy 10

Free Paibon Space 2664 G6

oy o L e

3. Inthe Mode select field, select Group.
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4. Check the box(es) for the camera(s) you want to add to the group. IP Cannel D1 was selected.

5. Click Apply. Since you are changing from Partition to Group, a reboot the system is required. In the Confirm bos, click Yes, and
then allow the system to fully reboot before continuing.

| Reconing Sche Mo Parttion » Group

Recordon 1

Eapturs Schaculs

# Cam o o2 o " - 7 oa
Storage Devce (= o on o o3 ona o om. |
Contvrn
Raboct b tabe efect of e
2 chwong ofne sornge
[

6. Afterthe reboot is complete, go to Menu | Storage | Storage Device menu. Notice thatin this window, an icon now
appears for each HDD in the Edit column.

ekt nat Totsl Cap_ 2704 5308 Free Spa 2720 0068

7. Tosetup Group 2, click the Edit icon for HDD 2. the select box for HDD2.

el HOD Semngs
00 e 2

i OO Propeny - R Read-onty Fedundancy

Group 1 w2 3 a 5 a 7 8

HOD Capacity 1063 070

8. Inthe Group section, click the select box for Group 2, and then click OK. In the Storage Device window, HDD 2 is now Group 2.
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Totsl Cap 2704 §3GB  Free Spa 2770 00GE

9. Openthe Storage Mode menu.
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10. Open the Record on drop down list, and select 2 (for Group 2, see above).

11, Check the select boxes for the cameras you only want to assign to Group 2, and then click Apply.
Additional HDDs

For each additional HDD on your system, click its Edit icon in the Storage Device screen. You can:

(reate a new group for cameras not assigned to existing groups (see procedure above)
Assign the HDD as a:

— Read / write (R/W) drive for an existing group

—  Redundancy drive for an existing group

— Read-only drive

12.3.3 Change from Group Mode recording to Partition Mode
To change from Group Mode recording to Partition Mode recording:

1. Open the Storage Mode menu.
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Partition Mode select box

Feecording Scna o
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2. (lick the Partition Mode select box.

3. (lick Apply, and follow the prompt to reboot your system.
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SECTION 13
RAID Arrays (RAID capable recorders only)

13.1 Creating a RAID array

RAID (redundant array of independent disks) is a storage technology that combines multiple disk drive components into a single
logical unit. A RAID array stores data over multiple hard disk drives to provide enough redundancy so that data can be recovered
if one disk fails. The NVR supports RAID types 0, 1,5, 6 and 10. When a RAID array is created, all data on the HDDs is lost, and the
system must be restarted. RAID is featured on some multi-HDD recorders.

The NVR provides two ways for creating the virtual disk, including one-touch configuration, for creating a RAID 5 array, and manual
configuration, where you can select a different RAID level and specify the HDD configuration.

- The NVR supports creating at most 8 virtual disks.
« Atleast 2 HDDs must be installed for RAID 0.
« Atleast 2 HDDs must be installed for RAID 1.
- Atleast 3 HDDs must be installed for RAID 5. If you install 4 HDDs or above for one-touch configuration, a hot
spare disk will be set as default.
NOTE . Atleast4HDDs must be installed for RAID 6.
- 4/6/8HDDs must be installed for RAID 10.
- By default, one-touch configuration creates one array and one virtual disk. If the capacity of the array created by
one-touch configuration is larger than 1618, two arrays and two virtual disks will be created.
- By default, one-touch configuration adopts “foreground” initialization (recommended) to initialize the virtual
disk. By using foreground initialization, the virtual disk can be used only after the initialization is complete.

When or after creating the RAID array, you can designate an additional HDD to be a Hot Spare drive. Ifan HDD in the array fails
(array Degraded), the Hot Spare is used to automatically rebuild the array with the Hot Spare HDD replacing the failed drive in the
array, and with data that was on the failed HDD written to Hot Spare the from the functional drives in the array. The size of the Hot
Spare drive must be equal to or larger than the largest capacity drive in the array.

1. With a system without a RAID array, or with HDDs installed in the chassis that are not configured for RAID,open the Menu |
Storage | RAID | Physical Disk display. Verify that the drives you want to configure for RAID have “Functional” Status.

5500 (308 e Funcbionsi STROOMAD01:2
TAEY (MGE Pt Functionsi STEOOMVI0IE-2 L

2. Click the Advanced tab, check the box to Enable RAID, and then click Apply.

Alibi™ NVR Firmware V4.1.50 User Manual 187



SECTION 13: RAID ARRAYS

[Tl Recoring Scha Ovvatents
#SATA SATAL
(5] Capturs Schacs
Ussge FecosCaptn
[L storage Drvce Brakis HOD Severg
) Stersce [ ] q
Ut the enterprise-clss HOD
B Hokd Eracen Sand HOG inforrmaton

3. Inthe Confirm pop-up window, click YES to reboot the system.
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4. After the NVR reboots, open the Menu | Storage | RAID | Physical Disk display again.
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5. (lick the Create button.
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NOTE

Ifyou click One-touch Config, a RAID 5 array will be created.

In the pop-up window:

3. Enteran Array Name. In the example here, RAID array is named RAIDS.

b. Open the RAID Level drop-down ist, and then click the kind of RAID you want to create.

Cruate Amsy
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Wiz ation Type
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RAID S % = D Lt RO 5

Inbakraton Type Ik (Fast)
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. Openthe Initialization Type field and select one of the following:

*

Background: The background initialization can synchronize the disks, and detect and repair bad sectors. During
the background initialization, the virtual disk is allowed to be used.

Foreground (recommended): During foreground initialization, the RAID is initialized totally and bad disk sectors s
can be detected and repaired. The virtual disk can be used only after the initialization completes.

Fast: The fast initialization usually takes short time and only initializes part of the RAID. It cannot detect a bad
sector.

d.  Check the boxes for the drives that will become part of the array. For RAID 5 configurations, a minimum of three HDDs are
needed. In this example, drives 1,3 and 5 were selected. Drive 7 will be designated later as the Hot Spare.

e. (lick OK to construct the RAID array. This process can take hours, depending on the size of the HDDs.

f. Todesignate an unused HDD as a hot spare, find the HDD you want, then click the select box for it in the Hot Spare
column. NOTE An additional HDD can be installed after the array is built, and then designated as the Hot Spare.

Click to Select No. 7 as Hot Spare
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g.  Openthe Menu | Storage | RAID | Array display to view the Task field (far right column). Hover the cursor over
the task field for the array to see the progress of the array creation. Allow the RAID initialization to complete before
continuing. See below.

Task status when RAID initialization is complete

13.2 Rebuilding a RAID array

The Status of an array can be any of the following:

Functional: There s no disk loss in the array.

Degraded: The number of lost disks has exceeded the limit. When the virtual disk is in Degraded status, you can restore it to
Functional status by rebuilding the array.

Offline: All other conditions. When the Status is neither Degraded nor Functional, it is considered Offline.

The Status of the array is shown in the MENU | Status | Raid | Array display.
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TG

Arrays are automatically rebuilt when the array status is Degraded and a Hot Spare HDD is installed in the system.

13.2.1 Installing a Hot Spare disk

Toinstall a hot spare:

1. Select a disk with the same or larger capacity as the largest HDD in the RAID configuration. Install the HDD in the recorder (see
the Quick Start Guide provided with your recorder).

2. Insert the spare HDD into the chassis. In the example below, the spare HDD was installed in bay 4. The status of the HDD is
shown on the MENU | Storage | RAID | Physical Disks display.

Click to Select No. 7 as Hot Spare

5559 0308
6580 0308

After installing a spare HDD in the chassis, it may need to be initialized before it can be used. Check the status of the disk in the
display above to ensure it is functional.

NOTE

3. Forthe HDD you installed, check the select box in the Hot Spare column. Click the select box in the Hot Spare column for the
spare disk that was installed. The Array field will show the HDD as Global, and the Type field will show it as Hot Spare.
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Physical disk configuration after a spare HDD is installed

4. Toremove a Hot Spare HDD, click the “x" icon in the Hot Spare column for it.

13.2.2 Array Rebuilding process

When the chassis is configured with a Hot Spare disk and the array is in Degraded status, the system will automatically rebuild the
array using the Hot Spare disk. To prepare for automatic rebuilding of the array, the system was configured as shown below, with a
Global Hot Spare disk installed in physical slot 7.
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When an array is being rebuilt, open the in the MENU | Storage | Raid | Array display. The Status field shows Degraded, and
the Task field shows Rebuild.

ARG

Allow the rebuilding task to complete before powering off the system. Depending on the size of the HDDs, this
CAUTION process can last several hours.

192 www.Observint.com



SECTION 14: REMOTE ACCESS

SECTION 14
Remote Access
If your NVR is connected to a local network (LAN), you can access it from another computer on the LAN through Microsoft® Internet

Explorer® (IE) (after installing the WebComponents plugin), Mozilla Firefox or Google Chrome browsers. [E must be configured to
run in Administrator mode to use all features of the web interface.

When connecting to the NVR, you must enter a User Name and Password. Some user permissions disallow remote access and / or
features of this access method.

You can view up to 4 camera video streams at one time.

14.1 Using IE to login to the NVR

14.1.1 Configure IE to run in Administrator mode

IE must be run in administrator mode ti access the NVR. You can configure IE to run in Windows 7 and Windows 10. The procedures
are different.

Window 7: To run IE as an Administrator:

1. Find or create an IE icon on your computer desktop .

2. Hold down the shift key, and then right-click on the [E icon.
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3. (lick Run as administrator in the pop-up menu.

Window 10: To run IE as an Administrator:
1. FindIEin the start menu. Usually this is found in the Windows Accessories group.

2. Pintheentry to Start.
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3. Right click on the Internet Explorer tile, and then select More | Run as administrator.

Run as administrator

P Type here 1o search.

14.1.2 Login with IE
To access the NVR from a computer on the LAN:

1. Open the IE browser on your remote compute and enter the P address of the NVR in the URL field. In the example below, the
P address of the NVR is 192.168.2.122. If this is the first time you log into an Alibi recorder with this version of firmware, the
following screen will appear, requiring you to install a plugin. If not, go to step 3 below.

b

“ W ASEIR IR - D - & || & Google ) Login

Mgweraion of phag-in is cetected Lipaats i£?

2. Ifthe screen above appears, click 0K, close the browser, and follow the on-screen instructions to install the plugin. When the
plugin is successfully installed, the following screen will open.
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Setup has fimished installing Web Companents on your
computer.

Click Figh o axit Satup

]

3. Inthescreen above, click Finish.

4. Reopen IE and then enter the IP address of the recorder in the URL field.

5. Inthe Login screen shown above, enter your admin username and password (see above). A Live View window will open.
14.2 Using Firefox or Chrome to login to the NVR

Tologin to the NVR with either Mozilla Firefox or Google Chrome, open the browser and enter the IP address of the NVR in the URL
field. When the Login screen opens, enter your username and password in the fields shown, and then click Login.
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14.3 Live View screen

The Live View window initially appears in a multi-screen configuration with no live view images shown. The display lists only the
cameras configured in the NVR. In this tab, you can change the viewing screen layout by clicking the multi-screen select button and
selecting the icon fora 1 screena 2 x 2 layout, or other layouts depending on how many channels the recorder supports.

Channel viewing frames Logout button

Screen select tabs

Click icon to view camera

u- T .

-
A i T ——
| T
Camera list Multi-screen select Toolbar PTZ controls
Screen icons
Click icon to select stream Selected frame is outlined in orange

Live View Playback

',_3 Main Stream

1 Sub-stream

Clickicon to

.show live view > @ IPdome =
in the selected
W=

frame L

Clickicon
to record
video

The NVR has the ability to create a Transcoded stream to help show live video in bandwidth constrained environments. You

can configure a Transcoded stream option in the web client Configuration | Video / Audio menu. By default it is set to Auto
negotiate the resolution, causing the NVR to determine if the network resources are large enough to show full resolution and frame
rate video. If not, the NVR will auto adjust down both to ensure the stream is delivered OK.

NOTE
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Click icon to stream type for all cameras

Click icon to select
multi-screen mode

Multl—sc.reen — > E
mode options*

—PE' g v

Start/ stop all camera recording
Previous - Next
Capture screens Full screen

Pres
G & B & @ « =5 - I Pres
®»
Start/all Live View Enable/ disable e-PTZ T

Enable / mute audio

*You can view up to 4 cameras (video streams) at any time.
Additional icons can appear on the toolbar depending on the capabilities of the camera.
For PTZ controls, refer to “5.1 PTZ Control Panel” on page 72.

To view video from a camera in the Live View screen:

—  (lick a viewing frame to select it. When selected, the frame is surrounded by a bright box.
—  Double the view icon in the left frame for the camera you want to see.

— Toexpand the image to full frame, double click the image in the viewing frame. To return to normal viewing mode, press

ESC (keyboard escape key).
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Help

The Help button at the top of the window opens a context sensitive help screen. The screen shown below appears when selecting

Help from the Playback menu.

Online Help

Imtraduction
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14.4 Playback tab

Open the Playback screen by clicking the Playback tab in the screen header. The Playback screen allows you to review video

recorded from one camera or several cameras concurrently. Also, video files can be downloaded to your local computer.
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Play head Audio play / mute
Time of recording Capture Download
Clip Full screen

Setirlayback time

Play - motion controls Stop all playback

it playback ti

B o« w0 00| 5|00+ (e |_ o

2018-10-1f 10:35:05

W Command W Continuous M Alarm ™ Manjual

1

Timeline (drag to reposition) Playback timestamp Recording Record legend Expand / contract
timeline

To playback recorded video:

1. (lick the multi-screen mode button to select the number of viewing frames you need to display. You can select eithera 1or

2 x 2 frame pattern.

2. Ifyouselected a 2 x 2 frame pattern, click on a video frame, and then click the camera channel you want to play recorded video
from. Repeat this method for other video frames in the playback window. In the example above, the ALI-NP30T3RH camera
was selected fora 1 channel playback.

3. Intheright frame, click the date when the video you want to see was recorded. Marks on the calendar show when video was

recorded (see below).

W4 Ot 2018 » ma Month/year
controls

Sun Mon Tue Wed Thu Fri Sat
1 2 3 4 5 8

T8 3 104 114 124 13‘ Boarder indicates

Mark indicates 14 15 |16 |g7—12—10 20 thisdayisselected
video was recorded —>4 4 4 for Search

on this day 21 22 23 24 25 26 20
28 29 30 =

Stream Type
Stream select for

i 4
Main Stream Playback

Select year, month,
Search

4. (lick the Stream Type drop down list and select the video stream you want to see, and then click the Search button. In the
example above, October 16, 2018 and Main Stream was selected.
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5. Atthebottom of the screen, drag the timeline left or right to align the time with the play head. The condition that caused
video to be recorded is indicated by a colored band on the timeline. The color legend is shown at the lower right corner of the
window.

6. Click the Play button to begin playing video.

To Download recorded video:
1. During playback, find the video clip you want to download. Note the date and time of the clip shown above the timeline.

2. (lick the Download icon.

Download by File Downlosd by Date
Search Conditions. File List &, Downioad
Mo Fiie Name Start Time: End Time File Size
Camagra
OD0000DNSE005001 .1 = :
(0] ALLNP3013RH v 1 1 W1E-10-18 0T | 01E10-18 003651 | 14 ME
2 0000000056003 101 0181016003851 | 0181096063908 | BMB
File Tioe
20OD00UDASE00A! 15 00.¥ 1
All Type ) | 3 200 2018-12-15 003941 | 3018-10-15 0040013 | 13MB
D0DD00000EA008301 20181018 00:40.17 | 2018-10-1800:40.57 | G MB
Stream Typa
Main Stream » - OO00000N0SE008£01 20151018 004050 | 20181018 00.41:20 128
] DO00000005E00R501 011016 0041 28 | J01E-10-18 00428 TG
stan Time s " ! - .
2018-10-16 000000 (2] RN ek ! ! I
End Tims 8 C00D00000SE00EPIN 2018-10-16 004230 | 2016-10-46 004303 | 1OMB
2015-10-16 23.59.55 i) 2 OODD0000SE00EE1 20181016 0TATAT | 0181016004419 | 14 MB
10 D0D00000056004501 0151015004413 | 20IB10-1600.4434 | SMB
a"'" " OD000005E00R001 2015-10-95 0051.02 | 2018-10-18005122 | 2MB
prs DO00000D0S8009101 2018-10-18 0005133 | 20181018 0051 &2 noms
Total 170 fans T AR e

3. By default, the parameters in the search column are set to the search parameters you selected in the Playback screen. Reset the
search criteria for the Camera, File Type, Stream Type, Start Time and End Time as needed to display files from another
camera or other days and times, and then click Search.

4. Inthe search result list, check the box of the video segment(s) you want to download. You can use the Start Time and End
Time fields to determine the specific file(s) you want to save.

5. (lick the Download button at the top of the window. Download status is shown in the Progress column. Downloaded files
are saved in the location specified by your browser. Allow the download to complete before closing the browser.
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! L v Computer » Storage () » Downlosds » -
Oeganize A Puy v Shde thow E-mail Bum New folder
| 1 Corpia £ Mome Date meddied
b i & 00008 ot E92015350 2k
1 ELLB-PC & 150673108100 mph ]
PR EBN-RC - fty paper . /52004 S22 PM
B9 Control Panet 55 AdobalnDesignd 0 1.5 0/26/2001 1245 PM
W9 28 Control Pasel Rems .| 5 adchandesigs 0 23ip
B Appearance and Peronskaation B AdobelnDesigns 0.3 3p
P Clock Language. and Regicn 3 AdobelnDesigns 04,59
A8 o Sl 5 adobelntiesiget, 9 370
1#2) Hardware and Sound PRiiitn : eaeaaiian
[T S e
; 00000000056008601.mpd  Se: 158 MB Diate modified: 10V10/2008 250 AM
= Tating: Dite created: 10/19/2018 350 AM

14.5 Picture tab

Open the Picture screen by clicking Picture in the screen header. The Picture screen allows you to search for, review and download
capture files. It functions very similar to the Playback Download screen.

eaecn Conamems. P
& - [T
| M i
et

o

i T

T e b6 800
Wt
TR

&

1.

By default, the parameters in the search column are set to Channel D1 and the current day. Reset the search criteria for the
Camera, File Type (condition causing the capture), Start Time and End Time of the search as needed to display files from
another camera, conditions or other days and times, and then click Search.

2. Inthe search resultlist, check the box of the file(s) you want to download. You can use the Start Time and End Time fields to
determine the specific file(s) you want.
3. (lick the Download button at the top of the window. Download status is shown in the Progress column. Downloaded files

are saved in the location specified by your browser. Allow the download to complete before closing the browser.
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14.6 Configuration tab

Open the Configuration screen by clicking the Configuration tab in the screen header. Configuration menus enable you to view
the NVR configuration and make changes. The ability to make changes through these menus is determined by the permissions
associated with your login credentials.

NVR options in the configuration menu are like those in the embedded NVR Menu system. For more information on how to use
these options, refer to the NVR Menu descriptions in previous sections of this manual. Menus associated with a specific camera
model are described in the user manual for the camera firmware. After making configuration changes, click Save to apply your
changes.

Theinitial configuration menu that appears is the last menu opened during a remote login, or the System | System Settings |
Basic Information menu.

g.EIGDEP
?
E

The NVR has the ability to create a Transcoded stream to help show live video in bandwidth constrained environments. You can
configure a Transcoded stream option in the web client Configuration | Video / Audio menu. By default it is set to Auto negotiate
the resolution, meaning that the NVR will determine if the network resources are large enough to show full resolution and frame
rate video. If not, the NVR will auto adjust down both to ensure the stream is delivered OK.

NOTE

14.6.1 Log information

You can video system log information remotely. Open the Log screen by clicking Configuration | System | Maintenance | Log.

202 www.Observint.com



SECTION 14: REMOTE ACCESS

gopEoEse

The NVR log report is created by specifying a search criteria using the options at the top of the window, and then clicking the
Search button. The search criteria menu includes filters to search for Major and Minor type events, and specify the start and end
time of the report. Log reports can be saved in either text or Excel formats by clicking the Save Log icon:

To search for log information:

1.

Open the Major Type drop down list, and then select alarm group of the alarms you want to search for.

Open the Minor Type drop down list, and then select the specific alarm you want to search for.

(lick the Start TIme calendaricon, then select the beginning of the time period when you want to begin the log search.
(lick the End TIme calendar icon, then select the end of the time period when you want to begin the log search.

(lick the Search button. A list of alarms matching your search criteria will appear. Note that the search result will display at
most 4000 log entries, distributed across 40 pages (100 entries / page).
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5. (lick Export to save the search data in a text file (Log.txt). The file is downloaded to the download directory of your browser.

14.7 Logout

(lick the Logout button in the screen header to close the remote connection to the NVF.
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APPENDIXA Glossary

Device: Represents the Network Video Recorder. A device can be a PG-based or embedded system used for centralized
management and storage for IP cameras, IP Domes and other devices.

Dual Stream: Dual stream is a technology used to record high resolution video locally while transmitting a lower resolution stream
over the network. The two streams are generated by the NVR, with the main stream having a maximum resolution of the camera
and the sub-stream favoring zero-latency encoding.

HDD: Acronym for Hard Disk Drive. A storage medium which stores digitally encoded data on platters with magnetic surfaces.

DHCP: Dynamic Host Configuration Protocol (DHCP) is a network application protocol used by devices (DHCP clients) to obtain
configuration information for operation in an Internet Protocol network.

HTTP: Hypertext Transfer Protocol. A protocol to transfer hypertext request and information between servers and browsers over a
network

DDNS: Dynamic DNS is a method, protocol, or network service that provides the capability for a networked device, such as a router
or computer system using the Internet Protocol Suite, to notify a domain name server to change, in real time (ad-hoc) the active
DNS configuration of its configured hostnames, addresses or other information stored in DNS.

NTP: Network Time Protocol. A protocol designed to synchronize the clocks of computers over a network.

NTSC: Acronym for National Television System Committee. NTSC'is an analog television standard used in such countries as the
United States and Japan. Each frame of an NTSC signal contains 525 scan lines at 60Hz.

NVR: Network Video Recorder. An NVR can be a P(-based or embedded system used for centralized management and storage for IP
cameras, IP Domes and other NVRs.

PAL: Acronym for Phase Alternating Line. PAL is a video standard, similar to NTSC, that is used in broadcast televisions systems in
large parts of the world. PAL signal contains 625 scan lines at 50Hz.

PPPoE: Stands for “Point-to-Point Protocol over Ethernet.” PPPoE is a network configuration used for establishing a PP connection
over an Ethernet protocol.

PTZ: Pan, Tilt, Zoom. PTZ cameras are motor driven systems that allow the camera to pan left and right, tilt up and down and zoom
inand out.

USB: Universal Serial Bus. USBis a plug-and-play serial bus standard to interface devices to a host computer.
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APPENDIXB Long Distance (Extended) PoE Power

The NVR Extended PoE (Long Distance) feature supports camera connections to the internal Ethernet switch using cable lengths
greater than 100 meters (328 ft). These feature requires:

Ethernet cables can be Cat5E or Cat6 with solid copper conductors. CCA (Copper Clad Aluminum) conductors are not
supported.

The camera power consumption must be < 8 W

The maximum bit rate (main stream and sub-stream) must be < 8 Mbps

The camera and NVR combinations shown in the following table are supported for the maximum cable lengths indicated.

replace table

NVR

Camera ALI-NVR5216P /
ALI-NVR3304P ALI-NVR3308P ALI-NVR5232P

ALI-NS2012VR

ALI-NS2013VR

ALI-NS2015VR(B)
ALI-NS2018VR

ALI-NS2022VR

ALI-NS2023VR
ALI-NS2025VR(B)
ALI-NS2028VR

Maximum length: Maximum length: Maximum length:
200 m (656 ft) 250 m (820 ft) 250 m (820 ft)

ALI-NS4012R

ALI-NS4013R

ALI-NS4015R

ALI-NS4018R

ALI-NS4022R
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APPENDIXC Troubleshooting
Problem:  Noimage displayed on the monitor after normal startup

Possible Reasons

No VGA or HDMI connections
Connecting cable is damaged
Input mode of the monitor is incorrect

Troubleshooting steps

1. Verify the device is connected to a monitor through an HDMI or VGA cable. If not, connect the device with the monitor and
reboot the recorder.

2. Ensure that the connecting cable is good. Change the cable and reboot the recorder.

3. (Checkthe input mode of the monitor. It must match with the output mode of the recorder (e.g. if the output mode of recorder
is HDMI output, then the input mode of monitor must be the HDMIinput). If not, modify the input mode of monitor.

If the steps above do not resolve the problem, please contact your system support organization.

Problem:  There is an audible warning sound “Di-Di-Di-DiDi" after a new recorder starts up

Possible Reasons

No HDD is installed in the device.
The installed HDD has not been initialized.
The installed HDD is not compatible with the device or is broken-down.

Troubleshooting steps
1. Verify that at least one HDD is installed in the recorder. If not, please install the compatible HDD. Refer to the Quick Start Guide

for the HDD installation steps.

2. Verify the HDD is initialized. Go to Menu | Storage | Storage Device. If the status of the HDD is “Uninitialized”, check the
select box for the HDD, and then click Init.

3. Verify the HDD is detected or s in good condition. Go to Menu | Storage | Storage Device. If the HDD is not detected or the
status is Abnormal, replace the dedicated HDD according to the requirement.

If the steps above do not resolve the problem, please contact your system support organization.
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Problem:  The status of an IP camera added to the system is Disconnected when it is connected through Private
Protocol. Check the camera status at: Menu | Camera | Camera | IP Camera.
Possible Reasons

Network failure, and the device and IP camera lost connections.
The configured parameters are incorrect when adding the IP camera.
Insufficient bandwidth.

Troubleshooting steps

1. Verify the network is connected. To verify the network connection:
3. Connect the device and PC with the RS-232 cable.

b. Open the Super Terminal software, and execute the ping command. Input “ping IP” (e.q. ping 172.6.22.131).
Simultaneously press Ctrl + ¢ to stop the ping command.

If return information appears and the TTL number small (less than 20ms), the network is normal. If there is no Reply, make sure
a network cable is connected, and cables are connected to your router.
2. Verify the configuration parameters are correct.
3. GotoMenu | Camera.
b. Verify the network parameters are the compatible with those of other devices on the network, including: IP address,
protocol, management port, user name and password.
3. Verify the whether the bandwidth is enough.
a. GotoMenu | Maintenance | Net Detect | Network Stat.

b. Check the access bandwidth usage. Verify that it has not reached the limit.

If the steps above do not resolve the problem, please contact your system support organization.
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Problem:  The IP camera frequently goes offline and the status of it displays as Disconnected

Possible Reasons

The IP camera and the device versions are not compatible.
Unstable power supply of IP camera.
Unstable network between IP camera and device.
. Limited flow by the switch connected with IP camera and device. Step 1 Verify the IP camera and the device versions are
compatible.

Troubleshooting steps

1. GotoMenu | Camera, and view the firmware version of connected IP camera.

2. GotoMenu | Maintenance | System Info | Device Info and view the firmware version of recorder. Verify that the
firmware version of the camera is compatible with the recorder.

3. Verify power supply of IP camera is stable:

3. Verify the power indicator is normal.

b. Whenthe P camera s offline, execute a ping command from the PCto verify it can reach the IP camera.
4. Verify the network between IP camera and recorder s stable.

3. When the IP camera is offline, connect PC and device with the RS-232 cable.

b. Open the Super Terminal, use the ping command and keep sending large data packages to the connected IP camera, and
check if there exists packet loss.

NOTE  Simultaneously press Ctrl + cto exit the ping command

Example: Input ping 172.6.22.131 1 1472 .

1. Verify the switch is not flow control.

Check the brand, model of the switch connecting IP camera and device, and contact with the manufacturer of the switch to
check ifit has the function of flow control. If so, please turn it down.

I the steps above do not resolve the problem, please contact your system support organization.
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Problem:  Live view stuck when video output locally.

Possible Reasons
Poor network between device and IP camera, and there exists packet loss during the transmission.
The frame rate has not reached the real-time frame rate.

Troubleshooting steps

1. Verify the network between device and IP camera is connected.

—  Whenimage is stuck, connect the RS-232 ports on PCand the rear panel of device with the RS-232 cable.
—  Open the Super Terminal, and execute the command of “ping 792.768.0.0 —/ 1472 —f" (the IP address may change
according to the real condition). Check for packet loss.

NOTE  Simultaneously press Ctrl + C to exit the ping command

2. Verify the frame rate is real-time frame rate. Go to Menu | Camera | Encoding Parameters. Set the Frame rate to Full
Frame.

Ifthe steps above do not resolve the problem, please contact your system support organization.

Problem:  Norecord file found in the device local HDD, with the message “No record file found”.

Possible Reasons

The time setting of system is incorrect.
The search condition s incorrect.
The HDD is error or not detected.

Troubleshooting steps

1. Verify the system time setting is correct. Go to Menu | System | General, and verify the “Device Time” is correct.
2. Verify the search condition is correct. Go to playback interface, and verify the channel and time are correct.

3. Verify the HDD status is normal. Go to Menu | Storage | Storage Device to view the HDD status, and verify the HDD is
detected and can be read and written normally.

If the steps above do not resolve the problem, please contact your system support organization.
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Problem: Live view stuck when video output remotely via the Internet Explorer or platform software.

Possible Reasons

Poor network between device and IP camera, and there exists packet loss during the transmission.
Poor network between device and PC, and there exists packet loss during the transmission.

The performances of hardware are not good enough, including CPU, memory, etc.. Step 4 Verify the network between device
and IP camera is connected.

Troubleshooting steps

1. Whenimageis stuck, connect the RS-232 ports on PC and the rear panel of device with the RS-232 cable.
2. Openthe Super Terminal, and execute the command of “ping 792.768.0.0 —/ 1472 —f" (the IP address may change according to
the real condition), and check if there exists packet loss.

NOTE  Simultaneously press Ctrl + C to exit the ping command

3. Verify the network between device and PCis connected.
3. Usethe keyboard shortcut windows+r to open the Command (cmd) window.
b. Use the ping command to send large packet to the device, execute the command of “ping 192.168.0.0—I 1472 —f" (the IP
address may change according to the real condition), and check if there exists packet loss.

NOTE  Simultaneously press Ctrl + C to exit the ping command

4. Verify the hardware of the PCis good enough. Simultaneously press Ctrl+Alt +Delete to enter the windows task
management interface, and then click the Performance tab (see below).

Ifthe resource is insufficient, stop unnecessary processes.

If the steps above do not resolve the problem, please contact your system support organization.
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Problem:  When using the device to get the live view audio, there is no sound, there is too much noise, or the
volume is too low.
Possible Reasons

(able between the pickup and IP camera is not connected well; impedance mismatches or incompatible.
The stream type is not set as “Video & Audio”.
The encoding standard is not supported by the device.

Troubleshooting steps

1. Check the cable between the microphone and the IP camera. Make certain the cable is connected properly, the impedance
matches, and the equipment is compatible.
Log in the IP camera directly, and turn the audio on, check if the sound is normal. If not, please contact the manufacturer of the
P camera.

2. Verify the setting parameters are correct. Go to Menu | Camera | Encoding Parameters, and set the Stream Type to
Audio & Video.

3. Verify the audio encoding standard of the IP camera is supported by the device.
The device supports G722.1and G711 standards, and if the encoding parameter of the input audio is not one of the previous

two standards, you can log in the IP camera to configure it to the supported standard.

If the steps above do not resolve the problem, please contact your system support organization.
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Problem:  Theimage gets stuck when device is playing back by single or multi-channel.

Possible Reasons

Poor network between device and IP camera, and there exists packet loss during the transmission.

The frame rate is not the real-time frame rate.

The device supports up to 16-channel synchronize playback at the resolution of 4CIF, if you want a 16-channel synchronize
playback at the resolution of 720p, the frame extracting may occur, which leads to a slight stuck.

Troubleshooting steps

1. Verify the network between device and IP camera is connected.
3. Whenimage is stuck, connect the RS-232 ports on PCand the rear panel of device with the RS-232 cable.
b.  Use the keyboard shortcut windows-+r to open the Command (cmd) window.

. Open the Super Terminal, and execute the command of “ping 792.168.0.0—I 1472 —f" (the IP address may change
according to the real condition), and check if there exists packet loss.

NOTE  Simultaneously press Ctrl + Cto exit the ping command

2. Verify the frame rate is real-time frame rate. Select Menu | Record | Parameters | Record, and set the Frame Rate to
Full Frame.

3. Verify the hardware can afford the playback. Reduce the channel number of playback. Go to Menu | Camera | Encoding
Parameters, and set the resolution and bitrate to a lower levels.

4. Reduce the number of local playback channel. Go to Menu | Playback, and uncheck the select box of unnecessary channels.

I the steps above do not resolve the problem, please contact your system support organization.
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