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About this manual

This user manual applies to all ALIBI embedded Network Video Recorders (NVRs) with firmware version V/3.4.95.

Navigation in the firmware is represented by the expression: “Menu | Configuration | Alarm | Alarm Output”, which means:
a. Right click on the Live View display to open the pop-up menu, and then click the Menu entry (at the top of the list).
b. Inthe Menu window, click the Configuration icon.
. Inthe Configuration window, click the Alarm entry in the left frame.
d.  Clickthe Alarm Qutput tab at the top of the screen. This may also indicate a parameter on the screen.

To find the version of the firmware installed in your NVR, open the Menu | Configuration screen.

Some features described herein may apply to some NVRs but not to other models. For specific information about the features and
capabilities of your ALIBI NVR, please contact your vendor.

LEGAL NOTICE

Observint Technologies (Observint) products are designed to meet safety and performance standards with the use of
specific Observint authorized accessories. Observint disclaims liability associated with the use of non-0Observint
authorized accessories.

The recording, transmission, or broadcast of any person’s voice without their consent or a court order is strictly
prohibited by law.

Distributing, copying, disassembling, reverse compiling, reverse engineering, and exporting, in violation of
export laws, the software provided with Alibi video recorders is expressly prohibited.

Observint makes no representations concerning the legality of certain product applications such as the making,
transmission, or recording of video and/or audio signals of others without their knowledge and/or consent. We
encourage you to check and comply with all applicable local, state, and federal laws and regulations before
engaging in any form of surveillance or any transmission of radio frequencies.

Alibi and the Alibi logo are trademarks of Observint.

Microsoft, Windows, and Internet Explorer are either registered trademarks or trademarks of Microsoft Corporation in
the United States and/or other countries. Android is a trademark of Google Inc. Use of this trademark is subject to
Google Permissions. Apple,iPhone, iPod touch, and iPad are registered trademarks of Apple Inc.

Other trademarks and trade names may be used in this document to refer to either the entities claiming the marks
and names or their products. Observint disclaims any proprietary interest in trademarks and trade names other than
its own.

No part of this document may be reproduced or distributed in any form or by any means without the express written
permission of Observint Technologies.

© 2017 by Observint Technologies. All Rights Reserved.
11000 N. Mopac Expressway, Building 300, Austin, TX 78759
For Sales and Support, contact your distributor.
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‘ SECTION 1: SYSTEM OVERVIEW

SECTION 1
Systems Overview

Congratulations on purchasing your new Embedded NVR security system! Your system includes the following key features:
General

Each channel supports dual-stream video.

NVR supports cameras from several manufacturers. Consult with your vendor for a list of supported camera.
Independent configuration for each channel including resolution, frame rate, bit rate, image quality, etc.
The quality of the input and output record is configurable.

Local Monitoring

VGA monitor output with resolutions up to 1920 X 1080 / 60 Hz.

HDMI monitor output with resolutions up to 4K (3840 x 2160 / 60 Hz).

Main / Auxiliary monitor feature determines whether control is on VGA or HDMI screen.

Multiple screen display in Live view is supported; the display sequence of channels is configurable.
Configurable Live View display of groups and tours.

Live view Quick setting menu.

Motion detection, video tampering, video exception alert and video loss alert functions.

Privacy mask.

(amera detected VCA alarm reporting and processing.

Zooming in by clicking the mouse and PTZ tracing by dragging mouse.

HDD Management

Supports internal SATA hard disk drive(s), with a maximum of 8 TB storage capacity in each drive.
8 network disks (8 NAS disks, or 7 NAS disks+1 IP SAN disk) can be connected.

Supports RAID0/1/5/6/10 configurations (ALI-NVR7100 series recorders only).

Supports HDD S.M.A.R.T. and bad sector detection.

Supports HDD group management.

Supports HDD standby function.

Supports HDD property: redundancy, read-only, read/write (R/W).

Supports HDD quota management; a different capacity can be assigned to each camera channel.

Recording and Playback

Normal and event video encoding parameters.
Multiple recording types: manual, normal, and Event, POS register data and Video Content Analytics triggered recording.
Fight recording time periods with separated recording types.

Supports pre-record and post-record for motion detection recording, and pre-record time for schedule and manual recording.

Alibi™ NVR Firmware V3.4.95 User Manual
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SECTION 1: SYSTEM OVERVIEW

Tag marker insertions, search and playback by tags.

Lock/unlocking video files.

Searching and playing back record files by channel number, recording type, start time, end time, etc.
Motion analysis for the selected area in the video.

Zoom in/out during playback.

Forward/reverse, fast/slow playback.

Forward/reverse multi-channel playback.

Supports pause, skip forward and skip backward during playback.

Synchronous multi-channel video playback.

Manual capture, continuous capture of video images and playback of captured pictures.

Backup

Export video data to USB or SATA device.

Internal HDD clone to eSATA device

Export video clips during playback.

Management and maintenance of backup devices.

Either Normal or Hot Spare working mode is configurable to constitute an N+1 hot spare system.

Alarm and Exception

Configurable arming time of alarm input/output.

Alarm for video loss, motion detection, tampering, abnormal signal, video input/output standard mismatch, illegal login,
netwaork disconnected, IP confliction, record exception, HDD error, and HDD full, etc.

(amera detected VCA alarm reporting

Alarm triggers full screen monitoring, audio alarm, notifying surveillance center, sending email and alarm output.
Automatic restore when system is abnormal.

Other Local Functions

Supports password reset mechanism option.

Operable by mouse and control keyboard.

Three-level user management; administrative user is allowed to create many operating accounts and define their operating
permission, which includes the limit to access any channel.

Internal network switch supports PoE (Power over Ethernet) on all ports for camera network cables up to 100 meters, and
extended PoE on all ports for camera network cables from 100 meters up to 300 meters in length.

Operation, alarm, exceptions and log recording and searching.

Manually triggering and clearing alarms.

Import and export of device configuration information.

2 www.Observint.com



SECTION 1: SYSTEM OVERVIEW

Network Functions

Supports FTP based firmware updating

Supports Alibi-Connect remote connection

IPv6 supported

Supports IPv4, TCP/IP, UDP, HTTP, UPnP, RTSP/RTP/RTCP, SMTP, FTP, DHCP, NTP, DNS, ONVIF, HTTP multipart protocols.
Supports TCP, UDP and RTP for unicast.

Auto/manual port mapping by UPnP™ (enabled by default)

Remote web browser access by HTTPS ensures high security.

Remote reverse playback through the Alibi CMS and remote login.

Support accessing by platform via ONVIF.

Remote search, playback, download, locking and unlocking of the record files, and support downloading files broken transfer
resume.

Remote parameters setup; remote import/export of device parameters.

Remote viewing of the device status, system logs and alarm status.

Remote keyboard operation.

Remote locking and unlocking of control panel and mouse.

Remote HDD formatting and program upgrading.

Remote system restart and shutdown.

RS-485 transparent channel transmission.

Alarm and exception information can be sent to the remote host

Remotely start/stop recording.

Remotely start/stop alarm output.

Remote PTZ control.

Remote JPEG capture.

Virtual host function is provided to get access and manage the IP camera directly.
Two-way audio and voice broadcasting.

Embedded WEB server.

1.0.1 Soft keyboard

One of two on-screen keyboards appears when you click in a field that accepts a entry, such as a password or name or a numerical
value. A third keyboard which includes symbols can also be opened while in the numeric keyboard. The alphanumeric keyboard
is shown in the following picture. Some control keys toggle their function when they are clicked. A numerical keyboard, shown
beneath, appears for numerical entries such as an IP address.

Alibi™ NVR Firmware V3.4.95 User Manual
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A USB keyboard attached to the recorder has limited functionality. It can be useful for entering text and numbers.
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‘ SECTION 2: INITIAL NVR SETUP

SECTION 2
Initial NVR Setup

Use this section to setup the initial configuration of your NVR. Refer to the other sections of this manual for procedures for using the
extensive features of the system.

2.1 Using the setup Wizard

After powering on an Alibi NVR for the first time, the firmware will open the setup Wizard. Use the Wizard to establish the initial
configuration of the NVR for your application and begin recording video data. You can also configure, and change the configuration
of the settings made using the Wizard, using the configuration features of the firmware. This setup Wizard can be disabled for a
subsequent power-on or reboot in the Menu | Configuration screen.

1. After completing the hardware setup procedure detailed in the quick start quide provided for your NVR, power on the NVR.
Normally, an Alibilogo splash screen appears within 2 minutes.

A secondary flash screen may appear showing the status of the HDDs installed in the NVR. A green check mark on the icon
indicates that the associated HDD is operating normally. If you installed new (or un-initialized) HDDs in the chassis before
running the Wizard, those HDDs must be initialized before use. HDD initialization can be performed within the wizard and
within the firmware menu system.

Following the splash screen, a monitor resolution screen may appear. Open the drop down list and select the monitor
resolution you prefer, then click OK. The factory default monitor resolution is 1280 X 720 pixels.

Alibi™ NVR Firmware V3.4.95 User Manual 5



SECTION 2: INITIAL NVR SETUP

2. The Setup Wizard can assist you in making important configuration settings in NVR. Click Next button on the Wizard window
to open the Login window.

3. Theinitial Activation screen requires you to create the NVR administrative (admin) password. Follow the on-screen
instructions provided to create a “Strong” password, and then enter that in the Create New Passw... and Confirm New
Pass .. fields. Click OK to continue.

In previous firmware versions, the NVR was initially configured with the default password. With this version, you must create an
NOTE )
initial password to activate the NVR.

Activation

admin

& e yasgword range [8-16]. You can use a combination of numbers,
special character for your password with at

least teo Kinds of them contained

3. After creating a password, click the Yes button in the Attention screen to export the GUID file. The GUID file is setup
when you created this password; it enables you to recreate a new password if you forget this current password.

Attention

p The device is aclivated. Properly keep your
" password, Expori the GUID file for password

rasslling?

Yes Mo

b. Insert the flash media device where you want to save the GUID file into a USB port on the recorder.

. Navigate to the directory where you want to save the file, and then click Export.

6 www.Observint.com



SECTION 2: INITIAL NVR SETUP

LS8 Flazh Disk 1-1 o | ety = Refresh

Mame Size Type Delele  Play

309 14KB File

4741 51KB Flla
ero jpg 131 60KE Flle

ro1400x1050pg 191.60KE Flle

Mew Folder

d.  Afterthe export completes, click OK to close the Attention window.

Altention

ﬂ GUID file is exporied.

e. Verify that the GUID file is listed on the flash media device.

Reset Password

USHE Flash Disk 1-1 | i Fesiieak:

Mame Size Type Edii Dale Delete  Play
Folder
GUID_802236592_20170... 1288 File
309,14KE File
B epson102: 4741 51KE File

B seacfconero jpg 191.60KE File

B seacfconero1400x1050 jpg

Mewr Folder

f. Click Back to open the setup Wizard.
9. Remove the flash media with the GUID file and save it in a secure location.

4. Inthe next window, click OK to use the Wizard to perform the initial configuration of your recorder.
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SECTION 2: INITIAL NVR SETUP

B Start wizard when device staris?

In the next screen, set the time zone and date format (using the drop down menus), and the date and clock in your recorder
(using the pop-up graphical menus, see below)). Since video data and capture files are timestamped by the recorder, It is very
important that this information be set precisely to produce valuable evidence from your recorder.

Wizard
(GMT-06:00) Central Time(LL.S. & Canada)
MM-DO-Y WYY

01-17-2

Previous

After configuring the date and time, click Next to start the clock at the time entered.

In the Network setup Wizard window, click the field value you want to change, then use the pop-up aid to enter a new value.
By default, the NVR uses DHCP (Dynamic Host Configuration Processor) to acquire compatible (dynamic, changeable) network
settings from a network DHCP server. Generally, it is preferable to setup the NVR with a fixed network settings to assure the
NVR has an unchanging IP address, which is convenient for remote login.

www.Observint.com



SECTION 2: INITIAL NVR SETUP

Wizard

10M/100KY1000M Self-adaptive

Previous

3. Toenable fixed network settings, first, un-check the Enable DHCP box. If a DHCP server is active on your network, the
IPv4 Address, IPv4 Subnet Mask, IPv4 Default Gateway fields will be populated with network settings assigned by the
server. These settings are compatible with your network. If the fields are not populated, they will be blank as shown
above.

b. Enter (or modify, if necessary) the IPv4 Address, IPv4 Subnet Mask, IPv4 Default Gateway fields to settings compatible
with your network using the virtual keyboard. You can also enter a Preferred DNS Server address (optional, ex. 8.8.8.8 and
8.8.4.4 [Google] DNSs). Consult with your network administrator to determine the best network settings for your NVR.

Ifyour IPV4 Address is on subnet 3, change the Internal NIC IPV4 Address subnet to a different number. Otherwise, the Internal NIC

NOTE IP addresses and the IPV4 (LAN) network on which the recorder is installed, may conflict. See the example above.

Alibi™ NVR Firmware V3.4.95 User Manual 9



SECTION 2: INITIAL NVR SETUP

Wizard

100/ 00M/1000M Self-adaplive

G044

192 168 .4 A

Previous

7. Inthe screen above, click Next to open the Alibi-Connect Platform Access setup page. Guiding Vision access can be used for
Alibi Witness 2.0 smartphone app access by creating a direct peer to peer connection. It can also be used to download recorder
firmware updates.

Guarding Vision

Previous

3. Touse this feature, check the Enable box. The Service Terms screen will appear.
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SECTION 2: INITIAL NVR SETUP

Service Terms

@ The Guarding Vision service will require internet access.Please read Service Terms and
Privacy Stalement before enabling the service.

nd Privacy

Cancel

b.  Inthe window above, scan the QR code to open and read the Terms of Service.

¢ Ifyouwill comply with the terms of service, check the box in the top paragraph, and then click OK to return to the Wizard
window.

d.  Checkthe Enable Stream Encryption box to use this option.

Wizard
Guarding Vision

W Custom

“HHEIHHHW

Previous

e. (lickthe Verification Code field, and then enter a personal code. In the example above, the code PDGETT is entered.

Alibi™ NVR Firmware V3.4.95 User Manual 1



SECTION 2: INITIAL NVR SETUP

Guarding Vision

|
PDGETT

Offline(0x1007)

Previous

f. - Open Alibi Witness 2.0 on your smartphone, and then scan the QR code to register this device. For more information
about the Alibi Witness 2.0 smartphone app, refer to documentation available on AfibiSecurity.com/resources.

8. After you configured the Alibi-Connect services, click Next to open the a menu for configuring the network ports you prefer
to use and DDNS (Dynamic Domain Name Server). For more information about these settings, refer to “SECTION 10 Network
Settings” on page 184. If unsure about how to setup ports and DDNS access, click Next to continue.

ord
Mo avallabla URL to visit

Previous

9. The HDD management Wizard window will open. If your NVR is a new NVR shipped with a pre-configured HDD, nothing needs
to be done in this window. If you installed an HDD or replaced the HDD in the NVR, you must initialize it before it can be used.
CAUTION: Initialization erases all information on the disk.
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SECTION 2: INITIAL NVR SETUP

Wizard

ELabel ity Stalus Propery Type Free Space

-

Frevious

3. Toinitialize an HDD, select (check the box for) the HDD you want to initialize, and then click Init.
b, Waituntil the initialization is complete, and then click Next to continue.

10 Inthe next window, click Search button to discover compatible cameras on the LAN to add to the system.

Wizard
IP Addrass Security Amount of C... Device Model Pratocol
@ Active PC OMNVIF
AL-NP1013V... Alibi
ALI-NS3014R  Alibl
IPC CNVIF

@ Active 1 IPC ONVIF

¥

One-touch Activ... Add ¥ Search

M Enable H.265 (For Initial A

Previous

11, Check the select boxes for the cameras you want to add, then click the Add button or One-touch Activate. Click Next to
continue.

12. Inthe next Wizard window, select the kind of recording mode to apply to all cameras added to your recorder, and then click
Yes in the Attention popup window to confirm the selection and close the Wizard. NOTE: You can adjust the recording
mode of individual cameras through other features of the firmware.
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Altention

€ start all-day mation detaction recording of all

" channels?

Yes Mo

Previous

2.2 Access the Menu system

After the initial setup of your NVR using the Wizard, the Menus interface enables you to refine your configuration settings and
expand the functionality of the system. To use most menus, the user must log into the NVR system, either locally or remotely, with
administrative privileges.

To open the Menu system from the Live View screen, right click anywhere in the screen, then select Menu.

Menu b,

Single Screen

R >

Multi-screen
Previous Screen
Next Screen

Start Auto-switch

Start Recording »
Add IP Camera
Playback

+ PTZ Control
Output Mode

Aux Monitor

IfID Authentication is not disabled (see the Menu | Configuration | General settings), a login window will open. In the Login
window, select a User Name with administrative privileges, enter its password, then click OK. NOTE: A window of Menu icons will
open.
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Playback

Record

WCA S

earch Manual

Maintenance

2.3 Customize camera configurations

Shutdown

The Camera menu lists all cameras configured in the NVR, and shows the channel, name, timestamp, etc. of each. Using this menu,

you can assign names to each camera for easy recognition, select areas for motion detection and privacy blocking, and configure
alarm features (if supported by the camera). To customize the configuration settings of each camera, do the following:

1.

&

o

x

Open the Camera menu: right click anywhere on the Live View desktop, then click Menu | Camera.

IP Camera

IP Camera Import/Export

Camera Managemeni

M Shew Password of IP Camera

M Camer...
Image [ ]

mD2
PTZ

Mofion

@ Privacy Mask

*

Vides Tampering

[ Video Loss

® VCA

Add/Delete Stalus Security

*

Nf;ﬂ
NFA
A
A
MNIA
MNA

NIA

'y
'y
'y
Y
'y
'y
'y
r Y

One-tauch Activ...

Mel Receive idie Bandwidth: 155Mbps

FoE Informaticn

IF Camera Addr... Edit

192.168.4.7
19
192.168.4.9

192.166.4.10

Upgrade Delele

- - - - B - - ]

Lipgr... Camera Name

IPCamera 02
IPCamera 03
IPCamera 04
IPCamera 0%
IPCamara 06
IPCamera 07
IPCamera D&

amera 03

Rebool

Proto

Alibl
Alibi
Allb]
Alibi
Allb|
Alibi

Alibi
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2.3.1 Camera OSD setup
You can configure the 0SD (On-Screen Display) settings for the camera, including date, time, day of week, camera name, etc.

1. Click OSD in the left frame to open the OSD submenu.

Camera Management

- Camers OSD Configuration

2 [D1] IPCamera 01
!2? aso 2
a Name IPCamera 01
& Image
S PTZ

% Motion T
MM-DD-YYYY

@ Privacy Mask | ks 3 24-holr

Mon-Transparent & Mol Flashing
¥ Video Tampering

@ Video Loss

f* VCA

In the Camera field drop down list, select the camera you want to configure. In the example shown, [D1]IPCamera 01 is
selected.

2. Checkor un-check the boxes to display the Name and Date. Also, edit the name in the Camera Name field, and select the
date and time options you prefer.

Cameras you manage with the NVR may be setup internally to show on-screen information, such as name and timestamp. To

NOTE ) X ) )
0 change these settings, you must reconfigure the camera directly; the NVR cannot change these internal settings.

3. Drag the both the yellow box for the camera name and the red box for the timestamp data to positions in the window that will
not obscure important information.

4. (hange the date and time format, and the Display Mode if needed using the drop down menus.
5. (lick Apply to save your settings for this camera.

6. Repeat sub-steps 2 through 5 above for each camera managed by the NVR.

2.3.2 Camera Image setup

1. Click Image in the left frame to open the Image submenu.
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Camera Management

Image Seltings

= Camera

[D1] IPCamera 01
¥ 0sD

|

B PTZ

Custom

% Meotien

@ Privacy Mask

# Wideo Tampering

[ Video Loss

# Live View

2. Inthe Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 is
selected.

3. Dragthe Brightness, Contrast, Saturation and Hue adjustment markers left or right to perfect the image from the
camera. For some adjustments, you can click the up ( & )or down ( w )icons near the adjustment value (on the right side) to
incrementally change the value of those adjustment.

4. (lick Apply to save your settings for this camera.
5. Repeat sub-steps 2 through 4 above for each camera managed by the NVR, if needed.

2.3.3 Camera PTZ setup

This option is available only for cameras that support PTZ. See “SECTION 5 PTZ Controls” on page 52 for more information.
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Camera Management

Camera

[D2] Camera 01
¥ 05D

& Image

5 Madion

B Privacy Mesk
# Vidao Tampering
* LAl ] r*,r+|+ Zoom -
4 v | # Focus -
@ Video Lozs .c .
* a| s+ ws =

# Live View

PTZ Parameler ...

2.3.4 Camera Motion detection setup

Follow the steps to set the motion detection parameters. In the Live view mode, when a motion detection event takes place, the
NVR can analyze it and do many actions to handle it. Enabling the motion detection function can trigger certain channels to start
recording, or trigger full screen monitoring, audio warning, notify the surveillance center, etc. To setup motion detection fora
camera, do the following:

1. (lick Motion in the left frame to open the Motion submenu.

T el
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2. Inthe Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 is
selected.

3. (Checkor un-check the box to Enable Motion Detection. If you checked the box, the grid shown over the video image is the
area where motion will be detected. To change this area, do the following:

Defining a specific area where you want to detect for motion is more efficient for the NVR than searching for motion anywhere in
the image.

NOTE

3. (lick Clear to erase the grid.

b. Drag the mouse pointer across a rectangular area of the video image where you want to detect for motion. The area you
select will be surrounded by a colored frame. When you release the mouse button, a grid will appear in that area.

. (lick Apply to save your settings.

d.  Adjust the Sensitivity slider as needed to detect the motion of objects moving through the zones. When motion is
detected in a segment of the grid, the segment is filled with red.

Test your settings during broad conditions to ensure that motion in the field of view triggers an action. You may need to return to

NOTE ) ) L e .
o this menu later to adjust the Sensitivity slider to ensure it is working adequately.

e. (lick Apply again to save your settings.
4. Click the Action icon. In the Trigger Channel tab:

Trigger Channel  Arming Schedule  Linkage Acl

WP Camara - [a}] mD2 | [ok} D4 WDs5 [ _I=]3
WD7 ] ED3 EDi0 HEDi1 WDz
HD13 HD4 EDi5 HD16

3. Select the other channels that should trigger recording on this channel, then click Apply to save your settings.

b. Click the Arming Schedule tab. In this tab you can define up to eight periods for each day. Periods must not overlap.
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Seltings

Trigger Channel  Armir hedule  Linkage Action

Mon

00:00-24:00
00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00

00;00-00:00

e & 0 o 0 ® O @

00:00-00:00

Copy Apply oK Cancel

¢ Clickthe down arrow in the Mon field (see above) to setup the schedule for a different day, and/or click Copy to copy the
Arming Schedule you setup in the window to other days of the week. Click OK to confirm your selections.

Cancel

d.  Inthe Arming Schedule menu, click lick Apply to save the settings.

e.  (lickthe Action tab. In this tab you can cause certain actions to occur when motion triggered recording occurs.
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Trigger Channel  Armi

W Full Screen Monitaring
W Audible Warning

M Molify Surveillance Center

B Trigger Alarm Output

Cancel

f. Selectthe actions you want to occur, then click Apply to save your settings, and OK to return to the Motion menu. The
Notify Surveillance Center and Send Email options require additional network settings.

5. Inthe Motion menu, click Apply to save your settings for this camera.

6. Repeat sub-steps 2 through 5 above for each camera managed by the NVR, if necessary.

2.3.5 Camera Privacy Mask setup

1. Click Privacy Mask in the left frame to open the Privacy Mask submenu.
Camera Management

Camera
[D1] IPCamera 01
¥ 0SD

& Image
Clear All
& PTZ
— [ Clear Zone 1

% Mation = i | Clear Zone 2

Clear Zone 3

s Privacy Mask

Clear Zone 4
% Video Tampering

@ Video Loss

I VCA

 Live View
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2. Inthe Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 is
selected.

3. (Checkor un-check the box to Enable Privacy Mask. If you checked the box, drag a rectangle across the area of the video that
you want to block. In the video image above, the area over the window was blocked.

4. You can create up to four privacy zones for each camera. Use the “clear” buttons to remove zones you created.
5. Click Apply to save your settings for this camera.
6. Repeat sub-steps 2 through 5 above for each camera managed by the NVR, if needed.

2.3.6 Camera Video Tampering setup

A Video Tampering alarm is created when the lens (an area of the image) is covered. The alarm can cause the NVR to initiate several
actions.

1. Click Video Tampering in the left frame to open the Video Tamper Detection Settings submenu.

Camera Management

% Image
T PTZ

4 Moation

B Privacy Mask

@ Video Loss

* VCA

* Live View

2. Inthe Camera field drop down list, select the camera you want to configure. In the example above, [D1]IPCamera 01 is
selected.

3. Checkor un-check the box to Enable Video Tampering Detection. If you checked the box, drag a rectangle across the area
of the video that you want to monitor.

4. (lick the Action icon. In the Arming Schedule tab:
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Setlings

Arming Schedule  Linkage Aclion

Mon

00:00-24:00

I

®© © © 6 0 6 o

00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00

00:00-00:00

Copy Cancel

3. Inthe Arming Schedule tab you can define up to eight periods for each day. Periods must not overlap.

b. Click the down arrow in the Mon field (see above) to setup the schedule for a different day, and/or click Copy to copy the
Arming Schedule you setup in the window to other days of the week.

¢ Click Apply to save the settings.

d.  Click the Linkage Action tab. In this tab you can cause certain actions to occur when tampering occurs.

Eetlings
Arming Schedule  Linkage Action
W Full Screen Monitoring
M Audible Warning
W Notlify Survelllance Cenler

M Send Email

M Trigger Alarm Gutput

Cancel

e. Select the actions you want to occur, then click Apply to save your settings, and OK to return to the Tamper-proof
menu. The Send Email option require additional network settings. See “SECTION 9 Managing User Accounts” on page
177 for more information.

f. Inthe Tamper-proof menu, click Apply to save your settings for this camera.

9. Repeat sub-steps 2 through 4 above for each camera managed by the NVR, if necessary.
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Test your settings during broad conditions to ensure that your tamper-proof settings trigger an action. You may need to return to

NOTE } ) I B
o this menu later to adjust the Sensitivity slider to ensure the feature is working properly.

2.3.7 Camera Video Loss setup

1. Click Video Loss in the left frame to open the Video loss submenu.

Camera Management

- Vi o Loss
Camera b

[D1] IPCamera 01

osD
% Image
PTZ
. Mation
Privacy Mask
Video Tampering

& VCA

2. Inthe Camera field drop down list, select the camera you want to configure. In the example shown, IP Camera 1 s selected.
3. Checkor un-check the box to Enable Video Loss. If you checked the box, do the following:

a.  (lick the Action icon.

Setlings

Arming Schedule  Linkage Aclion

Mon

00:00-24:00

I

®© © © 6 0 6 o

00:00-00:00

00:00-00:00

00:00-00:00

00:00-00:00

00:00-00:00

00:00-00:00

Copy F i Cancel
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b. Inthe Arming Schedule tab you can define up to eight periods for each day. Periods must not overlap.

¢ Clickthe down arrow in the Mon field (see above) to setup the schedule for a different day, and/or click Copy to copy the
Arming Schedule you setup in the window to other days of the week.

d.  Click Apply to save the settings.

e.  (lick the Linkage Action tab. In this tab you can cause certain actions to occur when video loss occurs.

Arming Schadula Linkage Actlon

W Full Screen Moni

M Audible Warming

B Nolify Survelilance Cenler
M Send Email

M Trigger Alarm Qutput

Setlings

Cancel

f. Selectthe actions you want to occur, then click Apply to save your settings, and OK to return to the Video Loss menu.
The Notify Surveillance Center and Send Email options require additional network settings.

4. Inthe Video Loss menu, click Apply to save your settings for this camera.

5. Repeat sub-steps 2 through 4 above for each camera managed by the NVR, if necessary.

2.3.8 VCA

The VCA (Video Content Analysis) features of the NVR are used to configure the VCA features in the camera. The NVR can then
retrieve VCA event information from the camera for triggering recording, reporting, generating alerts, etc. The NVR can only
configure those VICA features supported by the camera; all VCA features are not supported by all cameras. VCA features supported
of the camera can also be configured through remote login to the camera, where available. The recorders support the following VCA

features:
Face Detection Region Entrance Detection Object Removal Detection Sudden Scene Change
Line Crossing Detection Region Exiting Detection Audio Exception Detection PIR alarm

Intrusion Detection

Unattended Baggage Detection

Defocus Detection

For more information about configuring VCA features, refer to “SECTION 6 VCA Features” on page 63.
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2.4 Adding cameras manually

[P cameras can connect to the NVR either through the 4-, 8-, or 16-port integrated Ethernet switch on the back panel of the NVR, or
through the LAN the NVR is connected to. IP cameras connected to the IP ports on the NVR back panel are automatically added to
the system by the NVR. Cameras that exist on the LAN can be added manually through the NVR startup Wizard or Camera menus.

The number of cameras connected to the ports on the back of the NVR plus the number of cameras on the LAN added to the NVR
cannot exceed the camera limit of the NVR. For example, the ALI-NVR5232P NVR can monitor up to 32 cameras, 16 attached to the
internal PoE network switch, and 16 accessible across the network.

NOTE  roralists IP cameras compatible with your NVR, refer to: "APPENDIX B NVR Compatible Cameras” on page 248.

Use the following guidelines to add a camera that was discovered on the LAN to the NVR. In the example below, an Alibi camera
discovered on the LAN at IP address 192.168.4.3 will be added to NVR channel D2.

1. Open the Camera Management menu. Go to Main menu | Camera.

Camera Management
IP Camera Impor it PoE Information
o Password of IP Camera
AddDelele Status Sacurity IP Camera Addr... Edit Upgr... Camera Mame Protoc, ~

L NA Aa L] ¥ Camera 01 Alibi

|

Camera 01 Alibl

|

IPCamera 03 Alibi

4 Motion

. |

IPCamera 04 Alibl

INAA

b |

IPCamera 05 Alibi
B Privacy Mask

NA

|

IPCamera 06 Alibl

+ Video Tampering NA

b |

IPCamera 07 Alibi

NFA

- |

[@ Video Loss IPCamera 08 Alibi

r'y
'
r's
s
r's
s
r's
Fs

b |

NIA IPCamera 09 Alibl
F VCA | | | >

Refresh One-touch Activ. . Upgrade Delete One-touch Adding  Custom Adding

Live View : 147M Rebool

2. (lickon a camera channel where no camera is assigned. To determine if any camera is assigned to a channel, click on the icon
in the Status column to check the channel status. In the example above, cameras in the list shown above with the yellow alert
triangle in the Status column are not to any channel.

3. Forthe example shown above, click on the icon in the Edit column for channel D2. The Edit IP Camera menu will open.
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Carmera Management

IP Camera  |P Camera import/Export  PoE Information

Edit IP Camera
0sD
Dz Mame  Protoc &

Image Plug-and-Play Alibi
PTZ
Alibi
. Motion Viar 0 nera Ali
Alibi
@ Privacy Mask
Alisl
& Video Tampering e admi era 07 Alibi
Alibi
@ Video Loss
Aliil

Prelocol ing Custom Adding

Live View Met Receive Idie Bandwidth: 147Mbps Reboot

Configure the Edit menu as follows to add the camera at IP addresses 192.168.4.3:

3. Inthe Adding Method line, open the drop down list, and then select Manual.
b. Clickin the Camera IP Address field, and then enter the IP address of the camera to change: 192.168.4.33.

. OntheProtocol line, open the drop down list and then select the protocol of the camera shown in the channel table for
this camera: Alibi. In the window, the User Name for the camera will change to admin.

d. Clickthe entry field on the Admin Password line, and then enter the camera password for user admin.

e. (lick OK to save your settings. The camera list will be updated to show the camera you added.
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Camera Management

Camera IF Camera IF Camera Import/Export PoE Information

M Show Password of IP Camera
osD

W Camer... AddDelete Stalus Security IP Camera Addr... Edit  Upgr... Camera Name Protoc ~
Image ECi = ® A 3 ] £ Camera 01 Alibl

WDz -

A

m

Camera 01 Alibi
B PTZ
D3 -

m

IPCamera 03 Allot
5 Motion

m

IPCamera 04 Alibi

E]

- IPCamara 05 Alibl
@ Privacy Mask

Alibi
¥ Video Tampering

- |

IPCamera 07 Alibi

|

[ Video Loss IPCamera 08 Alibl

L N N S
]

192.168.4.10 IPCamera 0% Alibi
| | | >

- |

Omne-touch Activ, .. Upgrade One-louch Adding  Cuslom Adding

Live View Mel Receiva idia Bandwidth: 147Mbps Reboot

f. Verify that the camera status and security are normal for the camera. In the Status column, the blue circle with the
“play” icon is normal. However, (for Alibi cameras only) the Security column indicates a Risk Pa... status, meaning that
the password has very low security. For Camera channel D3 shown above, click the icon in the Security column to open
the Advanced Set menu and change the password to one that is secure.

4. Forthe camera you added, click the “play” icon in the Status column to view live video from the camera. Adjust the direction
pan, tilt and horizon of the camera if needed.

Live View

i3

&

5. Repeat steps 2 through 4 above to add additional cameras.

2.4.1 Configuring customized protocols
Protocols in the Edit IP Camera window include 16 editable Custom protocols. (Custom Protocol 1— Custom Protocol 16). It may

be necessary (although unusual) to edit a protocol for a camera you are using. You must create the custom protocol before you
configure the camera to use it. To create a Custom protocol:
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1.

2,

3.

4,

Open the Edit IP Camera menu for the camera by clicking the icon in the Edit column. In the example below, the camera at
P address 192.168.4.2 was selected.

Camera Management

|IF Camera  |P Camera Import/Export  PoE Information

Edit IP Camera
o) raMame  Prolog ~
% Image q 1 Plug-and-Play
! ra Allbi
PTZ
Alibi
. Metion Port Allbd
Alibi
B Privacy Mask
Alibi
+ Video Tampering ¥ m ara 07 Adibi
@ Video Loss nera 08 Alibi
era 09 Alibi

Protocol =l Cancel ing  Custom Adding

@ [dle Bandwid 7 Reboot

(lick the Protocol button at the bottom of the window.
Protocol Management
Custom Protocol 1
Custom 1
Main Stream Sub-Stream
-]
RTSP

Edit the Protocol Management window as needed. In the window shown above, Custom Protocol 1 was selected from
the drop-down list. Refer to the camera manufacturer for the best options to choose here.

(lick Apply, and then OK to save the changes you made to the custom protocol.
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Edit IP Camera

D1

Manual

5. Openthe Protocol drop down list and select one of the unused custom protocols (Custom 1). See above.

6.  Click the User Name field, and then enter an administrative User Name for the camera.

Edit IP Camera

192.168.4 18

Custom 1

1]2]3]|a]|s]|6j7|8]jojo]
qwa!t'yulop.

Cancel

7. Similarly, enter the Password for the User name in the field below.
8. Click OK to save the settings.

The NVR will now use the Custom 1 protocol for the camera you configured.

2.5 Checking HDD status

Check the status of the HDD installed in the NVR to assure it s functioning normally.

1. Open the HDD Information display. Go to Menu | HDD | General.
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= General M HDD Information

MLabel Capacity Property Free Space  Gro..Edit Delete

#: Advanced

1863.02GB

16849.00GE

 Live View

2. Check the status of the HDD. If the status is:

— Normal or Sleeping - The HDD is working normally.

— Uninitialized or Abnormal - Initialize the HDD before continuing. Check the select box of the HDD to initialize, then
click the Init button at the bottom of the screen.

— Failed - If the HDD failed during or after initialization, replace the HDD.

3. Ifyouinstalled a new HDD in your NVR chassis, select the HDD in the window then click Init to initialize it for use. Allow the
initialization procedure to complete before continuing.

2.5.1 Additional HDD features

NVR storage (HDDs) is highly configurable. You can simply save data to the internal HDD(s) in the chassis, or add network based NAS
or IP SAN devices to the system and save recordings and other data there. You can also define where data for each camera or groups
of cameras is saved, and have 16 different storage groups. Before an HDD is used by the NVR, it must be initialized by the recorder.
Preconfigured HDD(s) are already initialized.

Ifyou add an internal HDD to the recorder, or replace an HDD in the recorder, it must be initialized before it can be used. See “12.1
Initializing HDDs" on page 216 for more information.

IfHDD storage problems occur, the recorder includes several maintenance features to check the integrity of the storage. See “12.4
HDD Maintenance” on page 225 for more information.
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2.6 Configuring Exception Alarms

The NVR monitors for and responds to certain system-related alarm conditions (exception alarms). Monitoring for and response to
these exceptions are configurable.

Exception alarm conditions include:

HDD Full: The HDD is full.

HDD Error: Writing HDD error or unformatted HOD.

Network Disconnected: Disconnected network cable.

IP Conflicted: Duplicated IP address.

Illegal Login: Incorrect user ID or password.

Record Exception: No space exists for saving recorded files.

PoE Power Overload: PoE power consumption of the cameras connected to the internal Ethernet switch exceeds the
maximum PoE power.

Responses to exception alarms include:

Audible Warning: Trigger an audible beep when an alarm is detected.
Send Email: Send an email with alarm information to a user or users when an alarm is detected.
Trigger Alarm Output: Trigger an alarm output when exception is detected.

To configure exception alarms:

1. Open the Exception menu. Go to Menu | Configuration | Exceptions.

Configuration

# General Exceplion

-

A Alarm on Ty HOD Full 3 7

o Metwork

- Live View

& User

o POS Record/Caplure Exception

2. Onthe Exception Type line, open the drop down list and select the exception condition you want to configure. If you select
All, all exception conditions will be treated the way you configure the response.

3. Select the response options you want to use.
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4. (lick Apply to save your settings.

5. Repeat these steps for other Exception Types you want to configure.

2.7 Setting sensor alarms

Use this subsection to configure how the NVR reacts to sensor alarms wired to the camera alarm in/out terminations. Alarm inputs
can be normally open (N.0.), or normally closed (N.C.).

1. Open the Alarm Input menu. Go to Menu | Configuration | Alarm | Alarm Input tab.

Configuration

Alarm Status  Alarm Input  Alarm Culput

i General
182166 4 16:6000=-1

& Metwork

2 Alarm

# R

< Live View

A Exceplions

2. Open the Alarm Input No. drop down list and select the alarm input you want to configure. In the example above, a camera
connected to the internal switch at 192.168.4.18 (D2) is selected.

Configuration

aral Alarm Stalus  Alarm Input  Alarm Qutput

o Mebwork

LAERE

AR Local<-&

Local=-9
FaLBNIOW Local<-10

Local=-11

Local=-12

Local=-13

Local<-14

Local=-15

Local<-16

192.168.4.18:8000=-1

192,168 4 3:8000=-1

# Live View
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3. Open the Type drop down list and select the active state of the alarm. Choose either N.0. for normally open, N.C. for normally
closed.

4. (Check either the Enable box to enable the alarm., or the Enable One-key Disarming box to arm and disarm the unit by
holding down the ESCkey.

5. Click Action icon to open the alarm response actions menus.

6. Select the Trigger Channel tab, if not selected. Select one or more camera channels which will start to record/capture or
expand to full-screen monitoring when the external alarm is active.

Trigger Channel  Arming Schedule Linkage Actien  PTZ Linking

HIFP Camera HD1 HD3 | =% WD WDs
Wo7 WD3 EmDpioc MWD11 EDi2
HED13 HED14 HD15 ED16

Cancel

7. Click Apply to save the settings.

8. Click the Arming Schedule tab. In this tab you can define up to eight periods for each day. Periods must not overlap.
fings
Trigger Channel  Armin wedule  Linkage Acllion  PTZ Linking
Mon

00:00-24:00

o o o o o o o

00:00-00:00

00:00-00:00

00:00-00:00

00:00-00:00

00:00-00:00

00:00-00:00

Copy

9. Clickthe down arrow in the Mon field (see above) to setup the schedule for a different day, and/or click Copy to copy the
Arming Schedule you setup in the window to other days of the week.

10. Click Apply to save the settings.
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11. Select the Linkage Action tab to set up alarm response actions of the alarm input.

s

Trigger Channel  Arming Schedule Linkage Action  PTZ Linking

W Full Scraen Monitaring

W Audible Warning

B Trigger Alarm Culpul

12. Inthe Linkage Action menu, select the actions you want to occur when the alarm is active, then click Apply to save the
settings. If PTZ cameras are not installed on your system, click OK to return to the Alarm Input menu.

13. IfPTZ cameras are installed on your system, select the PTZ Linking tab to set up alarm response actions of PTZ cameras.

Trigger Channel  Arming Schedule  Linkage

[D1] IPCamera 01

Cancel

Verify that your PTZ or speed dome camera supports P1Z linkage before making these settings.

NOTE g .
One alarm input can trigger presets, patrols or patterns on more than one channel.

14. Select the preferred options in the PTZ Linking menu, then click Apply.
15. Click OK to return to the Alarm Input menu.

16. Repeat steps 3 - 15 above to configure additional alarm inputs connected to your NVR, if necessary. You can also copy an the
alarm input setup you saved to other alarm inputs. To do so:

3. (lick the Copy button at the bottom of the Alarm Input menu.
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Configuration
# General Alarm Status  Alarm Input  Alarm Output
Copy Alarm Input fo
& Mebwork
WAlarm Input No. Alarm Mame

MLocal

< Live View MLocal=-4

MLocal=-5
& Exceplions

MLocal<6
 Liser MLocal=-7

MLocal<-6
T POS

Cancel

# Live View

b. Check the boxes for the alarm inputs you want to copy the configuration to.

. Click OK to save your settings.

2.8 Setting alarm response actions

Alarm response actions is activated when an alarm or exception occurs, including Event Hint Display, Full Screen Monitoring,
Audible Warning (buzzer), Notify Surveillance Center, Upload Picture to FTP, Trigger Alarm Output and Send Email.

Event Hint Display

When an event or exception happens, a hint can be displayed on the lower-left corner of live view image. And you can click the hint
icon to check the details. The event to be displayed is configurable.

1. Open the Exceptions menu. Go to Menu | Configuration | Exceptions.
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Configuration

& General

<]
& MNetwork

®

A Alarm HDD Full

o Live \iew

& Llser

2. (heck the Enable Event Hint box. See above.

3. Click the E icon to set the type of event to be displayed on the image.

Event Hint Settings

[“HODF
EIHDD Error
ElNetwark Disconnected

EIP Conflicted

Elllegal Login

Bvideo Signal Loss
EAlarm Input Triggered
ElVideo Tamper Detected

FkAntinn Datactinn

4. Select the type of event you want to be displayed on the image.

5. Click 0K to save your settings.

Full Screen Monitoring

When an alarm is triggered, the local monitor (VGA or HDMI) the video image from the alarming channel configured for full screen

monitoring is displayed.

If alarms are triggered simultaneously in several channels, their full-screen images will be switched at an interval of 10 seconds
(default dwell time). A different dwell time can be set by going to Menu | Configuration | Live View and then changing the

Full Screen Monitoring Dwell Time setting.
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Configuration

View Channel-Zero Encoding

#t General
HDMI

& Metwork
44

& Alarm 3l T Mo Switch

& R

& Exceplions

& User

Auto-switch will terminate when the alarm condition ends. The NVR will revert to the Live View interface.

NOTE  Youmust select the channel(s) you want to display with full screen monitoring in the “Trigger Channel” settings menu.

Audible Warning

Trigger an audible beep when an alarm is detected.

Email Linkage

Send an email with alarm information to a user or users when an alarm is detected. The Email networking feature must be
configured for email to be sent.

Trigger Alarm Qutput

Trigger an alarm output when an alarm is triggered.

1. Open the Alarm Output menu. Go to Menu | Configuration | Alarm | Alarm Output.
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Configuration

Alarm Stalus  Alarm input  Alarm Outpuat

192.168.4.18:8000-51

2. Openthe Alarm Output No. drop down list, and then select the alarm output you want to configure.

Configuration
General Alarm Stalus  Alarm Inpul  Alarm Qutput

ut Mo Locak>1
& Nehwork

o Live View

& Exceptions

3. Selectan alarm output, set alarm name, then specify a dwell time.

4. (lickthe Actionicon ( )to open the Schedule menu.
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Settings

Arming Schedule

Mon

00:00-24.00

® © © 6 & & o

00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00

00:00-00:00

Copy y { Cancel

5. Inthe Arming Schedule, you can define up to eight periods for each day. Periods must not overlap.

6. Clickthe down arrow in the Mon field (see above) to setup the schedule for a different day, and/or click Copy to copy the
Arming Schedule you setup in the window to other days of the week.

7. Click Apply to save the settings, then click OK to return to the Alarm Output menu.

8. Repeat steps 3 - 7 above to configure additional alarm outputs connected to your NVR, if necessary. You can also copy an the
alarm input setup you saved to other alarm inputs:

3. (lickthe Copy button at the bottom of the Alarm Input menu.
Copy Alarm Culput to

WAlarm Output No. Alarm Name
__Eccal

b. Check the boxes for the alarm outputs you want to copy the configuration to.

¢. Click OK to save your settings.
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SECTION 3
Startup, Shutdown, Reboot

After the NVR and cameras are installed, the NVR system must be configured to function in the surveillance mode(s) that best serve
your needs. This chapter includes the essential steps to get your system running, including configuring the NVR date and time, and
setting up the LAN interface, cameras and recording modes. Advanced features, including remote access, video export, adding user
names and setting user permissions, etc. are described in later sections of this manual.

3.1 Starting Up, Shutting Down and Rebooting the NVR

3.1.1 Startup
Proper startup and shutdown procedures are essential for getting the most out of your NVR. To startup:

1. Check the power cable is plugged into a standard electrical outlet. It is HIGHLY recommended that an Uninterruptible Power
supply (UPS) be used in conjunction with the device.

2. Rock the POWER switch on the back panel to the on (“I") position. The Power indicator LED on the front panel should turn
green indicating that the unit is powered on.

3. Afterstartup, the Power indicator LED remains green. A splash screen will appear on the monitor.

3.1.2 Shutdown
To shut down the NVR:

1. Right click anywhere on the desktop to open the pop-up window, then select Menu.

# Menu b
Single Screen
*  Multi-screen
Previous Screen
Next Screen
Start Auto-switch

Start Recording »
Add IP Camera
Playback

+ PTZ Control
Output Mode

Aux Monitor
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2. IfaLogin window opens, select a User Name with administrative privileges, enter the appropriate Password, then click OK.

3. Inthe Menu window, click the Shutdown icon, then click Shutdown in the pop-up window.

Playback

a ] k>

-
Logout Shuldu‘:'m Reboot

Record Shutdown

® shutdown, reboot and logout

4. (lick Yes in the Attention window.

5. When the message Please power off! appears, or three minutes have lapsed,rock the power switch on the back panel to the
off ("0") position.

3.1.3 Rebooting the NVR

In the Shutdown menu, you can also reboot the NVR.

1. Open the Shutdown menu by clicking Menu | Shutdown.
2. Inthe Menu window, click the Shutdown icon, then click Reboot in the pop-up window.
3. (lick Yesin the Attention window.

Shutdown

Logout Shutdown Reboot

Cancel
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SECTION 4
Live View Interface

The Live View interface is the primary camera viewing and monitoring mode. It can be configured to present video from the
cameras configured in the system singularly or in multi mode, or using a “patrol” feature wherein video from each of a select group
of cameras is displayed sinqularly and sequentially, with each camera view shown for a preset duration (dwell). The Live View
screen can be configured to display up to 36 channels at the same time with options to display 1, 4, 6, 8 or more (depending on the
NVR capacity) camera channels concurrently, or playback recorded video.

TPCame FHoG™

Live View 2 * 2 multi-screen display

Each camera channel displayed on the Live View screen may contain one, two, or no status icons in the upper-right corner of the
viewing frame.

The recorder can support up to two monitors ifit provides both VGA and HDMI video out ports.
4.1 Setting monitor resolution

The recorder supports VGA monitor resolutions up to 1080p (1920 x 1080 pixels), and HDMI resolutions up to 4K (3840 x 2160
pixels). To set the monitor resolution, open the Menu | Configuration | General display.
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-

& Metwork

o Live View
Exceplions

User

Live View

Configuration

Use the screen above to select the resolution for the VGA and HDMI monitors you are using, and then click the Apply button at the

bottom of the screen.

4.2 Dual monitor support - Main and Aux monitors

If the recorder supports two monitors (HDOMI [default or Auto] and VGA), you can configure either to be the “Menu Output Mode”
monitor with the other being the “Aux” monitor (see"4.2.1 Setting Menu Output Mode” on page 45). The pop-up menu on the
Main monitor can be used to configure the recorder, control the number of Live View channels, playback video and control PTZ
cameras. The pop-up menu on the Aux monitor can only be used to control the number of Live View channels, playback video and
control PTZ cameras. From the Main monitor, you can switch control (mouse pointer and menus) to the Aux monitor screen, and
vice-versa. The Live View pop-up menus for the Main monitor and Aux monitor are shown below.

Menu
Single Screen

#  Multi-screen
Previous Screen
Next Screen
Start Aulo-switch
Start Recording
Add IP Camera
Playback

> PTZ Conlrol

¢ Output Mode

A= Aux Monilor

Singl:

¢ Multi-screen

Previous Screen

- PTZ Control

¢ Cutput Mode

Pop-up menus for the Main monitor (left) and Aux monitor (right)
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(licking one of the items listed produces the result described below.

4.2.1

Menu: Opens the configuration menu window. See “SECTION 7 Record, Playback and Video Backup” on page 112.
Single Screen: showing only one camera channel on the monitor. Open the drop-down list to select the camera
channel you want to view.

Multi-screen: opens a submenu where you can choose from several multi-channel screen configurations, including
2*2,1+5,1+47 3 *3.etc. Options depend on the channel capacity of the recorder.

Previous screen: Move to the screen displayed previously.

Next screen: Move to the screen displayed after the current one.

Start Auto-switch: the screen is automatically switched from one camera channel to the next. You must set the dwell
time before enabling auto-switch. Go to Menu | Configuration | Live View | Dwell Time.

Start Recording: Select Normal Record and Motion Detection record from the drop-down list.

Add IP Camera: Opens the IP Camera Management menu to add a camera to the system. See “2.4 Adding cameras
manually” on page 26 for usage of this display.

IP Camera Management
WCamer... Add/Delele Status Security IP Camera Addr... Edil  Upg nera Mame  Proloc ~

= = TR "

]
L. |

Camera 01 Alibl

o

IPCamera 03 Alibi

- ]

IPCamera 04 Alibi

|

IPCamera 05 Alibi

IPCamera 06 Alibi

- |

IFCamera 07 Alibl

o

IPCamera 08 Alibi

192.168.4.10

]

A&
ry
A
s E
r's
r s
s

IPCamera 02 Alibi

Refresh Cne-touch Activ... Upgrade Delete One-touch Adding  Custom Adding

Net Recelve ldle Bandwidih: 147Mbps

Playback: Opens a playback menu where you can playback video recorded at a specific time of the day.

PTZ Control: The Live View window for the channel expands to full screen and opens the PTZ control menu.
Output Mode: Opens a menu where you can select the output mode to Standard, Bright, Gentle or Vivid.
Aux/Main Monitor: Switches menus to other monitor in dual monitor mode.

Setting Menu Output Mode

The Menu Output Mode is configured with the Menu | Configuration | More Settings display.
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Configuration

seneral DST Seitings  More Settings

Metwork Video Recorder

% Network

& Alarm

& RS-232

< Live View

& Exceptions

Menu Output Mode provides three options:

Auto: Main monitor mode is assigned to either the HDMI video output port or the VGA video output port. If monitors are
attached to both ports, the HDMI port is the Main monitor. If only one monitor (HDMI or VGA) is attached to the recorder, that

monitor is assigned the main monitor.

HDMI: The HDMI port is always assigned as the Main monitor. The mouse pointer and menu control can be switched to the
Aux monitor. If no monitor is attached to the HDMI port, there is no visible mouse or menu control of the system.

VGA: The VGA port is always assigned as the Main monitor. The mouse pointer and menu control can be switched to the Main
monitor. If no monitor is attached to the VGA port, there is no visible mouse or menu control of the system.

When changing from one Menu Output Mode to another, the recorder must be rebooted.

The behavior of Main and Aux modes is shown in the table below.

Main Output Mode HDMI monitor VGA monitor Notes

AUTO Main Aux

HDMI Main Aux

VGA Aux Main

AUTO Main Disconnected

AUTO Disconnected Main

HDMI Disconnected On No mouse or menu control on VGA monitor
VGA On Disconnected No mouse or menu control on HDMI monitor

When menus are switched to the Aux monitor, nothing can be performed on the Main monitor and vice-versa.

4.3 LiveView settings

Live View settings can be customized according to differing needs. You can configure the screen frame split, placement of camera
channels on the screen, dwell time for screen to be shown, mute or turning on the audio, the screen number for each channel, etc.
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1.

3.

Open the Live View Settings menu. Go to Menu | Configuration | Live View

Configuration

View Channel-Zero Encoding

4 General
HDMI

& Metwork
474

A Alarm | Mo Swilch

HOmMI

& Exceptions e 10s

Adjust the settings in the screen as needed:

— Video Output Interface: Designates the output to configure the settings for. Option includes only VGA/HDMI.

—  Live View Mode: Designates the display mode (screen split) to be used for Live View. 1* 1 s a single camera view.
Otheroptionsare2*2,1+ 5,1+ 7,3 * 3, etc. Options depend on the number of channels supported by the recorder.

—  Dwell Time: The time in seconds to dwell between switching channels when auto-switch is enabled in Live View.

— Enable Audio Output: Enables/disables audio output for the selected video output.

— Volume: When Audio Output volume is enabled, use the slider to adjust the volume.

— Event Output: Designates the output to show event video. Option includes only VGA/HDMI.

—  Full Screen Monitoring Dwell Time: The time in seconds to show alarm event screen.

After changing settings in the screen shown above, click Apply, and then click Back.
(lick the View tab at the top of the screen.

Configuration

al v Chennel-Z. codi
& General General W Channel-Zero Encoding

ace HOMI
& Metwork
Camera... Camera Mame n T

& Alarm -

& Exceplions

era 03
IPCamera 04

IPCamera 05

& User

% POS
D9

D10 IPCamera 10

1
-
L |
-
% D8 |PCamera 06
-
*
L
b |
-

D11 IPCamera 11 OB 00O # &

# Live View
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4. (lick the single- or multi-screen select icon for the screen split you prefer. In the example shown above, a 16-screen view is
selected.

5. (lickaviewing screens, then double-click the camera in the list on the left that you what to show there. When the selection is
made, label in the viewing screen changes to the camera channel number. You can also click an icon to Start or Stop Live view
of all channels.

6. Clickthe Apply button to save your settings.

4.4 Using the mouse in Live view

Table 1. Mouse operation in Live view

Name Description

Menu Enter the main menu of the system by right clicking the mouse.

Single Screen Switch to single full screen by choosing channel number from the drop down list.
Multi-screen Select the screen layout from the drop down list.

Previous Screen Switch to the previous screen.

Next Screen Switch to the next screen.

Start/Stop Auto-switch Enable/disable the auto-switch feature.

Start Recording Start continuous recording or motion detection recording of all channels.

Add IP Camera Enter the IP Camera Management interface to add cameras.

Playback Enter the playback interface and start playing back the video of the selected channel.
Output Mode Select one of four output modes: Standard, Bright, Gentle or Vivid.

- The dwell time of the live view configuration must be set before using Start Auto-switch.
NOTE . [fthecorresponding camera supports intelligent function, the Reboot Intelligence option is included when right-
clicking the mouse on this camera.

4.5 Live View Status icons

In the Live view mode, icons can appear in the upper-right of the screen for each channel, showing the status of the record and
alarm in the channel.

Icon Type Reason
Alarm Thisicon appearsin the upper right corner of the live video stream. It results from video loss, video
tampering, motion detection, sensor alarm, etc.

. Record Manual record, schedule record, motion detection or alarm triggered record
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Icon Type Reason
ﬁ Record and Alarm Both alarm and record status
. For the occurrence of motion detection, sensor alarm or exception information. This icon appears at the
Event/Exception ; h )
lower-left corner of the screen. Click on the icon to display the event/exception reason.

4.6 Quick Setting Toolbar

Left-clicking the mouse on a viewing frame opens a Quick Setting Toolbar at the top or bottom of the frame.

Enable/disable Audio Image Liveview  Fisheye camera Switch
manual record Mute/On  PTZ control setting strategy ~ warp correction stream
I G \
L e ye!
Instant playback Capture  Digital zoom Face detection Information 3D Position Trigger
On/Off alarm out

Instant Playback: Plays what was recorded in the previous five minutes. Nothing is played if a recording was not made at that
time.

Capture: Click to create a snapshot of the Live View image.
PTZ Control: This icon is dark if PTZ control is not supported.

Digital Zoom: After selecting this option, a faint slider bar with @ (zoom in) and © (zoom out) icons will appear in the upper left
corner of the video image. To use this feature, do one of the following:

(lick on the spot in the video image, and then use the mouse scroll wheel to zoom in or out at that spot.

(lick the @icon to zoom in on the video image, and then drag the image the video image with the mouse to zoom on another
spot. Click ©to zoom out.

Drag the slider on the slider bar up or down to zoom in or out, and then drag the video image with the mouse to zoom on
another spot.

Right-click the mouse to cancel the zoom feature.

Image Settings: Click this icon to open menus for creating customized setting for the brightness, contrast, saturation and hue of

the camera image. After making an adjustment on in this menu, the NVR will respond within a few seconds. Click OK when your
adjustments are complete.
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Image Settings

Custom

Face Detection: |dentifies faces detected in the live view image. After selecting this option, click Yes in the pop-up window.

Live View Strategy: Use this feature to select Real-time, Balanced, Fluency. These features can improve the display of the camera
channels.
Live View Strategy [
@ Real-time
© Balanced

@ Fluency

Information: Hover the mouse over this icon to see the frame rate, bit rate, and resolution of the image.

BV DD QG S
»

[24fps] [6512Kbps] [3072x2048] [H.264]

3D Positioning: Clicking a spot can direct the camera position the spot in the center of the image. When a rectangular area is
selected with the left mouse button, the camera will move to its center and enlarge it. Right click the mouse to zoom in. The scroll
wheel can control lens zoom. Mouse cursor movement can also control zoom effects.

Switch to Sub-Stream: Hover the mouse over this icon to play the sub-stream video. Repeat this action to return to the Main
stream.

Trigger Alarm Out: Activates on the camera Alarm Out signal (from a camera with Alarm Out feature).
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4.7 Channel-Zero Encoding

Use the Channel-Zero Encoding menu to configure the NVR for viewing multiple video channels simultaneously with a remote
client. With this features you can decrease the bandwidth requirement without affecting the image quality. To use Channel-Zero
Encoding:

1. Open the Channel-Zero Encoding menu. Go to Menu | Configuration | Live View | Channel-Zero Encoding.

Configuration

General View Channel-Zero Encoding

4t General
& Network __

Full Frame *
£ Alarm General

1792

2. Checkthe box to Enable Channel Zero Encoding.
3. (Configure the Frame Rate, Max. Bitrate Mode and Max. Bitrate as needed.
4. Click Apply.

After setting Channel-Zero Encoding, you can see up to 16 channels of live video on one screen of the remote client.
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SECTION 5
PTZ Controls

PTZ controls are used to control the Pan, Tilt and Zoom features of PTZ cameras. PTZ cameras can usually be configured to point at
preset targets (called Presets), perform patrols (i.e., to move from preset to preset), and record and save patterns, a recording of the
motion of a camera.

PTZ controls are also used with special features of non-PTZ cameras that have remotely controlled (motorized) zoom, focus and iris
adjustments.

5.1 PTZ Control Panel

You can enter the PTZ control panel either of two ways:
Inthe Menu | Camera | PTZ menu, click the PTZ button on the lower-right corner. It is next to the Back button.
In the Live View mode left click on the image from the PTZ camera, and then click the PTZ Control icon D on the Quick
Settings toolbar.

The PTZ control panel has Configuration toolset for quickly controlling the camera. A description of these Configuration icons is
shown in the table below.

The PTZ menu includes three tabs: PTZ Control, One-touch, and General.

C a [D2] IPdome & [O2] IPdome > a [D2] IPdome
Configuration [*H=R=8 34 Configuration Configuration
One-tou... General PTZ Co... General PTZ Co... One-tou...
r|l* ||+ Zoom - Park(Quick Palrol) Call Preset
O |t Feus - Park(Patrol 1)
T [ O RS s w Call Patrol Stop Pa... 1
ParkiPreset 1)
Call Pait... Stop Pa... 1
Linear Scan Restore
PTZ Control tab

The PTZ Control tab is used to manually move the camera with direction buttons, and to control Zoom, Focus and Iris.
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One-touch tab

The One-touch tab is used initiate either of three kinds of park operations. Park operations can be initiated after a preset period of
inactivity of the camera, referred to as Park Time.

Park (Quick Patrol): The camera initiates a patrol from Preset 1+to Preset 32 (if predefined) after the camera park time.
Undefined preset are skipped.
Park (Patrol 1): The camera initiates a starts move according to the Patrol 1 after the camera park time. Patrol 1 must be

predefined.

Park (Preset 1): The camera initiates a move to Preset 1 after the camera park time. Preset T must be predefined.

Park time is set through the camera configuration interface. The default park time is 5 seconds.

You can also select Restore. Restore reboots the camera and restores the factory settings for Presets and Patrols.

General tab

The General tab is used to call a preset, patrol, and pattern movement. These movements must be preconfigured.

lcon Description lcon Description lcon Description
s o). Direction button and + Zoom+, Focus+, Iris+ - Zoom-, Focus-, Iris-
aalech the auto-cycle button
The speed of the PTZ o ; "
P ¥ Light on/off Wiper on/off
A AAr L 5 ight on/of L iper on/of
3D-Zoom o Image Centralization 8 Menu
Switch to the PTZ - Switch to One-touch Switch to the General
ZC : Jne-fouc : 3N
PTZ Control Control interface One-tou control interface General

settings interface

5.2 Configuring PTZ settings

n Previous item u MNext item Start pattern / patrol
Stop the patrol / B Exit H Minimize windows
pattern movement
PTZ control panel icons

Follow the procedure to set the parameters for control of a PTZ camera installed in the system. Setup of the PTZ parameters should
be done before you control the PTZ camera. This feature is only supported for PTZ capable cameras in the compatible cameras list.
See "APPENDIX B NVR Compatible Cameras” on page 248.
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IfPTZ cameras are controlled through the RS-485 interface, check that the PTZ and the NVR are connected and configured properly.

1. Openthe PTZ menu. Go to: Menu | Camera | PTZ.
Camera Management
= Camera

[D2] Camera 01
¥ osD

% Motion

@ Privacy Mask

Video Tampering
ide o Tampering + Zeom -

+ Facus -
Video Loss
o i i
PTZ Parameter ...

@ VCA

Live View

2. Choose the camera for PTZ setting in the Camera drop down [ist.

3. (lick the PTZ Parameter ... button.

Camera Management

Camera
PTZ Parameter Sellings
% Image
1
None
. Melion = MNone

Alibl

Privacy Mask

o

# Video Tamparlng Address range: D~
[ Video Loss
& VCA

Cancel

Live View
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4. Ifyou are controlling the camera through the RS-485 network, enter the PTZ Protocol and Address parameters of the PTZ
camera as needed.

5. Click OK to save the settings and close the window.

5.3 Setting PTZ presets, patrols and patterns

NOTE  Thepresets, patrols and patterns you configure must be supported by the PTZ protocols.

5.3.1 Customizing Presets

APreset is a pre-configured setting of a PTZ camera that usually includes, it's direction, zoom, iris setting and focus, and may
include other settings. Follow the steps to set the Preset location which you want the PTZ camera to point to when an event takes
place. You can create up to 255 presets, numbered 1. 255.

1. Open the PTZ settings menu. Go to: Menu | Camera | PTZ.

2. Usethedirectional button to point the camera at the position where you want to create a preset.

3. Click the field to the right of Preset, use the pop-up virtual keyboard to enter a number to assign to the preset, and then click
the <! key.

__ — 2 | 5 ||
— . E £ e 4 5 N E
— —— 7 & 9 i@
o’ - 5 - -
P e v
b

Pt ®i |t Zoom. =
a @y » | + Focus =

seiale s -

4. (lick the Set button (just beneath the Preset line) to save the preset.
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5. Repeat the steps 2 — 4 to create more presets. If the number of the presets you want to save is more than 17, you can click [. . .]
and choose the available numbers.

5.3.2 Calling Presets

A camera Preset is a pre-defined camera direction, focus, and zoom setting, and may include other options, depending on the
camera. After creating a preset, you can quickly move the camera to that position by “calling” that preset. Use the PTZ More Settings
interface to call a preset.

1. Click the field to the right of Preset, and then use the pop-up virtual keyboard to enter a number to of the preset you want to
call. Complete the entry by clicking the « key.

.. — 2 | s [.]-]
— . 5 * e 4 5 6 |-]|:
— = 7 8 ] i|&
‘/ &y 0 b e |
P R
p

» * s |+ Zoom -
2 @) * |+ Focus =

s w 4|+ |ig =

2. Click the Call button (just below the Preset line) to move the camera to that preset.
Call preset in live view mode:

1. Inthe Live View screen, left click on the image from the PTZ camera, and then click the PTZ Control icon D in the quick
setting tool bar to open the PTZ menu.
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General tab

[D2] IPdome - D2] IP

One-tou... General e e-to
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2. (lick the General tab, and then enter the preset number you want to call in the field to the right of the Call Preset button.

3. (lick the Call Preset button to move the camera.

5.3.3 Customizing Patrols

Patrols can be set to position a PTZ camera to a KeyPoint (Preset number) and hold it there for a set duration (dwell) before moving
on to another KeyPoint (Preset number). To create Preset positions for the camera, see “5.3.1 Customizing Presets” on page 55.
You can create up to 4 patrols, numbered 1. 4.
1. Open the PTZ settings menu. Go to: Menu | Camera | PTZ.
2. (lick the field to the right of the Patrol line, and then select a Patrol number (1 .. 4) in the drop-down list.
Camera Management

= Camera
[D2] Camera 01
A - —

¥ OsD

& Image

% Motlon

@ Privacy Mask

# Video Tampering
@ vides Loss

PTZ Parametler ..,
& VCA

Live Wiew
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3. (lick the Set button (just under the Patrol line) to open the KeyPoint menu.

KeyPoint KeyFoint

KeyPoint: 1

Cancel Cancel

4. Inthe KeyPoint menu, enter a Preset number, a Duration (seconds), and a Speed value. Speed defines the speed at which
the camera will move from one preset to another. Speed ranges from 1 (very slow) to 40.

5. (lick Add to create another KeyPoint (see above), and then configure the KeyPoint as before.
6. Add additional KeyPoints using the different presets, or any combination of presets you created.
7. When the patrol you defined with the KeyPoints menu is complete, click OK to save the patrol.

8. You can test the patrol in the Camera | PTZ menu by selecting the Patrol number from the patrol drop down list, and then
clicking Call.

5.3.4 Calling Patrols in Live View
(alling a patrol makes the PTZ to move according the predefined patrol path. To Call a patrol in Live View:

1. Inthe Live View screen, left click on the image from the PTZ camera, and then click the PTZ Control icon D in the quick
setting toolbar to open the PTZ menu.

General tab

[D2] IPdome [DZ] IPdome

Configuration [[*RE =0 S 2

PTZ Co... One-tou... G

Configuration ER=

One-tou... General PTZ Co... One-tou...

Call Preset

[SEER Stop Pa... 1

Call Preset

Call Patrol Stop Pa... EI

Call Patt... Stop Pa... 1

Call Patt... StopPa... 1

2. (lick the General tab.
3. (lick the patrol number field, and then select patrol number you want to Call.

4. (lick the Call Patrol button to move the camera in the Patrol pattern. To stop the Patrol, click the Stop Patrol button.
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5.3.5 Creating a Pattern

A Pattern can be created by recording the movement of the camera. You can then call the pattern you recorded to repeat the
movement. You can record only one pattern (pattern 1).

1. Open the PTZ settings menu. Go to: Menu | Camera | PTZ.

2. (lick the Start button (just underneath the Pattern line) to start recording the camera movement. Use the controls under the
camera video window to move the camera. You can also use the Zoom adjustment, if needed.

Camera Management

= Camera

[D2] Camera 01
¥ OsSD

& Image

= PTZ >

% Motion

Clear All

B Privacy Mask

# \ideo Tampering

@ Video Loss

PTZ Parameter ...
= VCA

f Live Wiew

3. You can continue to record camera movement until the memory percentage shown on the video decrements to 0%. Click the
Stop button to end recording the camera movement and save the pattern.
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Camera Management

= Camera

g 0sSD

& Image

% Mofion

B Privacy Mask

Video Tamparin
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+ o
[ Video Loss Focus
. s =
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* VCA

# Live View

5.3.6 Calling the Pattern

1. Click the PTZ button in the lower-right corner of the PTZ setting interface or click the PTZ Control icon D in the Quick
Setting bar to enter the PTZ setting menu in live view mode.

General tab

i PTZ X

[D2] IPdome [D2] IPdome

Configuration

One-tou... General PTZ Co... One-lou..

Call Presel

Oy akent e

Call ™ I
Call Paltern

2. (lick the General tab.
3. Click Call Pattern to start moving the camera in the pattern you recorded.

4. (lick Stop Pattern to start moving the camera.
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5.4 Linear Scan

You can set the left limit and right limit of the linear motion of the camera, and then initiate the Linear Scan feature to scan the field
of view form the left to the right limit, and then repeat the scan.

To set the left and right scan limits

1. Open the PTZ settings menu. Go to: Menu | Camera | PTZ.
Camera Management
= Camera

- [02] Camera 01
osD

& Image

% Motion

B Privacy Mask

# Video Tampering

. = <
@ Videa Loss Focus Left Limit

. -
PTZ Paramaler ...
® VCA

# Live View

2. Usethe direction buttons below the image from the camera to point the camera at the left-most limit of a scan.
3. (lick the Left Limit button (see above).
4. Use the direction buttons below the image from the camera to point the camera at the right-most limit of a scan.

5. (lickthe Right Limit button.
5.4.1 Initiating a Linear Scan

1. Inthe Live View screen, left click on the image from the PTZ camera, and then click the PTZ Control icon E in the quick
setting toolbar to open the PTZ menu.
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One-touch tab

One-tou... General PTZ Co. General Linear Scan

Park({Quick Palrol)

ParkiPatrol 1)

Linear Scan Restore

2. (lickthe One-touch tab.
3. (lick Linear Scan to start moving the camera from the left limit to the right limit and back, repeatedly.

4. (lick Linear Scan again to stop the scan.
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SECTION 6
VCA Features

Alibi recorders can configure Video Content Analysis (VCA) features supported by Alibi cameras.

Alibi cameras that include VCA features usually do not include all features. After selecting a camera in the VCA menu
(Menu | Camera Management | VICA) only those VCA features supported by the camera will be available (highlighted).

Camera Management

4 Camera
[O2] Camera D1
¥ 03D
Face Detection  Lina C
& Image Object Removal ... Audio Exception ... Defocus Detection Sudden S

B8 PTZ

4 Notion - Rule Settings

F 1
_# Draw Line

@ Privacy Mask gt g _.?

r Clear All

# Video Tampering

[@ Vvideo Loss

& Live View Apply

When VCA features are configured by a recorder, the settings are saved in the camera. When an VCA event occurs, the event
information is sent immediately to the recorder, and acted upon by recording live video, full screen monitoring, generating an
audible alarm and/or sending email.

These recorders support the following VCA features:

Face Detection - Detects when a face appears in the field of view.

Line crossing detection - You can specify the endpoints of an virtual line in the video image and then detect if something
crosses the line from one side to the other (side A to B), vice versa (side Bto A) or either way. You can define upto 4 line
crossing conditions in the same video channel.

Intrusion detection - You can create an virtual quadrangle in the video image, and then detect if something enters the
space within the quadrangle. You can define up to 4 intrusion regions in the same video channel.

Region entrance detection - Region entrance detection function detects people, vehicles or other objects which enter a
pre-defined virtual region of the field of view.

Region exiting detection - Region exiting detection detects people, vehicles or other objects which exit from a pre-
defined virtual region of the field of view.
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Unattended baggage detection - Unattended baggage detection can detect when objects such as baggage, a purse,
dangerous materials, etc. are left in the pre-defined area of the field of view.

Object removal detection - Object removal detection detects when an object, such as an exhibit on display, is removed
from the pre-defined area of the field of view.

Audio exception detection - Audio exception detection detects when an abnormal sound, such as the sudden increase /
decrease of the sound intensity, occurs in the surveillance area.

Defocus detection - Defocus detection senses when image blur, caused by defocus of the lens, occurs.

Sudden scene change detection - Scene change detection detects the change of surveillance environment affected by an
external factor, such as the intentional rotation of the camera.

PIR alarm detection - An infrared alarm is triggered when heat energy dissipated by a person or any other warm blooded
entity such as a dog, cat, etc. moves into the field of view.

6.1 Face Detection

Face detection function detects when a face appears in the surveillance field of view. Certain actions can be performed when the
alarm is triggered. To configure Face Detection in the camera:

1. Openthe VCA menu. Go to Menu | Camera Management | VCA.

2. Onthe Camera line, open the drop down list, and then select the camera you want to configure.

3. Check the Save VCA Picture box to capture a live view image of the VCA event.

4. Inthe VCA type selection line, click on Face Detection. If the camera supports this feature, it will be highlighted.

Camera Management

Camera

2] Camera 01 ~ ESave VCA Picture

Face Deleclion  Line 1g Dv... Intrusion Detectlon Reglon Entrance... Region Exiting D... Unattended Bagg...
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5. (Check the Enable box to select this feature.

6. Click Rule Settings.

Rule Seflings

3. Inthe Rule Settings window, adjust the Sensitivity slider to set the detection sensitivity (range : 1..5). The higher the
sensitivity number, the more frequently facial recognition is reported. This setting may require testing.

b, (Click OK to save the Sensitivity setting.
7. (lick the icon on the Action line.

3. Inthe Trigger Channel window, select the other channels that should trigger recording on this channel, then click
Apply to save your settings.

Trigger Channel  Arming Schedule  Linkage Aclion  PTZ Linking

WP Camera 1 WDz |_[ok] HD4 WDs WDs
L [sl:] WD10 WD mD12
HD13 HED4 ED15 EDi6

b, Click the Arming Schedule tab. With the Arming Schedule, you can define a schedule for each day of eight weeks
(56 days) when face detection is monitored. Time periods cannot overlap.
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Sellings

Trigger Channel  Amming Schedule  Linkage Action  PTZ Linking
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]
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00:00-00.00

e & 6 6 0 0 &

00:00-00.00

Copy

. Click Apply to save the settings. You can also click Copy to copy the Arming Schedule setup in the window to other days
of the week.

d.  Click the Linkage Action tab. In this tab you can cause certain actions to occur when face recognition is detected.

Seltings
Trigger Channel  Arming Schedule  Linkage Aclion  PTZ Linking
W Full Screen Monitoring
W Audible Waming
W Notify Surveillance Center

M Send Emall

M Trigger Alarm Oulput

e. Select the actions you want to occur, then click Apply to save your settings.

f. Click the PTZ Linking tab. With PTZlinking, you can configure the camera to perform a Preset, Patrol, and/or Pattern
when an event occurs.
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8.
0.

Trigger Channel  Arming Schedule

9. Select the actions you want to occur, then click Apply to save your settings.
h. Click 0K to return to the VCA menu.
In the VCA menu, click Apply to activate the settings.

Repeat steps 2 through 8 above to create rules for other cameras, if needed.

6.2 Line Crossing Detection

This function can be used for detecting people, vehicles and objects crossing a set virtual line. The line crossing direction can be
set as bidirectional, from left to right or from right to left. And you can set the duration for the alarm response actions, such as full
screen monitoring, audible warning, etc.

To configure Line Crossing Detection:

1.

Open the VCA menu. Go to Menu | Camera Management | VCA.
On the Camera line, open the drop down list, and then select the camera you want to configure.
Check the Save VA Picture box to capture a live view image of the VCA event.

In the VCA type selection line, click on Line Crossing Detection. If the camera supports this feature, it will be highlighted.
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Camera Management

= Camera
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5. Check the Enable box to select this feature.
6. Open the Rule drop down list and select the rule number you want to configure. You can configure up to 4 line crossing rules.

7. Intheimage window, create a virtual line by clicking on two points that define the endpoints of the line. A blue line will appear
in the image with one side labeled A and the other side B.

8. (lick Rule Settings.

68  www.Observint.com



SECTION 6: VCA FEATURES

Rule Seflings

1

3. Inthe Rule Settings window, open the Direction drop down list and select the direction of line crossing you want to
detect: You can select either of the following for the rule you are configuring:

« A<->B: Anarrow on both the A side and the B side of the virtual line. When an object moves across the virtual line
in either direction an alarm is triggered.

»  A->B: Anarrow appears on only the B side of the virtual line. When an object moves across the virtual line from the
Aside to the B side an alarm is triggered.

*  B->A: Anarrow appears on only the A side of the virtual line. When an object moves across the virtual line from the
B side to the A side an alarm is triggered.

b. Adjust the Sensitivity slider to set the detection sensitivity (range: 1. 100). Higher sensitivity (number) detects smaller
objects. This setting may require testing.

¢ (lick OK to save the Sensitivity setting.
9. Click the icon on the Action line.

3. Inthe Trigger Channel window, select the other channels that should trigger recording on this channel, then click
Apply to save your settings.
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Seltings

Trigger Channel hedule Linkage Action PTZ Linking

WP Camera WDz mD3 WD4 WDs
WDs WD WD10 WmD11
HD13 HED4 ED15 ED16

b. Click the Arming Schedule tab. With the Arming Schedule, you can define a schedule for each day of eight weeks
(56 days) when line crossing is monitored. Time periods cannot overlap.

Trigger Channel  Arming Schedule  Linkage Acfion  PTZ Linking
Mon

00.00-24.00

00:00-00:00
00:00-00:00

00:00-00:00

[ ]
L ]
L]
°
&
[ ]
L]

00:00-00:00

Copy

. (lick Apply to save the settings. You can also click Copy to copy the Arming Schedule setup in the window to other days
of the week.

d.  Click the Linkage Action tab. In this tab you can cause certain actions to occur when line crossing is detected.
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Trigger Channel  Arming Schedule inka PTZ Linking

ull Screen Manitering
ible Waming
W Notify Surveillance Center
M Send Email

M Trigger Alarm Oulput

e. Select the actions you want to occur, then click Apply to save your settings.

f. Clickthe PTZ Linking tab. With PTZlinking, you can configure the camera to perform a Preset, Patrol, and/or Pattern
when an event occurs.

Trigger Channel  Arming Schedule  Linkage PTZ Linking

[D1] Camera 01

Cancel

g. Select the actions you want to occur, then click Apply to save your settings.
h.  Click OKto return to the VCA menu.
10. In the VCA menu, click Apply to activate the settings.

11, Repeat steps 2 through 10 above to create rules for other cameras, if needed.
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6.3 Intrusion Detection

Intrusion detection detects people, vehicles or other objects which enter and loiter in a pre-defined virtual area of the field of view.
Certain actions can be performed when an intrusion alarm is triggered.

To configure Intrusion Detection in the camera:

1. Openthe VCA menu. Go to Menu | Camera Management | VCA.
2. Onthe Camera line, open the drop down list, and then select the camera you want to configure.
3. Check the Save VCA Picture box to capture a live view image of the VCA event.
4. Inthe VCA type selection line, click on Intrusion Detection. If the camera supports this feature, it will be highlighted.
Camera Management
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5. (Checkthe Enable box to select this feature.

6. Open the Rule drop down list and select the rule number you want to configure. You can configure up to 4 intrusion detection
rules.

7. Intheimage window, create a virtual intrusion zone by clicking on, in a circular manner, the four corners of a quadrangle that
define the corners of the zone. A blue quadrangle will appear in the image with a number indicating the rule number.
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8. (lick Rule Settings.

Rule Settings

1

3. Inthe Rule Settings window, set the following:

*  Time Threshold (s): Range 15.. 10s. If something moves into the zone and stays there for longer than the Time
Threshold setting, an alarm can be triggered.

*  Sensitivity: Click-and-drag the slider to set the detection sensitivity. Range 1.. 100. The value represents the
percentage of the body part of an acceptable target that enters the region. The higher the value, the smaller the
object that can trigger an alarm.

«  Percentage: Use this option to set size for ALI-NS1000 series and ALI-NS3000 series cameras. Range 1. 100.
Percentage defines the ratio of the in-zone part of the object which can trigger the alarm. For example, if the
percentage s set to 50, an object that fills at least 50% of the zone can trigger an alarm. For ALI-NS2000 series and
ALI-NS4000 series and newer cameas, the size must be set through a remote login to the camera.

b, Click OK to save your settings.

9. Click the icon on the Action line.
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3. Inthe Trigger Channel window, select the other channels that should trigger recording on this channel, then click
Apply to save your settings.

Trigger Channel  Arming Schedule  Linkage Aclion  PTZ Linking

WP Camera WDz mD3 WD4 WDs WDs
mDa | [sl:] ED10 WD1 D12
HD13 HED4 ED15 EDi6

b.  Click the Arming Schedule tab. With the Arming Schedule, you can define a schedule for each day of eight weeks
(56 days) when intrusion is monitored. Time periods cannot overlap.

Seitings

Trigger Channel  Arming Schedule  Linkage Aclion  PTZ Linking

k Kan

]

00:00-00:00
00:00-00:00
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00:00-00:00

00:00-00:00

e & 6 & 0 0 &

Copy Apply oK Cancel

. (lick Apply to save the settings. You can also click Copy to copy the Arming Schedule setup in the window to other days
of the week.

d.  Click the Linkage Action tab. In this tab you can cause certain actions to occur when an intrusion is detected.
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Trigger Channel  Arming Schedule inkag PTZ Linking

W Full Screen Monitoring

W Audible Waming

W Notify Surveillance Center
M Send Email

M Trigger Alarm Oulput

e. Select the actions you want to occur, then click Apply to save your settings.

f. Clickthe PTZ Linking tab. With PTZlinking, you can configure the camera to perform a Preset, Patrol, and/or Pattern
when an event occurs.

Trigger Channel  Arming Schedule  Linkage Acti PTZ Linking
[D1] Camera 01

Cancel

g.  Select the actions you want to occur, then click Apply to save your settings.
h. Click OKto return to the VCA menu.
10. In the VCA menu, click Apply to activate the settings.

11. Repeat steps 2 through 10 above to configure other cameras, if needed.

Alibi™ NVR Firmware V3.4.95 User Manual 75



‘ SECTION 6: VCA FEATURES

6.4 Region Entrance Detection

Region entrance detection detects people, vehicles or other objects which enter a pre-defined virtual region in the field of view.
Certain actions can be taken when the alarm is triggered.

To configure Region Entrance Detection in the camera:

1. Open the VCA menu. Go to Menu | Camera Management | VCA.

2. Onthe Camera line, open the drop down list, and then select the camera you want to configure.

3. (Checkthe Save VICA Picture box to capture a live view image of the VCA event.

4. Inthe VCA type selection line, click on Region Entrance Detection. If the camera supports this feature, it will be
highlighted.

Camera Management
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5. (Checkthe Enable box to select this feature.

6. Openthe Rule drop down list and select the rule number you want to configure. You can configure up to 4 region entrance
detection rules.

7. Intheimage window, create a virtual region by clicking on, in a circular manner, the four corners of a quadrangle that define
the corners of the region. A blue quadrangle will appear in the image with a number indicating the rule number.
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8. Click Rule Settings.

3. Inthe Rule Settings window, set the Sensitivity. Click-and-drag the slider to set the detection sensitivity. Range
1..100. The value of the sensitivity represents the size of the object which can trigger an alarm. The higher the value, the
smaller the object that can trigger an alarm.

b. (Click OKto save your settings.
9. Click the icon on the Action line.

a. Inthe Trigger Channel window, select the other channels that should trigger recording on this channel, then click
Apply to save your settings.

Alibi™ NVR Firmware V3.4.95 User Manual 77



SECTION 6: VCA FEATURES

Seltings

Trigger Channel hedule Linkage Action PTZ Linking

WP Camera WDz mD3 WD4 WDs
WDs WD WD10 WmD11
HD13 HED4 ED15 ED16

b. Click the Arming Schedule tab. With the Arming Schedule, you can define a schedule for each day of eight weeks
(56 days) when entrance detection is monitored. Time periods cannot overlap.

Trigger Channel  Arming Schedule  Linkage Acfion  PTZ Linking
Mon

00.00-24.00

00:00-00:00
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Copy

. (lick Apply to save the settings. You can also click Copy to copy the Arming Schedule setup in the window to other days
of the week.

d.  Click the Linkage Action tab. In this tab you can cause certain actions to occur when an entrance is detected.
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Trigger Channel  Arming Schedule inkag PTZ Linking

W Full Screen Monitoring
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W Notify Surveillance Center
M Send Email

M Trigger Alarm Oulput

e. Select the actions you want to occur, then click Apply to save your settings.

f. Clickthe PTZ Linking tab. With PTZlinking, you can configure the camera to perform a Preset, Patrol, and/or Pattern
when an event occurs.

Trigger Channel  Arming Schedule  Linkage Acti PTZ Linking
[D1] Camera 01

Cancel

g.  Select the actions you want to occur, then click Apply to save your settings.
h. Click OKto return to the VCA menu.
10. In the VCA menu, click Apply to activate the settings.

11 Repeat steps 2 through 10 above to create rules for other cameras, if needed.
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6.5 Region Exiting Detection

Region exiting detection detects people, vehicles or ather objects which leave a pre-defined virtual region in the field of view.
Certain actions can be taken when the alarm is triggered.

To configure Region Entrance Detection in the camera:

1. Openthe VCA menu. Go to Menu | Camera Management | VCA.

2. Onthe Camera line, open the drop down list, and then select the camera you want to configure.

3. Checkthe Save VICA Picture hox to capture a live view image of the VCA event.

4. Inthe VCA type selection line, click on Region Exiting Detection. If the camera supports this feature, it will be highlighted.

Camera Management
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5. Check the Enable box to select this feature.

6. Open the Rule drop down list and select the rule number you want to configure. You can configure up to 4 region exiting
detection rules.

7. Intheimage window, create a virtual region by clicking on, in a circular manner, the four corners of a quadrangle that define
the corners of the region. A blue quadrangle will appear in the image with a number indicating the rule number.
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8. (lick Rule Settings.

Rule Settings

1

3. Inthe Rule Settings window, set the Sensitivity. Click-and-drag the slider to set the detection sensitivity. Range
1..100. The value of the sensitivity represents the size of the object which can trigger an alarm. The higher the value, the
smaller the object that can trigger an alarm.

b, Click OK to save your settings.
9. (lick the icon on the Action line.

a. Inthe Trigger Channel window, select the other channels that should trigger recording on this channel, then click
Apply to save your settings.
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Trigger Channel  Arming Schedule  Linkage Aclion  PTZ Linking

WP Camera WDz mD3 WD4 WDs WDs
mDa | [sl:] ED10 WD1 D12
HD13 HED4 ED15 EDi6

b. Click the Arming Schedule tab. With the Arming Schedule, you can define a schedule for each day of eight weeks
(56 days) when exiting detection is monitored. Time periods cannot overlap.

Trigger Channel A hedule PTZ Linking
Mon

00.00-24.00

¢ & 0 & & 0 &

00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00

00:00-00:00

Copy by O Cancel

. (lick Apply to save the settings. You can also click Copy to copy the Arming Schedule setup in the window to other days
of the week.

d.  Click the Linkage Action tab. In this tab you can cause certain actions to occur when an entrance is detected.
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Trigger Channel  Arming Schedule  Linkag PTZ Linking

W Full Screen Monitoring
ible Waming

W Notify Surveillance Center

M Send Email

M Trigger Alarm Oulput

e. Select the actions you want to occur, then click Apply to save your settings.

f. Click the PTZ Linking tab. With PTZlinking, you can configure the camera to perform a Preset, Patrol, and/or Pattern
when an event occurs.

Trigger Channel  Arming Schedule  Linkag PTZ Linking

[D1] Camera 01

Cancel

. Select the actions you want to occur, then click Apply to save your settings.
h.  Click OKto return to the VCA menu.
10. Inthe VCA menu, click Apply to activate the settings.

11. Repeat steps 2 through 10 above to configure other cameras, if needed.
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6.6 Unattended Baggage Detection

Unattended baggage detection can detect when objects such as baggage, a purse, dangerous materials, etc. are leftin the pre-
defined area of the field of view. A series of actions can be taken when the alarm is triggered. To configure Unattended Baggage
Detection:

1. Openthe VCA menu. Go to Menu | Camera Management | VCA.

2. Onthe Camera line, open the drop down list, and then select the camera you want to configure.

3. (Checkthe Save VICA Picture box to capture a live view image of the VCA event.

4. Inthe VCA type selection line, click on Unattended Baggage Detection. If the camera supports this feature, it will be
highlighted.

Camera Management

Camera
Can [D2] Camera 01
osD
Face Detection Line C n Intrusion Detection @ ... Unattende
& Image C Removal ... Audio Excep ... Defocus Detectiol

PTZ

. Mation < Rule Settings

Privacy Magk
B Draw Quadsil..
¥ i 2ering
¥ Video Tampering = Clear All

[@ Video Loss

# Live View

5. Check the Enable box to select this feature.

6. Open the Rule drop down list and select the rule number you want to configure. You can configure up to 4 unattended
baggage detection rules.

7. Intheimage window, create a virtual baggage zone by clicking on, in a circular manner, the four corners of a quadrangle that
define the corners of the zone. A blue quadrangle will appear in the image with a number indicating the rule number.
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8. (lick Rule Settings.

Rule Settings

1

Cancel

3. Inthe Rule Settings window, set the following:

*  Time Threshold (s): Range 55.. 20 5. If something is left in the zone and stays there for longer than the Time
Threshold setting, an alarm can be triggered. If you select “0”, and alarm can be reported immediately when the
object enters the zone.

*  Sensitivity: (lick-and-drag the slider to set the detection sensitivity. Range 1.. 100. Sensitivity defines the
similarity with the background image. Usually, when the sensitivity is high, a very small object left in the region can
trigger the alarm.

b. Click OK to save your settings.
9. (lick the icon on the Action line.

a. Inthe Trigger Channel window, select the other channels that should trigger recording on this channel, then click
Apply to save your settings.
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Trigger Channel  Arming Schedule  Linkage Aclion  PTZ Linking

WP Camera WDz mD3 WD4 WDs
WDs WD WD10 WmD11
HD13 HED4 ED15 ED16

b. Click the Arming Schedule tab. With the Arming Schedule, you can define a schedule for each day of eight weeks
(56 days) when parking is monitored. Time periods cannot overlap.

Trigger Channel A hedule PTZ Linking
Mon

00.00-24.00

¢ & 0 & & 0 &

00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00

00:00-00:00

Copy by O Cancel

. (lick Apply to save the settings. You can also click Copy to copy the Arming Schedule setup in the window to other days
of the week.

d.  Click the Linkage Action tab. In this tab you can cause certain actions to occur when parking is detected.
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Trigger Channel  Arming Schedule  Linkag PTZ Linking

ull Screan Monitoring

ible Waming

W Notify Surveillance Center

M Send Emall

M Trigger Alarm Oulput

e. Select the actions you want to occur, then click Apply to save your settings.

f. Click the PTZ Linking tab. With PTZlinking, you can configure the camera to perform a Preset, Patrol, and/or Pattern
when an event occurs.

Trigger Channel  Arming Schedule  Linkag PTZ Linking

[D1] Camera 01

Cancel

g. Select the actions you want to occur, then click Apply to save your settings.
h.  (lick OKto return to the VCA menu.
10. Inthe VCA menu, click Apply to activate the settings.

11 Repeat steps 2 through 10 above to configure other cameras, if needed.

Alibi™ NVR Firmware V3.4.95 User Manual 87



‘ SECTION 6: VCA FEATURES

6.7 Object Removal Detection

Object removal detection detects when an object, such as an exhibit on display, is removed from the pre-defined area of the field of
view. A series of actions can be taken when the alarm is triggered. To configure Object Removal detection:

1. Open the VCA menu. Go to Menu | Camera Management | VCA.

2. Onthe Camera line, open the drop down list, and then select the camera you want to configure.

3. (Checkthe Save VA Picture box to capture a live view image of the VCA event.

4. Inthe VCA type selection line, click on Object Removal Detection. If the camera supports this feature, it will be
highlighted.
Camera Management

% Camera

[D2] Camera 01 ~ ESave VCA Picture

n Detection Region Enfrance... Region Exiting D... Unattended Bagg...

s Delaction Suddan Scane C

& Motion ] »  Rule Seltings

B Privacy Mask
# Draw Quadril...
i 2
# Video Tampering . Clear All

@ Video Loss

& MCA

# Live View

5. Check the Enable box to select this feature.

6. Open the Rule drop down list and select the rule number you want to configure. You can configure up to 4 unattended object
removal detection rules.

7. Intheimage window, create a virtual object zone by clicking on, in a circular manner, the four corners of a quadrangle that
define the corners of the zone. A blue quadrangle will appear in the image with a number indicating the rule number.
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8. (lick Rule Settings.
Rule Seltings

1

Cancel

3. Inthe Rule Settings window, set the following:

*  Time Threshold (s): Range 55.. 20 5. If something is removed from the zone for longer than the Time Threshold
setting, an alarm can be triggered. If you select “0”, and alarm can be reported immediately when the object enters
the zone.

*  Sensitivity: (lick-and-drag the slider to set the detection sensitivity. Range 1.. 100. Sensitivity defines the
similarity degree of the background image. Usually, when the sensitivity is high, a very small object taken from the
region can trigger the alarm.

b. Click OK to save your settings.
9. Click the icon on the Action line.

3. Inthe Trigger Channel window, select the other channels that should trigger recording on this channel, then click
Apply to save your settings.
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Trigger Channel  Arming Schedule  Linkage Acfion  PTZ Linking

WP Camera 2 ok} W4 WDs5 |l
mDo WDi0 MWD11 EDI2
HD13 HED4 EDi5 ED16

b.  Click the Arming Schedule tab. With the Arming Schedule, you can define a schedule for each day of eight weeks
(56 days) when parking is monitored. Time periods cannot overlap.

Seltings
Trigger Channel  Armi hedule Linkage Action  PTZ Linking
Mon

00:00-24.00

e & 0 & & 6 &

00:00-00:00
00:00-00 00
00:(0-00:00
00:00-00.00
00:00-00:00

00:00-00:00

Copy ¥ K Caneel

. (Click Apply to save the settings. You can also click Copy to copy the Arming Schedule setup in the window to other days
of the week.

d.  Click the Linkage Action tab. In this tab you can cause certain actions to occur when object removal is detected.
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Trigger Channel  Arming Schedule PTZ Linking

ull Screen Manitering
ible Waming
W Notify Surveillance Center
M Send Email

M Trigger Alarm Oulput

e. Select the actions you want to occur, then click Apply to save your settings.

f. Clickthe PTZ Linking tab. With PTZ linking, you can configure the camera to perform a Preset, Patrol, and/or Pattern
when an event occurs.

Trigger Channel  Arming Schedule  Linkag PTZ Linking

[D1] Camera 01

Cancel

. Select the actions you want to occur, then click Apply to save your settings.
h.  Click 0K to return to the VCA menu.
10 Inthe VCA menu, click Apply to activate the settings.

11. Repeat steps 2 through 10 above to configure other cameras, if needed.
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6.8 Audio Exception Detection

Audio exception detection detects when an abnormal sound, such as the sudden increase / decrease of the sound intensity, occurs
in the surveillance area. Certain actions can be performed when the alarm is triggered. To configure Audio Exception Detection:

1. Open the VCA menu. Go to Menu | Camera Management | VCA.

2. Onthe Camera line, open the drop down list, and then select the camera you want to configure.

3. (Checkthe Save VICA Picture box to capture a live view image of the VCA event.

4. Inthe VCA type selection line, click on Audio Exception Detection. If the camera supports this feature, it will be
highlighted.

Camera Management

Camera
[DZ] Camera 01 ~ ESave VCA Picture
osD

Face Detection  Line Crossing D... Infrusion Detection Region Enfrance... i iting ... Unattended Bagg...

& Image Object Removal ... Auc E!(CE-“-!H ... Defocus Detection Sudden Scene C..

PTZ

L]
Notien - Rule Settings
Privacy Mask

\ideo Tampering

@ Video Loss

# Live View

5. Onthe Camera line, open the drop down list and select the camera you want to configure.
6. Check the Enable box to select this feature.
7. (lick Rule Settings.
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Rule Seltings

3. Inthe Rule Settings window, set the following:

*  Audio Input Exception: Check the select box of to enable the audio loss detection function.
+  Sudden Increase of Sound Intensity Detection: Check the select box to detect a steep increase in the sound
volume in the surveillance scene.

— Set the detection sensitivity and threshold for sound steep rise. Sensitivity: Range: 1.. 100. The smaller the
value s, the more severe the change must be to trigger the detection.

— Sound Intensity Threshold: Range: 1.. 100. This option can filter the sound in the environment. The louder
the sound, the higher the value should be. Adjust this value with consideration of the actual ambient sound
level.

*  Sudden Decrease of Sound Intensity Detection: Check the select box of to detect a steep drop in the sound
level in the surveillance area.

— Sensitivity: Range: 1.. 100. Set the detection sensitivity for a steep drop in volume.

b. Click 0K to save your settings.
8. (lick the icon on the Action line.

3. Inthe Trigger Channel window, select the other channels that should trigger recording on this channel, then click
Apply to save your settings.
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Seltings

Trigger Channel hedule Linkage Action PTZ Linking

WP Camera WDz mD3 WD4 WDs
WDs WD WD10 WmD11
HD13 HED4 ED15 ED16

b. Click the Arming Schedule tab. With the Arming Schedule, you can define a schedule for each day of eight weeks
(56 days) when parking is monitored. Time periods cannot overlap.

Trigger Channel  Arming Schedule  Linkage Acfion  PTZ Linking
Mon

00.00-24.00

00:00-00:00
00:00-00:00

00:00-00:00

[ ]
L ]
L]
°
&
[ ]
L]

00:00-00:00

Copy

. (lick Apply to save the settings. You can also click Copy to copy the Arming Schedule setup in the window to other days
of the week.

d.  Click the Linkage Action tab. In this tab you can cause certain actions to occur when an audio exception is detected.
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Trigger Channel  Arming Schedule inka PTZ Linking

ull Screen Manitering
ible Waming
W Notify Surveillance Center
M Send Email

M Trigger Alarm Oulput

e. Select the actions you want to occur, then click Apply to save your settings.

f. Clickthe PTZ Linking tab. With PTZlinking, you can configure the camera to perform a Preset, Patrol, and/or Pattern
when an event occurs.

Trigger Channel  Arming Schedule  Linkage Action  PTZ Linking

[D1] Camera 01

Cancel

g. Select the actions you want to occur, then click Apply to save your settings.
h.  Click OKto return to the VCA menu.
9. Inthe VCA menu, click Apply to activate the settings.

10. Repeat steps 5 through 9 above to configure other cameras, if needed.
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6.9 Defocus Detection

Defocus Detection senses when image blur, caused by defocus of the lens, occurs. Certain actions can be taken when the alarm is
triggered. To configure Defocus Detection:
1. Open the VCA menu. Go to Menu | Camera Management | VCA.
2. Onthe Camera line, open the drop down list, and then select the camera you want to configure.
3. (Checkthe Save VICA Picture box to capture a live view image of the VCA event.
4. Inthe VCA type selection line, click on Defocus Detection. If the camera supports this feature, it will be highlighted.
Camera Management
Camera
[D10] Camera 01 - [ Save VCA Plclure

QsD
Face Delection  Line Crossing D... Intrusion Detection Region Entrance,., Region Exting D,.. Unaitended Bagg,..

Object Remaowval ... Audio Ex + Defocus Detec| Sudden Scene C..

% Image
PTZ
.. Motion - Rule Settings
B Privacy Mask
# Video Tampering

@ video Lt

# Live View

5. Onthe Camera line, open the drop down list and select the camera you want to configure.
6. Check the Enable box to select this feature.
7. (lick Rule Settings.
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3. Inthe Rule Settings window, adjust the Sensitivity slider to set the detection sensitivity (range: 1.. 100). The higher the
sensitivity number, the more easily defocus is recognized. This setting may require testing.

b, Click OK to save the Sensitivity setting.
8. Click the icon on the Action line.

3. (lickthe Arming Schedule tab. With the Arming Schedule, you can define a schedule for each day of eight weeks
(56 days) when defocus is monitored. Time periods cannot overlap.

Arming Schedule  Linkage Action  PTZ Linking

Mon

00:00-24.00
00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00
00:00-00:00

00:00-00:00

© &6 6 6 &6 0 6 O

00:00-00:00

Copy

b, Click Apply to save the settings. You can also click Copy to copy the Arming Schedule setup in the window to other days
of the week.

¢. Clickthe Linkage Action tab. In this tab you can cause certain actions to occur when defocus is detected.
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Seflings
Arming Schedule  Link PTZ Linking

W Full Screen Monitaring

B Audible Waming

[ Moify eillance Center
Send Emall

B Trigger Alarm Qutput

Cancel

d. Select the actions you want to occur, then click Apply to save your settings.

e.  (lickthe PTZ Linking tab. With PTZlinking, you can configure the camera to perform a Preset, Patrol, and/or Pattern
when an event occurs.

(Arming Schedule Linkage Aclion PTZ
[D1] Camera 01

Cancel

f. Select the actions you want to occur, then click Apply to save your settings.
g. (lick OK to return to the VCA menu.
9. Inthe VCA menu, click Apply to activate the settings.

10. Repeat steps 2 through 9 above to configure other cameras, if needed.
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6.10 Sudden Scene Change Detection

Scene change detection detects the change of surveillance environment affected by an external factor, such as the intentional
rotation of the camera. Certain actions can be taken when the alarm s triggered. To configure Sudden Scene Change Detection:

1.
2,
3.

Open the VCA menu. Go to Menu | Camera Management | VCA.
On the Camera line, open the drop down list, and then select the camera you want to configure.
(Check the Save VICA Picture box to capture a live view image of the VCA event.

In the VCA type selection line, click on Sudden Scene Change Detection. If the camera supports this feature, it will be
highlighted.

Camera Management

- Camera

[D10] Camera 01 ~ ESave VCA Picture
¥ 0SD
Face Deteclion Line C ng D... Intrusion Detection Region Entrance... Region Exiting ... Unattended Bagg...

& Image Object Remowval ... Audio Ex ... Defocus Detection Sudden Scene C...

B PTZ

¥ Motion £ : - Rule Seftings.
@ Priy

# Video Tampering

@ video Loss

5.

6.

7.

# Live View

On the Camera line, open the drop down list and select the camera you want to configure.
Check the Enable box to select this feature.

(lick Rule Settings.

Alibi™ NVR Firmware V3.4.95 User Manual 99



SECTION 6: VCA FEATURES

3. Inthe Rule Settings window, adjust the Sensitivity slider to set the detection sensitivity (range : 1..100). The higher the
sensitivity number, the more easily a scene change is recognized. This setting may require testing.

b, Click 0K to save the Sensitivity setting.
8. (lickthe icon on the Action line.

3. Inthe Trigger Channel window, select the other channels that should trigger recording on this channel, then click
Apply to save your settings.

Seltings

Trigger Channel  Arming Schedule  Linkage Aclion  PTZ Linking

WP Camera 1 2 mD2 W4 WDs5 |l
mD9 WDi0 MWD11 EDI2
HD13 HED4 ED15 ED16

b. Click the Arming Schedule tab. With the Arming Schedule, you can define a schedule for each day of eight weeks
(56 days) when scene change is monitored. Time periods cannot overlap.
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Trigger Channel A

00:00-00:00
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00:00-00:00
00:00-00:00

00:00-00:00
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00:00-00:00

Copy by O Cancel

. (lick Apply to save the settings. You can also click Copy to copy the Arming Schedule setup in the window to other days
of the week.

d.  Clickthe Linkage Action tab. In this tab you can cause certain actions to occur when a scene change is detected.

Trigger Channel  Armi hedule  Linkage Action  PTZ Linking

W Full Screen Monitoring
W Audible Waming
W Notify Surveillance Center

M Send Emall

M Trigger Alarm Oulput

e. Select the actions you want to occur, then click Apply to save your settings.

f. Click the PTZ Linking tab. With PTZ linking, you can configure the camera to perform a Preset, Patrol, and/or Pattern
when an event occurs.
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Trigger Channel  Arming Schedule  Linkage Acfion  PTZ Linking

[D1] Camera 01

Cancel

g.  Select the actions you want to occur, then click Apply to save your settings.
h. Click 0K to return to the VCA menu.
9. Inthe VCA menu, click Apply to activate the settings.

10. Repeat steps 2 through 9 above to configure other cameras, if needed.

6.11 PIR Alarm

Aninfrared alarm is generated when heat energy dissipated by a person or any other warm blooded entity such as a dog, cat, etc.
moves into the field of view. To configure the camera for infrared alarm detection:

1. Openthe VCA menu. Go to Menu | Camera Management | VCA.

2. Onthe Camera line, open the drop down list, and then select the camera you want to configure.

3. Check the Save VCA Picture box to capture a live view image of the VCA event.

4. Inthe VCA type selection line, click on PIR Alarm. If the camera supports this feature, it will be highlighted.

5. Check the Enable box to select this feature.

6. (lick Rule Settings.
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3. Inthe Rule Settings window, adjust the Sensitivity slider to set the detection sensitivity (range : T..100). The higher the
sensitivity number, the more easily it can recognized a PIR Alarm condition. This setting may require testing.

b, Click 0K to save the Sensitivity setting.
7. Click the icon on the Action line.

a. Inthe Trigger Channel window, select the other channels that should trigger recording on this channel, then click
Apply to save your settings.

Trigger Channel  Arming Schedule  Linkage Action

WP Camera HD1 ED2 HD3 D4
WD7 HDs WD3 WD10 D11 mD12
WD13 HDi4 WD1s WDl

Cancel

b, Click the Arming Schedule tab. With the Arming Schedule, you can define a schedule for each day of eight weeks
(56 days) when scene change is monitored. Time periods cannot overlap.
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Trigger Channel  Arming Schedule  Linkage Action

Mon

[ ]
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00:00-00:00
00:00-00:00
00:00-00:00

00:00-00:00
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00:00-00:00

Copy

. (lick Apply to save the settings. You can also click Copy to copy the Arming Schedule setup in the window to other days
of the week.

d.  Clickthe Linkage Action tab. In this tab you can cause certain actions to occur when a PIR Alarm condition is detected.

Trigger Channel  Arming dule

W Full Screen Monitoring
W Audible Waming
W Notify Surveillance Center

M Send Emall

M Trigger Alarm Oulput

e. Select the actions you want to occur, then click Apply to save your settings.
8. Inthe VCA menu, click Apply to activate the settings.

9. Repeat steps 2 through 8 above to configure other cameras, if needed.
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6.12 VCA Search features

VCA Search features are used to quickly analyze data generated from VCA analysis of video images. To use VCA Search features, the
VCA feature must first be enabled and configured in the camera(s). NOTE: All Alibi cameras do not support all VCA features shown
in this section. To open the VCA Search interface, go to Menu | VCA Search.

VCA Search

EnbaviarSastch M Behavior Search

@ Face Search EIP Camera 1 @D2 m@mD: @D D5 ®EDs  E@D7 DB

ED10 ED11 @Dz ED13 D14 ED1s ED16
‘o’ Advanced Search
W 00:00:00
A Counting

eat Map

Main Stream

 Live View

6.12.1 Behavior search

The behavior analysis detects suspicious behavior based on VCA analysis. To use this analysis, specific linkage actions are performed
when the VCA alarm is triggered. To use VCA Search - Behavior Search:

1. Configure the camera for any of the following VCA features:

—  Line Crossing detection

— Intrusion Detection

— Unattended Baggage Detection
—  Object removal Detection

— Region Entrance Detection

— Region Exiting Detection

2. Openthe VCA Search Behavior Search menu. Go to Menu | VCA Search | Behavior Search.
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VCA Search

=D2 D3 D4 & D7 DB
ED10 ED11 @Dz ED13 D14 ECi1s ED16

11-06-2015 & 00:00:00
I Counting s
11-06-2015
at Map Al

Main Stream

3. (Checkthe box(es) for the camera(s) you want to search.

4. (lick the Start Time field and then set the date and time at which you want to search begin the search for data. Similarly, set
the End Time field.

5. Open the Type drop down list, and then select the type of VCA event you want to search for. You can leave the option at All to
find all VCA events.

6. Open the Record Mode drop down list, and then select Main Stream or Sub Stream.

7. (lick the Search button at the bottom of the screen. In this screen, you can peruse thumbnails of video clips, play them, and
export them to an external device or flash drive. To export a clip, check the box(es) for the clip(s) you want to export, and then
click the Export button at the bottom of the screen.

Total: 66 F: 14

EPicture  ERecord Export All
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8. Youcan also view the resultin List format by click the List option in the upper left corner. In this screen, you can play video
clips and export them to an external device or flash drive. To export a clip, check the box(es) for the clip(s) you want to export,
and then click the Export button at the bottom of the screen.

Behavior Search

Behavior Type

Region Exiting Dataction
Region Exiling Detection
Region Entrance Detection

Region Exiting Datection

Intrusion Deteclion
Intrusion Detection
Region Exiling Detection
Intrusion Detection
Intrusion Detection
Intrusion Detection
Region Exiting Delection
Total: 68 P: 111
Pletura Recard ¥ 1 Export

6.12.2 Face search

Face Search displays occurrences of the VCA Face Detection feature. This feature must be enabled and configured in a camera before
using a VCA Search. To use VCA Search - Face Search:

1. Configure VCA Face Detection in a camera. See “6.1 Face Detection” on page 64. You can verify that the camera is generating
Face Detection alarms through Log Search.

2. Open the VCA Search Face Search menu. Go to Menu | VCA Search | Face Search.
VCA Search

& Behavior Search

Face Search > BIF Camera Eo2 - uk] ED4 ED5 EDs Eo7

EC10 Eoi Bz - (el k] ED14 Eois
1 Advanced Search
10-21-2015 & 00:00:00
Counti
AL 10 5 W 23:52:59

# Heat Map Main Stream
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3. (Checkthe box(es) for the camera(s) you want to search.

4. (lick the Start Time field and then set the date and time at which you want to search begin the search for data. Similarly, set
the End Time field.

5. Openthe Record Mode drop down list, and then select Main Stream or Sub Stream.

6. Clickthe Search button at the bottom of the screen. In this screen, you can peruse thumbnails of video clips, play them, and
export them to an external device or flash drive. To export a clip, check the box(es) for the clip(s) you want to export, and then
click the Export button at the bottom of the screen.

Face detection

Face Search

7. Youcan also view the result in List format by click the List option in the upper left corner. In this screen, you can play video
clips and export them to an external device or flash drive. To export a clip, check the box(es) for the clip(s) you want to export,
and then lick the Export button at the bottom of the screen.

Face Search

Chart ﬂ

WCamer... Start Time Simllarity
(1
[T}

HC1
_[s}]
WO

6.12.3 Advanced Search

Advanced Search enables you to find specific types of events, including:

Fire Source Detection

Ship Detection

Temperature Detection
Temperature Difference Detection.

The camera you use must be capable of detecting these kinds of events. To use this feature:
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1. Openthe Advanced Search menu. Go to Menu | VCA Search | Advanced Search.

VCA Search

2 Behavior Search Thermal Imaging Search

@ Face Search BIF Camera 2 D4 DS ps  EO7 D8

9 EDi10  ED11 ED12 ED13  ED14 EDMS ED16
Advanced Search >

01-31-2017 W 00:00:00
Jn Counling
01-31-2017

ad Heal Map rce Datection
Fire Source Deteclion
Ship Detection
Temperalure Delection

Temperature Difference Deteclion

2. (lick the Start Time field and then set the date and time at which you want to search begin the search for data. Similarly, set
the End Time field.

3. Open the Type drop down list, and then select the type of event you want to search for.
4. Open the Record Mode drop down list, and then select Main Stream or Sub Stream.

5. (lickthe Search button at the bottom of the screen. I this screen, you can peruse thumbnails of video clips, play them, and
export them to an external device or flash drive. To export a clip, check the box(es) for the clip(s) you want to export, and then
click the Export button at the bottom of the screen.

6.12.4 Counting

Counting is used to determine the number of objects entering or leaving a designated area in the field of view. The data can be
displayed in a line graph across daily, weekly, monthly or annual time range.

NOTE  ThelP camera used for Counting must include a microSD card for data accumulation.

To use Counting:

1. Open the VCA Search Counting menu. Go to Menu | VCA Search | Counting.

Alibi™ NVR Firmware V3.4.95 User Manual 109



SECTION 6: VCA FEATURES

VCA Search

Counting Statislics

& Behavior Search

[D1] Camera 01
@ Face Search

Counting
Q) Advanced Search

Firberof Pe- B People Entered B People Exlled

g Heat Map

Export

# Live View

2. Open the Camera drop down lost, and then select the camera you want to search.

3. Openthe Report Type drop down list, and then select the time span for which you want to count Region Entrance and/or
Exiting alarms. You can select either Daily Report, Weekly Report, Monthly Report or Annual Report.

4. (lick the Statistics Time field, and then select the day for which to generate a report.
5. Click the Counting button to start counting across the report type you selected.

6. Click Export to save the statistics report in Microsoft® Excel® format.

6.12.5 Heat map

The Heat Map feature presents a graphical representation of loitering data represented by colors. A red color block indicates the
most welcome area, and blue color block (0, 0, 255) indicates the less-popular area. Heat map is normally used to analyze the visit
times and dwell time of customers in an designated area of the field of view. The heat map function must be supported by the IP
camera and the corresponding configuration must be set. Currently, this feature is available with the Alibi fisheye camera only.

1. Configure a camera for the VVCA features PIR Alarm. See “6.11 PIR Alarm” on page 102.

2. Openthe VCA Search Heat Map menu. Go to Menu | VCA Search | Heat Map.
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VCA Search

& Behavior Search

[D1] Camera 01 -

Daily Reporl o Counting %

‘a) Advanced Search Stal : & Export

@ Face Search

2 Counting

# Live View

3. Open the Camera drop down lost, and then select the camera you configured for PIR alarm detection.

4. Open the Report Type drop down list, and then select the time span for which you want to count alarms. You can select
either Daily Report, Weekly Report, Monthly Report or Annual Report.

5. Click the Statistics Time field, and then select the day for which to generate a report.
6. (lickthe Counting button to start counting across the report type you selected.

7. (lick Export to save the statistics report in Microsoft® Excel® format.
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SECTION 7

Record, Playback and Video Backup

After the initial setup of your NVR using the Wizard, the Menus interface enables you to refine your configuration settings and
expand the functionality of the system. To use most menus, the user must log into the NVR system, either locally or remotely, with

administrative privileges.

To open the Menu system from the Live View screen, right click anywhere in the screen, then select Menu.

tart Recording ¥
Add IP Camera
Playback

t: PTZ Control

% Qutput Mode

Aux Monitor

After selecting Menu, a login window will open. In the Login window, select a User Name with administrative privileges, enter
its password, then click OK. A window of Menu icons will open. NOTE: When the system option Enable ID Authentication is
disabled (see the Configuration - General settings submenu), the Login window to open the Menu does not appear.

Playback

Record
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7.1 Configuring record settings

7.1.1 Setting camera parameters

1. Enter the Record settings interface to configure the encoding parameters. Go to Menu | Record | Parameters.

Record

edule

[02] Camera 01
= Paramelers 2
=

Main Stream{Conlinuous)

Record Sub-Stream Capture

#: Advanced Video

¥ Holiday 30722048
Variable
Medium

Full Frame

General

T More Seftings...

2. Select the Record tab page you want to configure. Use this menu to select different parameters for Continuous recording and
Event recording. You can configure the stream type, the resolution, and other parameters.

— Enable H264 OVC: Uses enhanced H.264 encoding. The camera must be rebooted after this option is selected.
3. Click Apply to save your new configuration settings.

4. (lick More Settings to configure other parameters.
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More Settings
Pre-record

Post-record

Expired Time (day)

Record Audio

Video Stream Main Stream

Parameters include:

— Pre-record: The length of time you set to record before the scheduled time or event. For example, when an alarm
triggered the recording at 10:00, if you set the pre-record time as 5 seconds, the camera records it at 9:59:55.

— Post-record: The length of time you set to record after the event or the scheduled time. For example, when an alarm
triggered the recording ends at 11:00, if you set the post-record time as 5 seconds, it records till 11:00:05.

— Expired Time: The expired time is the longest time a recording is kept on the HDD. If the deadline is reached, the file
will be deleted. If you set the expired time to 0, the file will not be deleted. This parameter is usually determined in
consideration of the capacity of the HDD.

— Record Audio: Check the checkbox to enable audio recording.

— Video Stream: You can select Main Stream, Sub-Stream or Dual Stream for recording. When you select sub-
stream, you can record for a longer time with the same storage space.

3. Select the options you prefer from the drop down options lists.
b.  Enterthe Expired Time (day) length and check Record Audio if appropriate.
. (lick OK to save the settings.

5. Open the Sub-stream tab page and then configure the parameters of the camera.
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Record

Record Sub-Stream  Caplure

hedule

S 1] Camera 01
= Paramelers >

¥ Video & Audio

#: Advanced or
arie y
*+ Holiday Variable
Medium

Full Frame

General

 Live View

6. Click Apply to save the settings.
7. Openthe Capture tab page.

Record
Stream  Capture
[O1] Camera 01

Continusus
#: Advanced ACIF

Medium = Medium

+ Holiday

as rlas

3. Select the Resolution, Image Quality and Interval during continuous recording and event-triggered recording.

8. Click Apply to save the settings.

7.1.2 Configuring Record schedule
The record schedule can be used to automatically start and stop recording at preset times.

1. Open the Record Schedule menu. Go to Menu | Record | Schedule.
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Record

cord  Caplure

= Schedute
[C1] IPCamera 01
# Parameters

¥ Advanced
Edit

4 Holiday Continuous

# Live View

2. Toconfigure the Record schedule:
3. Open the Camera drop-down list to select the camera you want to configure.
b. Check the Enable Schedule box.
¢ (lick Edit, or use the graphical method to apply recording modes to hours of the day.

i.  Ifyou clicked the Edit button, a record schedule list opens.

|| Continuous

® 1 inLous
00:00-00:00 Continuous
00:00-00:00 Continuous
00:00-00:00 Continuous
00:00-00:00 Continuous
00:00-00:00 Continuous

00:00-00:00 Continuous

Copy

ii. — Openthe Schedule line drop down list and select the day you want to create a record schedule for.
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jil.  Toschedule all-day recording, check the checkbox after the All Day item. To setup specific start and end times,
click the clock icon to open a time setting popup window.

iv.  Inthe Type column, select the type of recording trigger you want to use. “Motion” recording is recording triggered
by some kind of motion detected in the video image.

Continuous

Motion

Alarm
Motion | Alarm

Motion & Alarm

© & 6 6 6 0 6 O

Cancel

—  (lick Apply to save your settings.

You can define up to eight recording time periods for each day, each with a specified recording type. Recording time periods cannot

NOTE overlap with each other. Each recording period can use either Normal or Motion triggered recording.

V. Repeat the steps above to schedule recording for other days of the week. If the same schedule can also be applied
to other days, click Copy (see the window below), select the days you want to copy the schedule to, then click OK.

Copy to

The result will look like the following schedule.
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Record
Caplure

[D1] IPCamera 01
arameters

#: Advanced
Edit

* Hollday Continuous

B Event
B Motion
Alarm
Hwmia
| LTEYS
M Fos

MNone

Apply

vi. — Touse the graphical method to draw the schedule:

—  (lickthe coloricons on the right for the recording mode, then drag the mouse pointer across the area of the
chart (day of the week, hours of the day) where you want to use that type of recording. Blocks on the chart,
each representing 1 hour of one day, will be colored for the recording mode you selected. A descriptions of the
color icons are shown in the figure below.

Normal recording —% Continuous

. Ewvent <«— Triggered by Event

Recording triggered by motion—p . Motion

<4— Recording triggered by alarm
Recording triggered by_> . M| A
motion or alarm
Recording triggered by
motion and alarm
Recording triggered by __,
POS register message
Delete schedule or no
recording scheduled

NOT! Alarm triggered recording is available for only some cameras models supported by the Alibi NVR. Consult your vendor support
organization for more information.

—  Recording schedules can include a combination of different modes. An example of a graphically created
schedule is shown below.
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Record

# Parameters

[D1] IPCamera 01

# Advanced
Edit

+ Holiday Continuous

. Ewvent
B motion

| Alarm
HWmia
| LEXS

“Mole: Operation is invalid when the number of lime segmenis exceeds the limit (8).

 Live View

—  (lick Apply to validate the settings.

3. Ifthe settings can be applied to other camera channels, click Copy.

4. Inthe Copy menu, click the channels you to which you want to copy the schedule to, then click OK.

7.1.3 Configuring Capture schedule
The record schedule can be used to automatically start and stop recording at preset times.

1. Open the Record Schedule menu. Go to Menu | Record | Schedule | Capture.
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Schedule Record  Caplure

[D1] Camera 01
# Parameters

#: Advanced
Edit

% Holiday Continuous
B Event
B Motion
Alarm
WA
Wwmea

Neone

2. Toconfigure the Capture schedule:
3. Openthe Camera drop-down list to select the camera you want to use.
b. Checkthe Enable Schedule box.
¢ Click Edit, or use the graphical method to apply recording modes to hours of the day.

i Ifyou clicked the Edit button, a record schedule list opens.

|| Continuous

00:00-00:00 9T Continuous

inuous

00:00-00:00 y Continuous

00:00-00:00 ¥ Continuous

00:00-00:00 Continuous
00:00-00:00 Continuous
00:00-00:00 Continuous

00:00-00:00 Continuous

Copy

ii. — Openthe Schedule line drop down list and select the day you want to create a capture schedule for.
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jii. - Toschedule all-day captures, check the checkbox after the All Day item. To setup specific start and end times, click
the clock icon to open a time setting popup window.

iv.  Inthe Type column, select the type of recording trigger you want to use. “Motion” recording is recording triggered
by some kind of motion detected in the video image. Alarm recording is not supported.

m Type Confinuous

Continuous

0E:00-18:0

00:00-00:00
00:00-00:00 Molion
00:00-00:00 Alarm
00:00-00:00 Motion | Alarm
00:00-00:00 Motion & Alarm

00:00-00:00 Event

00:00-00:00 Confinuous

Copy 0K Cancel

—  (lick Apply to save your settings.

You can define up to eight recording time periods for each day, each with a specified recording type. Recording time periods cannot
overlap with each other. Each recording period can use either Normal or Motion triggered recording.

NOTE

V. Repeat the steps above to schedule captures for other days of the week. If the same schedule can also be applied
to other days, click Copy (see the window below), select the days you want to copy the schedule to, then click OK.

Copy to

Caneel

The result will look like the following schedule.
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Record

# Paramelers

[D1] Camera 01

#: Advanced
Edit

+ Holiday Conlinuous

M Evert
W Motion
| E L
Bwma
Wmea

Mone

# Live View

vi. — Touse the graphical method to draw the schedule:

—  (lickthe coloricons on the right for the recording mode, then drag the mouse pointer across the area of the
chart (day of the week, hours of the day) where you want to use that type of capture. Blocks on the chart, each
representing T hour of one day, will be colored for the recording mode you selected. A descriptions of the color
icons are shown in the figure below.

Normal recording —% Continuous

I Event <«— Triggered by Event

Recording triggered by motion—p . Motion

<4— Recording triggered by alarm

Recording triggered by
motion or alarm
Recording triggered by
motion and alarm
Delete schedule or no
recording scheduled

Alarm triggered recording is can be initiated by alarm inputs on the NVR back panel and by the alarm inputs of cameras models
supported by the NVR that include alarm inputs. Consult your vendor support organization for more information.

NOTE

—  (Capture schedules can include a combination of different modes. An example of a graphically created schedule
is shown below.
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= Schedube
[D1] IPCamera 01
& Parameters

#: Advanced 820 22 M =

4 Holiday CaontinuoLs

. Event
B mction
Alarmn
WA
Wmea

Mane

# Live View

3. (lick Apply to validate the settings.
4. Ifthe settings can be applied to other camera channels, click Copy.

5. Inthe Copy menu, click the channels you to which you want to copy the schedule to, then click OK.

7.1.4 Record Holiday settings

You can create a recording schedule for holidays only after specifying which days are holidays. Holidays can be specified by day
(of the year), week or month. When these holidays occur, the Holiday recording schedule will be performed instead of the normal
Monday through Sunday recording schedule setup using the procedure above in “7.1.2 Configuring Record schedule” on page 115.

To specify which days are holidays and create a recording schedule for these days, do the following:

1. Open the Record Holiday menu. Go to Menu | Record | Holiday.
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Record

B Schedule

Start Date End Drate
# Parameters

# Advanced 2 0 Disabled 1.an

m

3 idayd Disabled 1.Jan
 Holiday >
oliday: Dizabled  1.Jan

Holidays Disabled 1.Jan

- - - |

Holidays Dizabled  1.Jan

]

Holiday7 Disabled 1.Jan

n

Holidayg Disabled 1.Jan

= ]

# Live View
2. (lickon the Edit icon in an entry in the list. You can define up to 31 different holidays periods.

Holiday Name Holiday1
Enable u

Mode By Month
Start Date Jan

End Date Jan

Cancel

3. Inthe Edit window, click on the Holiday Name field, and then enter a common name for the holiday.
4. (lick the Enable box to checkit.

5. Open the Mode drop down list and select either By Date, By Week or By Month. Depending on your selection, the Start
Date and End Date fields will adjust accordingly.

6. Editthe Start Date and End Date fields as needed. A Holiday can be a single day or range of days. In the window below, a
New Years Day holiday was specified.
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7.

8.
9.

Mew Years Day

a
Ey Date

01-01-2017

01-01-2017

(lick Apply to save your setting, and then click OK. The Holiday Settings window will show the holidays you created.

B Schedule

& Paramelers

Mo.

Holiday Setlings

Holiday Mame

Holiday
Holiday5
Huolidays

Holiday?

Holidayt

m
=

Status Start Dale End Date

LA

Disabled

- |

Disabled

m

Disabled

- |

Disabled

m

Disabled

[ |

Open the Record Schedule window. Go to Menu | Record | Schedule. See “7.1.2 Configuring Record schedule” on page 115.

(lick Edit.
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Cancel

10 Inthe Edit window, open the Weekday drop down list, and then select Holiday. Edit the Edit window as needed, and then
click Apply and OK to save your settings.

7.1.5 Record Advanced settings
Use the Record Advanced Settings menu to configure the purpose of the storage device connected to the eSATA port.

Record

B Schedule Advanced Seltings

y eSATA1
& Parameters
rdfCapiure

8 Advanced

= Holiday

# Live View
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7.1.6 Configuring Motion Detection Recording

Follow the steps to set the motion detection parameters. Motion detection events can trigger several kinds of actions in the NVR,
including channels to start recording, full screen monitoring, an audio warning, notification sent to the surveillance center, etc.
Follow the steps below to schedule a recording triggered by a motion detection.

1. Open the Motion Detection menu. Go to Menu | Camera | Motion.

2. Toconfigure Motion Detection (see screen above):
3. Choose camera you want to configure from the drop down list.
b.  Check the Enable Motion Detection box.
. (lickthe Full Screen select button.

d.  Ifyou want to sense for motion detection in all areas of the video, click Clear All, and then drag a rectangle over the
entire video screen.
NOTE: The example shown here is for a Alibi™ camera. Other camera brands and models have different methods for
designating the motion detection areas.

To deselect an area selected for motion detection, drag a rectangle across that area. To clear all areas selected, click Clear.

e.  Click Settings to open the Settings Trigger Channel tab window.
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Seltings

Trigger Channel  Arming Schedule  Linkage Acfion

WP Camera ED1 WDz [k} [ [=2} [ =13
WD7 WDa HD3 EDi0 WD
HD13 HED4 EDi5 ED16

f. Select the other channels that should trigger recording on this channel, then click Apply to save your settings.

g. (lickthe Arming Schedule tab. In this tab you can define up to eight periods for each day. Periods must not overlap.

Settings
Trigger Channel  Arnmvin ule  Linkage Action

Mon

00:00-24:00
00:00-00:00
00:00-00:00
00 00
00:00-00:00
00:00-00:00

00:00-00:00

¢ & 0 2 ¢ o 0 @

00:00-00:00

Copy Apply oK Cancel

h. Click the down arrow in the Mon field (see above) to setup the schedule for a different day, and/or click Copy to copy the
Arming Schedule you setup in the window to other days of the week. Click OK to confirm your selections.
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Cancel

i Inthe Arming Schedule menu, click lick Apply to save the settings.

j. (lick the Action tab. In this tab you can cause certain actions to occur when motion triggered recording occurs.

Trigger Channel  Arming Schedule
W Full Screen Monitaring
W Audible Warning
M Molify Surveillance Center

Send Email

B Trigger Alarm Output

k. Select the actions you want to occur, then click Apply to save your settings, and OK to return to the Motion menu. The
Notify Surveillance Center and Send Email options require additional network settings.

3. Inthe Motion menu, click Apply to save your settings for this camera.

Test your settings during broad conditions to ensure that motion in the field of view triggers an action. You may need to return to
this menu later to adjust the Sensitivity slider to ensure it is working adequately.

NOTE
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7.1.7 Manual record

Follow the steps below to begin manual recording. Manual recording, once initiated, requires a manual cancel of the record. The
manual recording can occur prior to the scheduled recording.

1. Open the Manual settings menu. Go to Menu | Manual.

- Record

® Continuous Ci e IP Camera

& Alarm

™ Recording by schedule

@ Recording by manual operation

2. Toenable Manual Record:
3. Select Record on the left menu frame.
b, Click the status button before camera number to change the label from OFF to ON, if necessary. See the example above.
. (lick the icon after Normal or Motion Detection.
d. When the Attention window opens, click Yes.

Attention
Q Start all-day motion detection recording

of all channels?

KN

3. Todisable Manual Record:
3. Select Record on the left menu frame.
b, Click the status button before camera number to change the label from ON to OFF.
¢ (lick the icon after Norman or Motion Detection.

d. When the Attention window opens, click No.
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Green "ON" icon means that the channel is configured with a record schedule.

NOTE Ifthe NVR is rebooted, manual record operations are canceled.

7.1.8 Configuring HDD Group for Recording

You can group the HDDs and save the record files in a specific HDD group. You must have multiple HDDs installed in the system to
perform this configuration.

1. Open the HDD menu. Go to Menu | HDD.

8 HDD Information

Stafus Property Type Frea Space Gro... Edit Delale
# Advanced : - _
Mormial L Local 3646.00GE 1

2. (lick Advanced in the left frame to open the Storage Mode menu.
3. Inthe Storage Mode menu, open the Mode drop down list, then select Group.

& General Slorage Mode  Disk Clone  Overarite

g Advanced >

Re oup 1

EIP Camera Eoz D3 D4 5 D&
B0 D11 BD12 BoD13 ED14

# Live View

4. Verify that the HDD mode is Group. If not, set it to Group, then click Apply and follow the on-screen instructions to reboot the
NVR. Return to the HDD menu.

5. (lick General in the left frame.
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6. Clickthe icon in the Edit column for the HDD to open the editing menu. To select the HDD group:
a. Choose a group number for the HDD group.
b.  Click Apply and then in the pop-up message box, click Yes to save your settings.
. (lick OKto return to the upper level menu.
d.  Repeat the above steps to create more HDD groups.
7. Choose the Channels which you want to save the record files in the HDD group.
a. Select Advanced on the left frame.
b.  Choose Group number in the drop down list of Record on HDD Group.
. Checkthe select boxes for the channels you want to save in this group.

d.  Click Apply to save settings.

7.1.9 Files Protection

You can lock the recorded files or to protect them from being overwritten when the HDD becomes full.

1. Open the Export menu. Go to Menu | Export.

EIP Camera ED2 D3 D4 Bos - [al3 =o7
@oi0  @D11 @012 @D12  E@D14 @D

12-14-2016 14:29:20 - 01-20-2017 13:41:37

Main Stream

All

All

01-20-2017 W 00:00:00

01-20-2017 23

# Live View Quick Export

2. Check the box(es) for the channel(s) you want to investigate.

3. Configure the Record Type, File Type (locked or unlocked), and Start Time and End Time.

4. (lick Search to show the results.
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Search result

End time:
01-20-2017 09

Tolal: 351 P: 118

Total size: 10.72MB Export All

5. Click List in the upper left corner.

Lockicon (shown “Unlocked”) Lockicon (shown “Locked”)
Search result
Chart  List
WCamera No. Starl/End Time Size Play
HC1 01-20-2017 08:1 E 10.72MB &
D1 01-20-2017 09 17.71ME @
01-20-2017 09 u 9267.90KB ®
01-20-2017 09 e 3913.45KB B
01-20-2017 09 i 11.28MB @
01-20-2017 09:18:13 17.10MB &

9393.05KB (&

01-20-2017
01-20-2017 09:2:
01-20-2017 09;24:40--03:25:... 30.15MB B

Tolal: 381 P: 14

Taotal size: 0B Export All

6. To protect the record files, determine which files you want to protect, and then click the icon in the Lock column to show
a “locked” padlock (indicating that the file is locked). Similarly, unlock files by clicking on the “locked” icon to show an
“unlocked” padlock. When unlocking a file, a confirmation window will open.
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NOTE  Thefile ofarecording in progress cannot be locked.

7.2 Playback

You can playback recorded video files instantly, or in several ways including Normal (by setting the channel and time), Event, Tag
(tagging and retrieving tagged video clips), and using Smart features in the Alibi firmware. You can also play files on external media.
Multi-channel playback supports 4 channels at up to 8 MP resolution and 16 channels at up to 1080p resolution.

For playback of POS register data and its associated video, refer to

7.2.1 Instant playback by channel

Playback the recorded video files of a specific channel in the live view mode. Channel switch is supported.

Instant playback by channel

In Live View mode, click the channel you want to playback, then click the playback icon on the Quick Setting toolbar. In the instant
playback mode, only recordings made during the previous five minutes on the channel are played.
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7.2.2 Playback by channel - menu and screen controls
Playback menu screen controls appear after accessing recordings from a camera. To access and play these files:

1. Open the Playback menu. Go to Menu | Playback.

2. Inthe Playback screen, check the box for the camera channel(s) you want to playback. In the example shown below,
Camera 01 (at the top of the list) was selected.

® Normal/lSmat ¥ Main Siream v e

Max, Came... Min. Camer...
WCamera 01

WIPCamera 03

WIPCamera 04

WiFCamera 05

WPCamera 06

3. Inthe calendar section, click the day when the video clip you want to play was recorded. In the example shown below,
October 28, 2015 was selected. Notice that colored marks in the timeline at the bottom of the screen appeared. These marks
indicate when and what type of recordings were made for that camera(s) selected.

Use P> and 4
to select month
and year e e e
) 112 3(4]5
Video recorded Dat lected
0 ored Al ~4-8 1 9 110 |11 13 | 14 ate selecte
en (colored fill) 15A e | E/1 (yellow border)

22123 |24 |25|26 |27 |28
29 [ 30 | 31

4. Tostart playback, open the stream select drop down list, and click the stream you want to play back. See below.
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® NormalfSmart *  Main Stream ¥

5. Click the Play button (P> ) in the playback controls panel at the bottom of the screen.

# NormalSmart *  Main Siream ¢

Playback toolbar and indicators at the bottom of the window are described below.
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Start/end time of recordings Playback timestamp  Recorded video clips*  Timeline

w @ % B V& 8 QA

Playback motion controls

Motion/Intrusion Disable POS
Detection: Result overlay Capture
Full Screen Filter Mute Volume Lock fileAdd custom tag Zoom

b B E B e & QA

Line crossing  Intrusion Motion detection Start/stop clip Add default File Management
Detection detection Draw and Search tag
Legend: Video clip recording types*

narmal JEven

@®mns @1h @

= = ®h

Timeline shiftL-R  Timeline span options

* Colors marking video clips are shown in the legend. When Smart marks () appear, Motion, Line or Intrusion detection is
enabled and sensed in the video clip.

Toolbar items

Start/end time of recordings: Indicates the earliest and latest date and time when recordings for the selected cameras
(channels) are available.

Playback timestamp: Indicates the position on the timeline when the frame being played back was recorded. The exact recorder
time is also shown.

Recorded video clips: These marks indicate when video was recorded on the timeline. The color legend is shown to the right.
When Smart analysis features are enabled, green marks may appear above the timeline.

Timeline: Graphical representation when video clips were recorded across a time span. The timeline can be adjusted to span 30
minute, Thours, 2 hours, 6 hours, or 24 hours, and can be shifted left or right using clicking the options to the right of the toolbar.

Playback motion controls: Control the playback of recorded video. See the table below.
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Button Operation Button Operation Button Operation Button Operation
“ Audioon/Mute | SN |  Adjustvolume | [ | Start/Stop dlipping E Capture
Add customized
H File lock Add default tag Ve ; File Management
ag
Pause reverse
. play/ Pause play/ Play/
o Digital Zoom Sto
g “ Reverse play/ - b “ Single-frame play
Single-frame
reverse play
n 30s forward n 30s reverse n Speed down n Speed up
Playback toolbar icons

Motion/Intrusion Detection: Full Screen: Enables Smart motion and intrusion detection across the entire video image.
To apply this feature, playback video, and then click this icon. If motion or intrusion is detected in any video clip marked on the
timeline, a green “Smart” mark will appear for it above the timeline.

Disable POS overlay: Disables POS data over video during playback.

Line Crossing Detection: With this feature you can define a line in the video image and show when an object cross the line
in either direction. To apply this feature, playback video, click thisicon, and then click on two points in the video frame to set the
endpoints of a line. A red line will appear over the video, and green Smart marks will appear above the timeline where motion is
detected across the line.

Intrusion Detection: With this feature you can define a quadrilateral area in the video image and show when an object enters or
exits the area. To apply this feature, playback video, click this icon, and then click four points in a circular fashion in the video frame
to set the four corners of the quadrilateral area. A red quadrilateral will appear over the video, and green Smart marks will appear
above the timeline where motion is detected in or out of the area.

Motion Detection Draw and Search: With this feature you can define an area in the video image and search the recordings for
motion in that area. To use this feature, pause video playback, and then drag a rectangle across the area of the video you want to
search. Click this icon again to search recordings for motion in the recordings. Results are indicated by marks on the timeline.

Result Filter: Feature that can filter “Smart” results for Gender, Ages, or Glasses. To use this feature, click the Filter icon at the
bottom of the screen open the drop down lists for each parameter to select the options you prefer, and then click OK to save and
apply your settings. Results of applying the filter are reflected in the Smart marks above the timeline. Good luck.
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Result Filter

E Enable

iaie
All
All

Mute: Mutes or un-mutes audio during playback. Functional only when audio is recorded with the video.
Volume: Slider for adjusting the audio during video playback.

Start Clip / Stop Clip: Feature used to create a clip from video being played back. See “7.3.5 Exporting Video Clips during
playback” on page 163 for more information.

Lock File: Use this feature during video playback to prevent the video clip being played from being overwritten by newer video
recorded on the HDD.

Add Default Tag: Use this feature during video playback to assign an identifier (tag) to the clip being played back. The clip can
then be easily retrieved later by searching for tagged video. See “7.2.5 Playback by Tag” on page 143 for more information.

Add Custom Tag: Use this feature during video playback to create a specific identifier (tag) to the clip being played back. The clip
can then be easily retrieved later by searching for tagged video. See “7.2.5 Playback by Tag” on page 143 for more information.

File Management: Opens the File Management menu. This menu is useful when creating and exporting video clips from video
being played back.

Zoom: Use this feature to digitally zoom in on areas of video during video playback. See “7.2.12 Digital Zoom” on page 151 for
more information.

Legend: Video clip recording types: Defines colors used to identify the reason(s) why a video clip was recorded. Options are
Normal (continuous recording), Event, and Smart (when video meets Smart search criteria).

Timeline shift L - R: Use to shift the timeline window.

Timeline Span options: Click any option to set the length of the timeline.
Thumbnail search

To use the thumbnail search feature, hover the mouse pointer over the timeline during playback to open thumbnail images of the
recording in the lower part of the playback screen.
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S M T W T F. §
: 1lafal4]s]ls|7

15 24

To move to a thumbnail image, click the thumbnail of interest.

7.2.3 Create video tag

Video tags are useful for identifying important video clips and quickly retrieving them. Video tags can be created in several different
playback modes, then retrieved in the Playback Tag mode. To playback, see “7.2.5 Playback by Tag” on page 143.

To create a video tag:

1. Open the playback screen and then locate the video you want to tag, and then click the Add Customized Tag icon in the
lower left corner of the screen.

140  www.Observint.com



SECTION 7: RECORD, PLAYBACK AND VIDEO BACKUP

® Event = Main Sfream + a0

; i Start Time Ple ~
T ) 09:14:48 =
§ = : <k
| \ . / -

2. (lick the Tag Name field, and then enter a name for the tag using the virtual keyboard. Click the key in the lower right corner of
the keyboard to save the Tag Name.

3. (lick OKto close the Add Tag window.

7.2.4 Playback by Event Search
Play back record files on one or several channels searched out by restricting event type (e.g. alarm input and motion detection).

1. Open the Playback interface. Go to Menu | Playback.

®  Mormal/Smart v Main Siream v e
. Min. Camer...

BECamera 01

WIFCamera 03
WiPCamera 04

WIFCamera 05

2. Open the drop-down list in the upper-left corner of the screen, then select Event.

3. Openthe Type drop down list (in the upper right corner), then select the kind of event you want to search for. Here, Motion was
selected.
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B Event v Main Stream ~

Start Time
01-20-2017

00:00:00
End Time
01-20-2017
23:59:59

5. Click Search. Alist of events (channel and time) that occurred during the time frame selected will appear on the right side of
the screen.

6. Selectan entryin the list (camera channel and the time), then click the Play icon to show the video associated with the event.

" Event v Main Stream «

& B m B R

For the definition of icons in the playback toolbar, see “7.2.2 Playback by channel - menu and screen controls” on page 135.
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7.2.5 Playback by Tag

Video tags provide a convenient way to identify video clips, then find and replay them later. Tags are associated with video clips
during playback using the icons in the lower left corner of the screen.

1. Open the Playback interface. Go to Menu | Playback.

2. Open the drop-down list in the upper-left corner of the screen, then select Tag.

B Event ¥ Main Stream ~

®  Mormal'Sman Major Type  pation

ECamera

Sub-periods
& Edemnal File

B Picturs

3. Select the camera channel for which the tag was created. If unsure, select all channels.

4. Ontherightside of the screen, click the icons to select the Start Time and End Time within which the tag was created. You
can also search for the video clip by Keyword.

Start Time
01-20-2017

00:00:00
End Time

01-23-2017
23:59:59

5. (Click Search. A list of tag names will appear.

6. Select the tag you want to play, and then click the Play icon to view the video.
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Cam... Tag MName Play

(=1} Event 1

Total: 1 P: 141

Pra-play
Post-play

= Back

Using File Management
7. Click the k=l icon to open the Tag management window, and then click the Tag tab. In the example below, three tags are
shown.

File Managemeni

Video Clips  Playback Caplure  Locked File  Tag

Camer... Tag Mame Time Drelete

D1 Ewent 1 01-20-2017 09:15:19 o
Edit Tag

709:15:19

Cancel

Tolal: 1P: 14

Cancel

8. Inthe Tag management window, click the Edit icon (see above) to edit the Tag Name, or click the Delete icon to delete .
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7.2.6 Playback by Sub-Periods

According to the configured number of split-screens, the video files on the selected date can be divided into average segments for
playback. E.g., if there are video files existing between 16:00 and 20:00, and the 4-screen display mode is selected, then it can play
the video files for T hour on each screen simultaneously.

To use Sub-periods playback:

1. Open the Playback interface. Go to Menu | Playback.
2. Open the drop-down list in the upper-left comer of the screen, then select Sub-periods.

Main Siream X

Max, Came... Min. Camer...

ECamera 01

[iCamera 01

WIFCamera 02
B Piclure WPCamera 04
WIPCamera 05

WIFCamera 06

3. Select the camera channel for which you want to use this feature, and the date range.

4. Select the split-screen number from the list, and then click the Play icon. In the example below, 4 screens was selected.

® Sub-periods v Main Stream v

w  Camera01 ® =

*J Fcemera 03
-
~amera 04

IPCamara 05
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7.2.7 Playing Back an external file
You can playback a file on an external device, such as a video file saved on a backup disk or flash drive.

1. Open the Playback interface. Go to Menu | Playback.
2. Openthe drop-down list in the upper-left corner of the screen, then select External File.

® pormalSmart ¥ Main Stream v
®  MNormalSman Max, Came... Min. Camer..

Event mera 01

Tag

]
]
& Sub-periods

WIFCamera 03

B Piclure WiFCamera 04

WIPCamera 05

3. Attach the external storage device containing the file to one of the USB ports. If multiple storage devices are connected to USB

ports, open the Device drop down list in the upper right corner and select the device containing the file. A USB Flash drive was
plugged into one of the USB ports, and then selected here.

4. Open the File Type drop down list, and then select the type of file you want to play. Several options are available.

& Exlernal File

5. Peruse the list shown on the right side of the screen and select (highlight) the file you want to play. If the file is in a directory
on the device, click the icon to the left of the directory name to show the contents of the directory.

6. (lick the Play icon associated with the file you want to play.
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& Exernal File

& WL Recordar

& XFer Pragram flles

7.2.8 Playback Pictures
(aptures made during playback can be searched, displayed, and exported.

1. Open the Playback interface. Go to Menu | Playback.
2. Openthe drop-down list in the upper-left corner of the screen, then select Pictures.

B Piciure
MNaormal
Evenl
Tag

Sub-periods

External File

WP Camera 04

WIPCamera 05

3. Select the camera channel for which you want to use this feature, and the date range.

4. (lick Search. A list of captures taken on the camera selected during the time range will be listed in the right frame.
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B Ppicture

5. (Click on the photo you want to display.

7.2.9 Playback using System logs
You can play back video file(s) associated with maintenance log entry.

1. Open the Log Information menu. Go to Menu | Maintenance | Log Information.
System Mainlenance
e Info
E 00:00:00
= Import/Expart
t Upgrade
Default B Alarm Output

Enotion Detection Startad
& Mel Detect

M Deleclion Stopped

@ HOD Detect Evideo Tampering Detection Stared

EVideo Tampering Del Stopped

ElLine Crossing Defection Alarm Started

Total: 4 P: 101

4 Back

Lve view B
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2. Selecta Start Time, End Time to search, and then select the Major Type of log entry and then the Minor Type of log

entry.

3. (lick Search. Inthe example below, the search criterion specified are “All" (Major Type) entries.

® Information
& Alarm

® Information

& Alarm
® |nformation
® Information
& Alarm
® Information

Total: 2000 P

Search Result

Minor Type

Motion Detection Sto...

Stop Recording

Mation Detaction Sta...

Star Recording

Motion Deteclion Sio...

Motion Deteclion Sta...

Start Recording

Stop ding

Motion Deteclion Sto...

Stop Recording

Paramefer  Flay Details e
A -] &

M/A &

MA

4. Find the entry in the search results list that is associated with a Play icon. See the example above.

5. Click the Play icon to watch the video associated with the event.

Major Type
& Alarm

® information
& Alarm

® |nformation

£ Alarm
® Information
® Information

1929 & Alarm

1930 ® Information

Tolal: 2000 P: 20/20

arch Result

Minor Type:
Molion Delection S

Playback

Parameter
A

7.2.10 Auxiliary Functions - Playback frame by frame

Play video files frame by frame, in case of checking image details of the video when abnormal events happen.
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Using a Mouse

Go to Menu | Playback.

Playback a file. During playback, click the button <@ until the speed changes to Single. One click on the playback screen
advances playback to the next frame forward. Click P> B> to increase the playback speed in forward.

During reverse playback click the button <@ < until the speed changes to Single. One click on the playback screen advances
playback to the next frame in reverse. Click > B> to increase the playback speed in reverse.

7.2.11 Auxiliary Functions - Reverse Playback Multi-channel

You can play back record files of multi-channel reversely. Multi-channel playback supports 4 channels at up to 8 MP resolution and
16 channels at up to 1080p resolution.

1. Open the Playback interface. Go to Menu | Playback.

® Normal/lSmat ¥ Main Siream v 20X

Max, Came... Min. Camer...

ECamera 01

WIFCamera 03
WIFCamera 04
WIPCamera 05

WIFCamera 06

2. Inthe calendar section, click the day when the video clip you want to play was recorded. In the example shown below,
January 20, 2017 was selected. Notice that colored marks in the timeline at the bottom of the screen appeared. These marks
indicate when and what type of recordings were made for that camera(s) selected.
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Use P> and 4
to select month
and year

Date selected
(yellow border)

o
=
o | =
m
o |®

@m|= |
wlr | E

Video recorded
then (colored fill) ™

29 |30 | 31

3. Select the video channels you want to playback.

4. Tostart playback, click the Play button ( B> ) in the playback controls panel at the bottom of the screen. These clips also be
played in reverse.

® Normal/Smart ¥ Main Stream «

, BIPCamera 02

R "_., BEIPCamera 03
= BIFCamera 4
WIPCamera 05

WiPCamera 06

For the definition of icons in the playback toolbar, see “7.2.2 Playback by channel - menu and screen controls” on page 135.

7.2.12 Digital Zoom

1. Click the magnifier button on the playback control bar to enter Digital Zoom screen. The video will expand to full screen, and a
faint slider bar with @ (zoom in) and © (zoom out) icons will appear in the upper left corner of the video image. To use this
feature, do one of the following:

— (lickon the spotin the video image, and then use the mouse scroll wheel to zoom in or out at that spot.
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— (lickthe @®icon to zoom in on the video image, and then drag the image the video image with the mouse to zoom on
another spot. Click © to zoom out.

—  Drag the slider on the slider bar up or down to zoom in or out, and then drag the video image with the mouse to zoom on
another spot.

—  Right-click the mouse to cancel the zoom feature.

7.3 Backing up Record Files - Export

7.3.1 Quick Export

The Quick Export feature allows you to easily export (backup to an external device) video clips recorded over a 24 hours period from
up to four selected camera channels.

1. Attach an USB storage device, such as a USB flash drive or USB disk drive, to the NVR USB port.

2. Open the Export menu. Go to: Menu | Export | Normal.

B Event IP Camera D2 D3 Eos [ e D& Eo7 D8
@O0 @o11 @o12  @o1: @014 @015 EDIE

12-14-2016 14:29:20 -- 01-24-2017 09:2037
Main Stream

Evant

All

01-24-2017 B 00:00:00

01-24-2017 W 235359

# Live View Search

3. Check the boxes for the camera channels you want to back up.

4. Select the Start Time and End Time of the period when the video clips of interest were recorded. To change the time, click
on the field, then select the target date or time from the pop-up menu. The time span cannot exceed 24 hours.

5. (lick the Quick Export button. A pop-up window will open showing the file structure of your external storage device. If your
USB device is not shown in the Device Name field, click the Refresh button.
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Export
USB Flazh Disk 1-1 Refresh

MP4

Size Type Edit Date Delste Play

T Folder 01-01-1970 00:00:00

2642.75MB

Mew Folder Format

6. Ifthe device you are exporting to is a re-writable device such as a USB flash drive, select the directory where you want to copy
the files, or create a New Folder. NOTE: Some USB devices types do not include the New Folder and Format options, but
may include an Erase option.

7. Clickthe Export button to start the Export. The Export window will list the files that were transferred. Allow the operation to
finish before continuing.

Exporting 3/6: Export finished.

8. Check the Export result by playing a file that was exported. In the Export window, click the file you want to play, then click the
associated icon in the Play column.

Note: When the.mp4 video file is exported, player.zip is also exported.
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Export
USE Flash Disk 1-1 = TmpdT : Refresh

MP4

Mame Slze Type Edit Drate Delete  Play -~

@
| 100€0.00KE File 01-24-2017 09
|| 10.02ME File
| 35.34MB File
| | 44 TEME File
| | 14.38MB File
B ch02_ 20170124 160.95ME File

Mew Folder Format

7.3.2 Export by video search

The Export by video search feature allows you to export specific video clips. The export operation writes the selected file(s) to an
USB device.

1. Attach an USB storage device, such as a USB flash drive or USB disk drive, to the NVR USB port.

2. Openthe Export menu. Go to: Menu | Export | Normal.

B Event EIP Camera @D2? @3 @4 D5 D&
Eoin Eon @Dz ED13 ED14
™ Piclure
12-14-2016 14 20 -- 01-24-2017 09::
Main Stream
All
All

01-24-2017 & 00:00:00

01-24-2017 F: ]

3. (Checkthe boxes for the camera channels you want to back up.
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4. Openthe Record Type and File Type drop-down lists, and select the best options for your search.

5. Select the Start Time and End Time of the period when the video clips of interest were recorded. To change the time, click
on the field, then select the target date or time from the pop-up menu.

6. (lick Search to list the video clips recorded during the selected time span. In the Search Result list, you can play the video
clip by clicking the icon in the Play column associated with the file.

Search result

Chart  List

Total: 17 P: 11

Tolal 10.56MB Export All

7. Select the video clips you want to export by checking the box associated with the video thumbnail. You can also check the box
for a video thumbnail, and then play the clip in the window in the upper right corner. Click List to view the search resultsin a
format that shows the start /end time of the clip, and the size.
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Chart  List

W Camera No. Start/End Time

01-24-2017

01-24-2017 09:20:04--09:30:...

Tolal: 17 P: 111

Total size: 10.56MB

Size Play
10053 41KE @
10.02MB &
35.33ME ®
44.75MB @
12.07TMB B

. B

B
24.19MB ®

14 .85ME &

8. Select the video clips you want to export by checking the box associated with an entry in the list. You can also play a clip in the
window in the upper right corner by clicking the icon associated with the clip in the play column. NOTE: You can click the Lock
icon to lock a video clip. Locking a video clip prevents it from being erased when the HDD becomes full.

9. Checkthe select box(es) associated with

other video clip(s) you want to export, and then click the Export button at the

bottom of the window. A pop-up window will open showing the file structure of your external storage device. If your USB
device is not shown in the Device Name field, click the Refresh button. NOTE: Some USB devices types include the New
Folder and Format options, other types include only an Erase option.

Expert

USB Flash Disk 1-1 - tmpdavivap - Refresh

MP4
Name
o
B cho1_20170124032008. ..
B chof_2017012:

ch0i_201701

choi_20170124

ch02_20170124092024

ch02_20170124092202....
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10.  Click the Export button to start the Export. The Export window will list the files that were transferred. Allow the process to
finish before continuing.

11, Check the Export result by playing a file that was exported. In the Export window, click the file you want to play, then click the
associated icon in the Play column.

USE Flash Disk 1-1 = T.mpdavizp Refresh
P4
Name Size Type Edit Date Delete  Play  ~
B ch01_2017012409 3 10.03ME File 01-24-2017
W ch1_2017012409 35.24MBE File
44.T6ME File
10.57ME File 01-24-2017 09
01-24-20

01-24-2017

W playerzip 2678 .62KE Flle 01-24-2017 09:32:2

2354 21MEB

Mew Folder

Note: The Player utility player.zip will be exported automatically during video clip export.

7.3.3 Export by Event Search

Video recordings triggered by Events, such as motion detection, can be searched for and exported to a USB storage device such asa
USB flash drive or USB disk drive, or USB optical drive.

1. Attach an USB storage device, such as a USB flash drive or USB disk drive, to the NVR USB port.

2. Openthe Export menu. Go to: Menu | Export | Event.
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B 00:00:00

W 23:59:59

IP Camera D2 ED3 ED4 EDs ED& D7 D&
Eo10 Eon ED1z ED13 BED14 ED15 ED16

# Live View

3. Onthe Major Type line, select open the drop down list and select, for example, Motion. You can also select either Alarm
Input, POS or VCA to search for those kinds of events.

4. Select the Start Time and End Time of the period when the video clips of interest were recorded. To change the time, click
on the field, then select the target date or time from the pop-up menu.

5. (Check the box(es) of the camera(s) you want to apply the search for.

6.  Click Search. Thumbnails of the search results will be shown. Note that multiple pages of thumbnails may be included.
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Tolal: 81 P: 15

Tolal size: 3166 4TKE

Source: D1

HDD: 4

Event Start Time: 01+
0!

Event End Time: 012
09:24:14

Size: 9166 4TKEB

7. Select the video clips you want to export by checking the box associated with the video thumbnail. You can also check the box
fora video thumbnail, and then play the clip in the window in the upper right corner. Click List to view the search resultsin a
format that shows the start /end time of the clip and the size. NOTE: You can click the Lock icon to lock a video clip. Locking a
video clip prevents it from being erased when the HDD becomes full.

Charl  List
W Source Camera No.
o] D1
o1
D1
D1
D1
D1
D1

D1
D1
o1
D1
Total: 81 P: 11

Tolal size: 3166 4TKE

HDD

4

Search result

Event Time Slze Play
10053 41KB @
01-24-2017 09:20:06-0 10.02MB &
01-24-2017 09: 9:20:.., 10053 41KB @
10.02MB &
e @
27.05M8 B

10.18MB @
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8. Select the video clips you want to export by checking the box associated with an entry in the list. You can also play a clip in the
window in the upper right corner by clicking the icon associated with the clip in the play column.

9. Check the select box(es) associated with the video clip(s) you want to export, and then click the Export button at the bottom
of the window. A pop-up window will open showing the file structure of your external storage device. If your USB device is not
shown in the Device Name field, click the Refresh button. NOTE: Some USB devices types include the New Folder and
Format options, other types include only an Erase option.

Export
USE Flash Disk 1-1 Refresh
MP4

Size Type Edit Date Delete

10060.00KE File

cho1_; 10.03ME File
ch01_2017012: 35.34MEB File
ch01_201701240: EME File

ch01_2017012 10.57MB File

ch02_20170124092024.... 14 .38ME File

2354.31MB

Mew Folder Format

10. Click the Export button to start the Export. The Export window will list the files that were transferred. Allow the process to
finish before continuing.

Export finished.

11, Check the Export result by playing a file that was exported. In the Export window, click the file you want to play, then click the
associated icon in the Play column.
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Export

USE Flash Disk 1-1 - "mpd.avi' Zip - Refresh

Size Type Edit Date Delele Play -~

34MB Flie 01-24-2017

W playerzip

Mew Folder

Note: The Player utility player.zip is exported automatically during video clip export.

7.3.4 Export by Picture Search
Pictures (captures) created during live view, playback, or through a capture schedule can be searched for and exported to a USB
storage device such as a USB flash drive or USB disk drive, or USB optical drive.
1. Attach an USB storage device, such as a USB flash drive or USB disk drive, to the NVR USB port.
2. Open the Export menu. Go to: Menu | Export | Picture.
= Normal Piclure

0 Event EIP Camera BoDs D&
D13 EDM
D22

D30

Al
02-08-20186 § 000000

02-22-2016

3. Onthe Picture line, open the drop down list and select, for example, Motion. You can also select either Event, Capture,
Command Triggered, etc. to search for those kinds of events.

4. Select the Start Time and End Time of the period when the photos of interest were captured. To change the time, click on
the field, then select the target date or time from the pop-up menu.
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5. Check the box(es) of the camera(s) you want to apply the search for.

6. (lick Search. Thumbnails of the search results will be shown. Note that multiple pages of thumbnails may be included.

Search result

Dimensions: 192

Camera MNo.: D1

HDD: 1

Time: 16 03:35:46
Slza: 173

Total: 4 F: 141

Tolal size: 0B Expert All

7. Select the capture file you want to export by checking the box associated with the thumbnail. You can also check the box for
a thumbnail, and then see the photo in the window in the upper right corner. Click List to view the search results in a format
that shows the time the photo was captured and the size.

Search result

HDD No.

02-18-2016 09 B
02-18-2016 09:35:51

02-18-2016 11:15:16 191.39KB

Dimensions: 1920 x 1080

Total: 4 P: 11

Total size; 179 42KE Export All
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8. Select the capture file you want to export by checking the box associated with an entry in the list. You can also see the photo in

the window in the upper right corner by clicking on the file.

9. Checkthe select box(es) associated with the file(s) you want to export, and then click the Export button at the bottom of
the window. A pop-up window will open showing the file structure of your external storage device. If your USB device is not
shown in the Device Name field, click the Refresh button. NOTE: Some USB devices types include the New Folder and

Format options, other types include only an Erase option.

UISE Flash Disk 1-1

MName Size Type
M Folder

& Channel 002 Folder

B player.zip 1818 Fila

386.00MB

Mew Folder

= Tmp4;” Zp Refresh

Edit Date Delete Play
01
10

10-28-2015 17:44:10

Format Expon

10. Click the Export button to start the Export. The Export window will list the files that were transferred. Allow the process to

finish before continuing.

Export finished.

11, Check the Export result by playing a file that was exported. In the Export window; click the file you want to play.

7.3.5 Exporting Video Clips during playback

Segments of video recordings can be backed up (exported) during playback. These files exported to a USB storage device such as a

USB flash drive or USB disk drive, or USB optical drive.

1. Attach an USB storage device, such as a USB flash drive or USB disk drive or USB optical drive, to the NVR USB port.
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2. Playbackavideo file.

3. Advance the file playback to the start of the segment you want to export, then click the Clip icon (scissors) at the bottom of
the screen to mark the start of the clip you want to save.

23
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30 {31

4. Advance the file playback to the end of the segment you want to export, then click the Clip icon (scissors) at the bottom of the

screen to mark the end of the clip you want to save.
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5. Right click anywhere in the video window. The Attention pop-up window shown below will appear. (You can also click the File
Management icon to export the video clip.)

Altention

) There are some video clips fo be saved.
* Do you want to save them now?

D

6. Click Yes to save the video clip you marked.

7. Inthe File Management window, check the box(es) for the video clip(s) you want to export, and then click the Export button.

File Management
aplure Locked File Tag

StarlEnd Time

01-20-2017 03:16:37.

Camera with clip recording: 1
Stan tima:
01-20-2017 091

Tolal: 3 P 1A Salecled clips

Total size: 11.08MB Export All Cancel

8. Inthe Export window, select the directory where you want to save the file. If your USB device is not shown in the Device
Name field, click the Refresh button. NOTE: Some USB devices types include the New Folder and Format options, other
types include only an Erase option.

Expon
USE Flash Disk 1-1 = Tmpd;".ai" Zip = Refrash
MP4
Namg Size Type Edit Date Delele  Play
@ Falder 01-1
ch01_20170120091529.m... X 11.09MBFile 01-24-2017 11:12:00

B player zip 01-2

AB

New Folder Formal
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9. (lick Export to save the video clip(s) to the location you chose.

10. Click the Export button to start the Export. Allow the operation to finish before continuing. Click K in the confirmation
window to return to the Menu window.
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SECTION 8
POS Register Integration
With the NVR POS (Point of Sale) feature you can overlay cash register transaction data onto a live video display. Currently only 16-,

32-and 64-channel NVRs support the POS feature. 16-channel NVRs support up to eight POS terminals, 32-channel NVRs support
16 POS terminals, etc. The Alibi recorder supports only plain text data through the remote listening port.

Setting up POS is a two step process, performed in two different NVR menus:
1. Assign POS data to a camera

2. Configure the POS interface

8.1 Assign POS data to a camera

Do the following:

1. Open the POS Overlay menu. Go to Menu | Configuration | POS | Overlay Channel.

Configuration

4 General

#% Metwork

A Alarm

# Live View

Notice in the mapping shown above, channel D1 is assigned to pos 1, etc.. by default. This indicates that data from POS
assigned to POS T will be shown over the image in Channel D1. You can change this configuration, if needed, by selecting the
POS identifier, and then selecting the cannel to assign data to.

2. Ifchanges were made in the screen above, click Apply to save the setting.
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8.2 Configure the POS interface

Do the following:
1. Open the POS Overlay menu. Go to Menu | Configuration | POS.

Configuration

& General ¢ Channel

= Mehwork

Live View

Exceplions

i User

f POS

# Live View

Universal Prolocol = Advance

Connection

2. Open the Select POS drop down list, and then select the POS overlay you want to configure (see above). In this example, POS

Tis selected.
3. (heckthe Enable box to select this feature.

4. (lick the Settings icon.

5. Select the Trigger Channel tab, if not selected. Select one or more camera channels which will start to record/capture or

expand to full-screen monitoring when the POS data available.

POS Linkage Action

Trigger Channel  Arming Schedule  Aclion  PTZ Linking

WP Camera ED1 & HD3
mD7 3 WD3
WD13 MWDi14 WDI5
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6.
7.

8.

9.

(lick Apply to save the settings.

(lick the Arming Schedule tab. In this tab you can define up to eight periods for each day when POS data is used. Periods
must not overlap.

POS Linkage Action

Trigger Channel S Action  PTZ Linking

00:00

-00:00
00 00
00:00-00:00
00:00-00:00

666006006

Copy Apply oK Cancel

3. (lickthe down arrow in the Mon field (see above) to setup the schedule for a different day, and/or click Copy to copy the
Arming Schedule you setup in the window to other days of the week.

b. Click Apply to save the settings.

Select the Action tab to set up alarm response actions of the alarm input.

POS Linkage Action

Trigger Channel  Arming Schedule  Action PTZ Linking

MFull Scresn Monitoring
W Audible Waming

M Send Email

B Trigger Alarm Cutput

Cancel

3. Inthe Linkage Action menu, select the actions you want to occur when POS data is available, then click Apply to save
the settings. If PTZ cameras are not installed on your system, click OK to return to the Alarm Input menu.

IfPTZ cameras are installed on your system, select the PTZ Linking tab to set up alarm response actions of PTZ cameras.
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POS Linkage Action

Trigger Channel  Arming Schedule  Action  PTZ Linking

[02] Camera 01

a.  Select the preferred options in the PTZ Linking menu, then click Apply.
b.  Click 0K to return to the POS menu.

10. Click the Privacy Settings icon. POS Privacy Information Filtering allows you to hide additional information when a
transaction takes place.
Configuration
& General Overlay Channel

& Metwork

A Alarm

3. (lickan entry field, and then enter the label of the data you want to hide.

Cancel

For example, a credit card number, except for the last 4 digits, is blocked by a POS system by default when sending data
to the NVR. To block the entire number, enter CardNum in a privacy field shown above. The CC number shown in the
report will then appear as ***********¥* More information about this feature will be provided.
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11, Inthe POS menu (see below) do the following:

Configuration

# General ieftings  Owerlay Channel

o Metwork

& Alarm

rsal Protocol > General
o Universal Protocol

EPSON

& User Latin-1{is0-8859-1)

Page
5 POS: Emall

5
5
eV... B

Apply Back

3. Open the POS Protocol drop-down list, and select either Universal Protocol, EPSON, AVE or NUCLEUS whichever
matches the register.

b. Open the Connection Type drop down list, and then select the way the recorder is connected to the POS terminal.

. Ifyouselected Universal Protocol, click the Advanced button to the right to view the communication tags options.
Set the tags as needed for compatibility with your register. NOTE: Clicking the Advanced button changes the label to
General.

Clicking the

Advanced button

changes the label
to General

Latin-1(is0-8658-1)

Page

Small

d.  Ifyouselected EPSON, no additional parameters are needed.
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e. Ifyouselected AVE, click the Set button to the right to open the AVE Settings window, and then select the Rule from
the drop down list, and the Address to match the configuration of the register. The default Rule is VSI-ADD at address 0.

AVE Settings

Rule VSI-ADD
Address 1]

f. Ifyou selected NUCLEUS, a restart is required. Follow the on-screen instructions to apply this setting, continue at this
screen, and then click the Set button. Enter the e, s and t information as required (refer to the user manual for the
NUCLEUS system), and then click OK.

MNUCLELUS Settings

Copy Pasle

L ]

1]2]3]4]s]ef7]8]9]o

Cancel

NOTE: NUCLEUS will set some POS configuration parameters to their default values.

g.  (lickthe Settings button, and then set the Port number and Remote IP Address to match the register. The default
port number s 10000. The actual port number you must use depends on the register being integrated. The pcAmerica
register used in this example requires port 4201.
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TCP Connection Seftings

10000
s 192.0 .0 .64

Cancel

h. Open the Character Encoding drop down list and select the option that is compatible with the register. Refer to the
your register documentation for the appropriate setting. NOTE: Alibi recorders support only plain text messages from the
register.

i.  Selectthe Overlay Mode. Font Size, Overlay Time and Delay Time you prefer.

j. Checkthe POS Overlay in Live View box if you want messages from the register to appear over the camera image in
Live View mode.

k. Clickon the Color you prefer for the overlay messages.
12. Click Apply to save your settings.
13. Clickanywhere inside the Live View window, and then reposition or resize the message box as needed.
Configuration
# General
& Network
a

A Alarm
Universal Profocol - Advance

= A . i = z e RS-232

Latin-1{iso-8859-1)
« | hve View

A Exceptions

b User

# Live View
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14. Click the Get Text button at the bottom of the window (see below) to start retrieving messages from the register. The Get
Text button changes to a Stop Getting button.

Configuration

y Channel

4 General

& Meblwork
L3
A Alarm
Universal Protocol L General

TCP Conneclion G Set

a |ive View 0D0A

& Exceplions

i Lser , w® g Lafin-1(iso:

Page

# Live View

15. Verify that when transactions occur at the POS terminal, overlay text appears in the Live View image and the field below it.

16. Click the Stop Getting button to disable this test feature.

8.3 Playback POS recordings

When the POS setup is configured to record video when messages are received from the register, you can use Playback - Event
search features to find the video coupled with message strings received from the register. In the example below, a search is made
forregister events where “water” was purchased.

To playback video with specific POS register messages, go the following:

1. Open the Playback menu. Go to Menu | Playback. See “7.2 Playback” on page 134 for more information.

Main Stream X

Max, Came... Min. Camer...

ub-periods

WPCamera 03

WIPCamera 04

WIFCamera 05
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2. Open the drop-down list in the upper-left corner of the screen, then select Event. See above.
3. Openthe Type drop down list (in the upper right corner), then select POS.

L= ~  Main Sream v

oET Y Alarm Input

EIPCami el
EIPCamiiely

EIFCamera 04

4. (ickin the Keyword field, and then enter the POS message string you want to search for. In this example, the word “water” is
entered. Check the Case Sensitive select box if needed.

P Event ~  Main Sfream « x

Maier T man
Copy Paste

Keyword

IBE000E000

5. Select the camera that was recorded with the POS data. In the example shown this section, Camera 01 was associated with
POS 1. See “8.1 Assign POS data to a camera” on page 167.

B Event *  Main Siream ~
Major Ty... posg

ord  water
.. h

WCamera

Femeri |}

WIPCamera 02 =

6. (lickon the Start Time and End Time menus to set the time range for the search. See “7.2.4 Playback by Event Search” on
page 141 for more information.

7. (lick the Search button. Results of the search will appear in the right panel.

8. Select the result you want to play, and then click the Play icon associated with the search result.
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B Event ~  Main Stream ~
rce Slard Time
POS1 13:24:41
POS1 13:34:50
POS1 1

POS1 13:

‘dPOS1 13:37
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SECTION 9
Managing User Accounts

User accounts are created to control access to the system both at the NVR and when logging into the NVR from a remote computer.

Each account has a User Name, Password, and a selection of permissions granted to the user.

By default, one user, named admin, is provided. The admin user is granted all permissions with the system, and can create, modify,

and delete other users.

The NVR supports up to 32 user accounts.

9.1 Adding a user account

1. Enterthe User Management interface. Go to Menu | Configuration | User.
Configuration
# General

& Metwork

admin Strong Pas... Admin 00:00:00:00:00:00

4 Alarm

# Live View

2. (lick Add to open the Add User menu.

Alibi™ NVR Firmware V3.4.95 User Manual

177



SECTION 9: MANAGING USER ACCOUNTS

Add User

Guest

00 00 :00 00 :00 :00

# Valid password range [8-16]. You can use a combination of numbers, lowercase,
uppercase and special character for your password with at least two kinds of them
confained.

oK Cancel

3. Enter the information for new user, including User Name, Admin Password, Password and Confirm password, Level and User's
MAC Address (optional).

— Setthe user Level to Operator or Guest. Different Levels have different operating permission.
= Operator: The Operator user level has permission of Two-way Audio in Remote Configuration and all operating
permission in Camera Configuration by default.
*  Guest: The Guest user has no permission of Two-way Audio in Remote Configuration and only has the local/remote
playback in the Camera Configuration by default.
— User’s MAC Address: The MAC address of the remote PC which logs onto the NVR. If this option is configured and
enabled, a remote user with this MAC address only can access the NVR.

Add User

00 :00 :00 :00 :00 :00

ombination of nu
word with at lea

4. Clickthe OK to save the settings and go back to the User Management interface. The added new user will be displayed on the
list. See the screen shown below.,
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5 General

= Nebwark

A Alarm

Configuration

Lser Management

Mo.  User Name Securlly Level User's MAC Address Per... Edit Delele
1 Strong Pas... Admin 00 0:00:00 = I =

Sirong Pas... Guast 00:00:00:00:00:00

Live View

Exceplions

5. Select the user from the list and then click the button to enter the Permission settings (Per icon) interface. In the example
above, user “Joe” was selected.

Permission
Local Configuration  Remote Configuration  Camera Configuration
Local Log Search
M Local Parameters Setfings
M Local Camera Managemant
M Local Advanced Operation

M Local Shutdown / Reboot

Cancel

6. Setthe operating permission of Local Configuration, Remote Configuration and Camera Configuration for the user.

Local Configuration options:

Local Log Search: Searching and viewing logs and system information of NVR.

Local Parameters Settings: Configuring parameters, restoring factory default parameters and importing/exporting
configuration files.

Local Camera Management: Use for adding, deleting and editing of IP cameras.

Local Advanced Operation: Operating HDD management (initializing HDD, setting HDD property), upgrading system
firmware, clearing 1/0 alarm output.

Local Shutdown Reboot: Shutting down or rebooting the NVR.
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Remote Configuration options

Permission

Local Configuration ~ Remote Configuration ~ Camera Configuration

Remote Log Search

M Remote Parameters Settings
B Remote Camera Management
B Remote Serial Port Control

B Remote Video Output Control
B Two-way Audio

B Remote Alarm Control

B Remote Advanced Operation

B Remote Shutdown / Reboot

Cancel

— Remote Log Search: Remotely viewing logs that are saved on the NVR.

— Remote Parameters Settings: Remotely configuring parameters, restoring factory default parameters and
importing/exporting configuration files.

— Remote Camera Management: Remote adding, deleting and editing of the IP cameras.

— Remote Serial Port Control: Reserved for future expansion.

— Remote Video Output Control: Sending remote button control signal.

— Two-Way Audio: Enable two-way audio between the remote client and the NVR.

— Remote Alarm Control: Remotely arming (notify alarm and exception message to the remote client) and controlling
the alarm output.

— Remote Advanced Operation: Remotely operating HDD management (initializing HDD, setting HDD property),
upgrading system firmware, clearing I/0 alarm output.

— Remote Shutdown/Reboot: Remotely shutting down or rebooting the NVR.
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Camera Configuration

P

Local Configuration  Remote Configuration

:

Local Playback
Remote Playback
Local PTZ Control

Remote PTZ Conirol

Local Video Export

Cancel

— Remote Live View: Remotely viewing live video of the selected camera(s).

— Local Manual Operation: Locally starting/stopping manual recording, picture capturing and alarm output of the
selected camera(s).

— Remote Manual Operation: Remotely starting/stopping manual recording, picture capturing and alarm output of the
selected camera(s).

— Local Playback: Locally playing back recorded files of the selected camera(s).

— Remote Playback: Remotely playing back recorded files of the selected camera(s).

— Local PTZ Control: Locally controlling PTZ movement of the selected camera(s).

— Remote PTZ Control: Remotely controlling PTZ movement of the selected camera(s).

— Local Video Export: Locally exporting recorded files of the selected camera(s).

7. Click OK to save your settings and exit the User menu.

NOTE  Onlytheadmin user account has permission to restore the NVR to factory default settings.

8. Select the IP Camera(s) the user will have access to.
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[

Local Configuration  Remete Configuration nera Configuration

EIP Camera 1 2 3 B0 Eros - [s]}
EDs 39 EDi0 @D EDi2
ED13 ED14 ED15 ED1s

9. (lick Apply to save your settings, then click OK to return to the User menu.

9.2 Deleting a user account

1. Enterthe User Management interface. Go to Menu | Configuration | User.
2. (lick the entry for the user to be deleted from the list. When the item is selected, it is highlighted.

Configuration

= Jser M
% General User Management

Mo. Uzer Mame ity Level s MA er.. Edit Delete

1 admin g E -

& Metwork

... Guest 00:00:00:00:00:00

3. (lick the Delete (trash can) icon to delete the selected user.

9.3 Editing a user account

1. Enterthe User Management interface. Go to Menu | Configuration | User.
2. Select the user to be edited from the list (see the User Management window above).

3. (lickthe Editicon to open the Edit User interface. Note: The user name admin can also be changed.
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Add User

ibination of numbers i
rd with at least two ki them
contained,

OK Cancel

4. Inthe Level drop-down list, select either Operator and Guest. You can edit the user information, including user name,
password, permission level and MAC address. To change the password, check the Change Password box, then enter the new
password in the Password and Confirm fields.

5. Click OK to save the settings and exit the menu.

9.3.1 Edit admin user

Observint highly recommends that the password for the admin user be changed to improve system security. To change the admin
user password, follow the steps in “9.3 Editing a user account” on page 182. The admin username cannot be changed.

Edit Liser

admin

00 :00 00 :00 :00 :00

contained.

Cancel

After changing the admiin password, reopen the Edit User window for admin, and then click Export GUID icon. Follow the
on-screen instrucitons to create and save a new GUID file. This file is useful when logging into the as admin when you forget the
password.
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SECTION 10
Network Settings

10.1 Configuring General Settings

Network settings must be properly configured before you connect the NVR to cameras on network, or access it remotely.
1. Open the Network Settings menu. Go to Menu | Configuration | Network.

2. (lick the General tab.

Configurafion

General  Plalform Access DDNS NTP  Emall NAT  More S

10MA100M/A1000M Self-adaptive
& Alarm 1 fe80:bead:25Mfe92:90db/54

# RS-232

< Live View

& Exceplions

& User

# Live View

3. Inthe General Settings menu, select or enter the following parameters: NIC Type, IPv4 Address, IPv4 Gateway, MTU (valid
range is value range of MTU is 500 ~ 9676) and DNS Server IP addresses. If the DHCP server s available, check the Enable DHCP

box to automatically obtain an IP address and other netwaork settings from the network DNS server.

4. Enter the Internal NICIPV4 Address, if necessary, to assign IP addresses to the cameras connected to the PoE interfaces.

5. (Click Apply to save your settings.
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# General
& Alarm
# RS-232

< Live View

& Exceplions

& User

T POS

# Live View

6. Click Apply to save your settings.

Configuration
NTP  Emall NAT  More Seltings

10MF100MA000M Self-adaptive

fe80:bead: 28 fa93:90db/54

10.2 Configuring Advanced Settings

10.2.1 Platform Access setup

Guarding Vision access platform can be used for Alibi Witness 2.0 smartphone app access by creating a direct peer-to-peer
connection. It can also be used to download recorder firmware updates and enables the DDNS platform.
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Configuration

General Platform Access DDNS  NWTP Email NAT  More Sellings

# General
Guarding Vision

A Alarm

# Live View

1. Touse the Guiding Vision access platform, check the Enable box, and then click Apply. A Terms of Service window will open.
2. Inthe Terms of Service window shown below:
Service Terms

@ The Guarding Vision service will require internet access.Please read Service Terms and
Privacy Stalement before enabling the service.

yaur mobile phone o scan the QR code to oblain Terms of £ and Privacy

Cancel

3. Saan the QR code to open the Terms of Service for using this feature. Read the agreement thoroughly.
b.  Ifyouagree with the ToS, check the box at the top to acknowledge.

¢.  (lick OK to continue.
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3. Inthesscreen below, check the Enable Screen Encryption box to use this feature, if you prefer to do so, and then click

Apply to continue.

# General

& Alarm

< Live View

& Exceptions

& User

# Live View

General

Platform A

DDNS

Configuration
NTP  Emall NAT

Guarding Vision

M Custom
u
FBGETT

Offine

4. (lick on the Verification Code field, and then enter a unique code to use when accessing the platform. In the example above,

PDGETT was entered.

5. (Click Apply to save your settings.

10.2.2 Configuring DDNS

If your NVR s set to use PPPoE as its default network connection, you may set Dynamic DNS (DDNS) to be used for network access.
Registration with your ISP is required before configuring the system to use DDNS.

1. Open the Network Settings menu. Go to Menu | Configuration | Network.

2. (Click the DDNS tab to open the DDNS Settings menu.
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Configuralion

General  Plalform Access NTP  Email MAT More Seftings

i General

A Alarm

= Live View
& Exceptions

a User

3. Check the Enable DDNS box to enable this feature.
4. Open the DDNS Type drop down list and select either DynDNS or NO-IP.
— DynDNS:

Configuration

# General eral E n A CONS  NTP  Emall NAT  More Seliings

m I :
[ DynDNS

4 Alarm

& RS-

o Live View

Enter Server Address for DynDNS (i.e. members.dyndns.org).
ii.  Inthe NVR Domain Name text field, enter the domain obtained from the DynDNS website.

jiii.  Enterthe User Name and Password registered in the DynDNS website.
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—  NO-IP: Enter the account information in the corresponding fields.
In a browser window, go to the URL: http ://alibiddns.com
ii.  Inthis website, create a Domain Name, User Name and Password for the recorder. Record these for use later.
ji.  Intherecorder DDNS menu, open the DDNS Type drop-down list and select NO-IP.

Configuralion

General Plalform Access DODNS  NTP  Emall  NAT

iv.  Enter Server Address for NO-IP (dynupdate.no-ip.com).

v.  Inthe Device Domain Name, User Name and Password fields, enter the information setup at the
alibiddns.com website. For example: <your domain name>.alibiddnbs.com

vi. — Click Apply to save your settings.

10.2.3 Configuring NTP Server
ANetwork Time Protocol (NTP) Server can be configured on your NVR to ensure the accuracy of system date/time.
1. Open the Network Settings menu. Go to Menu | Configuration | Network.

2. (lickthe NTP tab to open the NTP Settings menu.

Configuration

& General General Platform Access DDNS  NTP  Email NAT  More Seltings

& Alarm

% R

= Live View
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3. Checkthe Enable NTP box to enable this feature.
4. Select the following NTP settings:

— Interval: Interval in minutes between the two synchronizing actions with an NTP server.
NOTE: The synchronization time interval can be set from 1to 10080 minutes. The default value is 60 min. If the NVR
is connected to a public network, use an NTP server that has a time synchronization function, such as the server at the
National Time Center (IP Address: 210.72.145.44). If the NVR i setup in a customized network, NTP software can be used
to establish a NTP server used for time synchronization.

— NTP Server: IP address of NTP server

— NTP Port: Port of NTP server

5. Click Apply to save your settings and close the menu.

10.2.4 Configuring Remote Alarm Host

With a remote alarm host configured, the NVR will send the alarm event or exception message to the host when an alarm is
triggered. The remote alarm host must have the Network Video Surveillance software installed.

1. Open the Network Settings menu. Go to Menu | Configuration | Network.
2. Click the More Settings tab to open the More Settings menu.

Configuration

General  Plaiform s DDNE NTP  Emaill MNAT  More Seltings

# General

& Alarm

= Live View

& Exceplions

3. Enterthe Alarm Host IP address and Alarm Host Port in the appropriate fields. The Alarm Host IP address is the IP address of
the remote PC on which Network Video Surveillance Software is installed. The Alarm Host Port must be the same as the alarm
monitoring port configured in the software.

4. (lick Apply to save your settings and close the menu.
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10.2.5 Configuring Multicast

Using the multicast function, more than 64 cameras are connectable. A multicast address spans the Class-D IP range of 224.0.0.0 to
239.255.255.255. We recommended that you use the IP address range from 239.252.0.0 to 239.255.255.255.

1. Enter the Network Settings interface. Go to Menu | Configuration | Network.
2. (lickthe More Settings tab to open the More Settings menu.

Configuration

General Plalform Access  DDNE  NTP Email MNAT  More Seftings

& Alarm
& RS-232
= Live View

& Exceplions

3. Setthe Multicast IP address. When adding a device to the Network Video Surveillance Software, the multicast address must be
the same as the NVR's multicast IP.

Server Port

HTTP Port 80

Multicast IP 239.221.2.78

4. Click Apply to save your settings and close the menu.

NOTE  Themulticast function must be supported by the network switch to which the NVR is connected.

10.2.6 Configuring RTSP

The RTSP (Real Time Streaming Protocol) is a network control protocol designed for use in communication systems to control
streaming media servers.

1. Open the Network Settings menu. Go to Menu | Configuration | Network.

2. (lickthe More Settings.
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Configuration

# General General  Plalform Access DDNE  NTP Email MNAT  More Setlings

A Alarm

View

& Exceplions

3. Inthe menu shown above, enter the RTSP port number. The default RTSP port is 1050.

4. (lick Apply to save your settings and close the menu.

10.2.7 Configuring Server and HTTP Ports

You can change the server and HTTP ports in the Network Settings menu. The default server port is 8000 and the default HTTP port
is 80.
1. Open the Network Settings menu. Go to Menu | Configuration | Network.

2. (lick the More Settings tab to open the More Settings menu.

Configuration

# General General Plalform Access DDNE  NTP Email MNAT  More Seftings
& Alarm

& RS-232

o Live View

& Exceplions

3. Enteranew Server Port number and HTTP Port number in the appropriate fields. The default Server Port is 8000 and the HTTP
Portis 80.

Server Port

HTTP Port 80

Multicast IP 239.221.2.78

RTSP Port 1050
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The Server Port number must be in the range 2000.. 65535. it is used for remote client software access.
The HTIP port is used for remote IE access.

NOTE

4. (lick Apply to save your settings and close the menu.

10.2.8 Configuring Email

The system can be configured to send an Email notification to all designated users if an alarm event is detected, etc., an alarm or
motion event is detected or the administrator password is changed.

Before configuring the Email settings, the NVR must be connected to a local area network (LAN) that maintains an SMTP mail
server. The network must also be connected to either an intranet or the Internet depending on the location of the e-mail accounts to
which you want to send notification.

1. Open the Network Settings menu. Go to Menu | Configuration | Network.

2. Setthe IPv4 Address, [Pv4 Subnet Mask, IPv4 Gateway and the Preferred DNS Server in the Network Settings menu.

Configuration

General  Plaiform Access NS NTP Email MNAT  Mon

# General
m N 10M/100M/1000M Self-adaptive

& Alarm i 22 1 feB0:bead:28Mfa93:00db/c4
& RS-232

< Live View

& Exceplions

& User

T POS

# Live View

3. Click Apply to save your settings and close the menu.

4. (lickthe Email tab to open the email settings men.
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Configuration
& General Platform Access DDNS  NTP Emaill  NAT  More

< Ve Viev
Live View Recehver 1

Exceptions

User

o POS

Live View

5. Configure the following Email settings:

— Enable Server Authentication (optional): Check the checkbox to enable the server authentication feature.

— User Name: The user account of sender’s Email for SMTP server authentication.

— Password: The password of sender’s Email for SMTP server authentication.

—  SMTP Server: The SMTP Server IP address or host name (e.g., smtp.263xmail.com).

—  SMTP Port No.: The SMTP port. The default TCP/IP port used for SMTP is 25.

— Enable SSL/TLS (optional): Click the checkbox to enable SSL/TLS if required by the SMTP server.

— Sender: The name of sender.

— Sender’s Address: The Email address of sender.

— Select Receivers: Select the receiver. Up to 3 receivers can be configured.

— Receiver: The name of user to be notified.

— Receiver’s Address: The Email address of user to be notified.

— Enable Attached Pictures: Check the Enable Attached Picture box if you want to send email with attached alarm
images. The interval is the time of two adjacent alarm images. You can also set SMTP port and enable SSL/TLS here.

— Interval: The interval refers to the time between two actions of sending attached pictures.

— Test: Click this button to send a test message to verify that the SMTP server can be reached.

6. Click Apply to save your settings. A configuration using a Gmail email account may look like the following.

194  www.Observint.com



SECTION 10: NETWORK SETTINGS

Configuration

& General General DDNS NTP  Emall NAT

a
HVR30H@gmail.com

A Alarm
Kevin

= Live View

kevin@observint.com

Recaivar 1

& User Kevin

kevin@hotmail.com

# Live View

7. Clickthe Test button to test your Email settings. The corresponding Attention message box will pop up.

Altention Attention
Failed to send test email, please check

0 Email test succeeded.
the parameters or network status.

10.2.9 Configuring UPnP™

The Universal Plug and Play (UPnP™) feature allows the device to seamlessly discover other network devices and establish
functional network services for data sharing, communications, etc. You can use the UPnP function to enable the fast connection of
the device to the WAN via a router without port mapping.

Ifyou want to enable the UPnP function of the device, you must enable the UPnP function of the router to which your device is
connected. When the network working mode of the device is set as multi-address, the Default Route of the device should be in the
same network segment as that of the LAN IP address of the router.

1. Open the Network Settings menu. Go to Menu | Configuration | Network.

2. (lick the NAT tab to open the NAT settings menu.
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Platform Acc IS NTP  Emal NAT More Selfings

# General

m =
h € Manual

4 Aam Porl Type Exemnal Porl  External IP Address ) UPnP Status

RTSP Port 1050 0.0.0.0
= Live View Server Port 8000 0.00.0 5000

A Exceptions HTTPS Port 443 0.0.0.0 443

& User Refresh

3. Ifyour router supports UPnP and you want to configure it for port forwarding, check the Enable UPnP box. NOTE: To use
UPnP, UPnP usually must also be enabled in the router.

4. Open the Mapping Type drop down list, and then select either:

— Auto: This option automatically sets the External Port numbers for the recorder. The Ports (internal network ports)
used by the recorder for HTTP (80), RTSP (1050), Server (8000) and HTTPS (443) remain at their default values. The
new external port numbers will appear on this display. Use these ports numbers when establishing a connection to the
recorder from outside the local network.

— Manual: This option allows you to change the External Port numbers by clicking the icon in the Edit column for the
HTTP, RTSP, Server and/or HTTPS ports. The Ports (internal ports) remain unchanged.

5. Ifsettings in this menu were changed, click Refresh, and then click Apply to save the changes.
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SECTION 11
System Maintenance

The Maintenance menus provide several displays that report system device information, log information, and network traffic.
Features also include the export and import of the system configuration file, firmware upgrade, and factory reset.

11.1 System Information

The System Information displays include status reports of the NVR, cameras, record settings, the network and the HDDs. The
configuration settings shown on these displays can only be changed in other areas of the menu system.

1. Toopen the System Information displays, go to Menu | Maintenance | System Info. The Device Info tab includes
information about the NVR.

System Malntenance

% System Info M Devicelnfo Camera Record Alarm Metwork HDD

Matwork Video Recorder

# Log Information

ALFNVRS5216P
*» Import/Export ] 1620160 RE02296532WCVL

V3.4.90, Bulld 170228 Check Update
t Upgrade

PDGETT
e Default

The System Info | Device Info screen includes a Check Update button for checking for updated firmware. The FTP
upgrade server must be operational for this feature to function properly. See “11.4 Upgrade Firmware” on page 204 for more
information.

To view information about other parts of the system, click the appropriate tab.

11.2 Log Information, Log Export

System log information is continuously generated and saved in log records. System logs include the following types of entries:

Alarms events - Start/stop motion detection, start/stop tamper detection etc.

Exception conditions - Video loss, illegal login, HDD full/error, IP camera disconnected, network disconnected, etc.
Information events - Start/stop recording, local/network HDD information, HDD S.M.A.R.T, etc.

Operation events - power on, login, local operation logout, etc.

System logs can be searched and sorted for specific entries, and archived for use later. You can also search for video clips through
system logs.
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11.2.1 Log Search

1. Openthe Log Information screen. Go to Menu | Maintenance | Log Information.
Systern Maintenance

@ Syslem Info

o Log Informat =

¥ Impor/Export

EMincr Type

Upgrade

cr Default n
efaul ElAlarm Cutput Exception

EMotion Detection
Net Detact Cperation

EMotion Delection .
© HDD Delect fideo Tampering Detection Started

Edvideo Tampering Datection Stoppad

EFOS Stared

EFOS Stopped

BlLine Crossing Deteclion Alarm Stared

# Live View Export All

2. Selecta Start Time, End Time, Major Type and Minor Type., then click Search. In the example below, the search criterion
specified are "All” (Major Type) entries.

System Maintenance
Search Result

Major Type Minor Type Parameter
& Exceplion 2016 10:13:48 I Camera Disconne... N

q

2 ® Information o 2016 10:14:09 ) ART. PR
Impori/E:

® |nformation o 2016 10:14.44 ystem Running Siatus M/A

J
t Upgrade ® Information 0 1474 m Running Status N/A

Default ™ Information 0 5 10:14:58 rt Capture A

& Alarm 0 : Motlon Detection Sta... NA

® Information 0 5 10114 rt Recording MIA

& Alarm 0 " F’ ion Detection Sto... N/A

™ |nformation 0 16 10:18:18 p Recording MIA

2 2 2 2 9 9 9 9 »

2 ® |nformation 0 16 10:17:03 System Running Status NA

Total: 2000 P: 1720

# Live View Expeort All
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You can Export the result of the log search (click Export), choose a log entry with record file and click the playback button
to play the file, or click the icon in the Details column to see more information about the entry. Click the icon in the Details
column (see below) or Play column to see more information about the log entry.

System Maintenance

System | Log Information

Infermation--Start Caplure
N/
N/A
N/A
D2

t LUpgrade

Default

camera: Mone
Alarm delected on camera: None

Live View Export All

(lick OK to return to the Search Result window.
Ifthe log entry is associated with a video clip or capture, click the icon in the Play column to playback the video.
System Mainlenance

Search Result

Major Type i Minor Type Parameter
& Exception E -2016 10:13:48 IF Camera Disconne... NfA

® |nformation Flayback
® Information

® Infermation

Default ® Information

M s 2 » @

)
L2 ] ® Information

& Alarmn

® Information

2 @2 92 9

® information

Total: 2000 P:

Live View Export All
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Log Export

Log information can be exported to a backup device such as a USB storage device. The exported log file is in .txt format and readable
with an ASCIl text viewer such as Microsoft® Windows® Notepad or Wordpad. The filename, prefixed with the date and timestamp,
in the format VY'Y YMMDDHHMMSSlogBack.txt. To export the log file:
1. Inthe Search Result window, click the Export button.

Syslem Malntenance

Search Result

o

Minor Type Parameter  Play
IP Camera Disconne... N/A L3

4

® Information 08-25-2 HOD SMAR.T. MAA 3
® information ! System Running Status N/A

® |nformatlon 08-25-2016 10:14:4 ystem Running Status N/A

® |nformation 3 2016 10:14:58 Start Capture MNAA

G

® |nformation 2016 10:14:53 Start Recording A

e
=
=
L
)
L]
L

& Alarm 0 6 2 Motion Delection Sto... N/A

L]

® |nformation 325 15; Stop Recording MNfA

9

® |nformatlon 0 10:17:03 em Running Status N/A

Tolal: 2000 P: 1720

Live View Export All

2. Onthe Device Name line, open the drop down list and select the destination for the file export. To export the file to a USB
flash drive, insert the flash drive into a USB port (see the example below).
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System Maintenance

LISE Flash Disk 1-1

w Impor/Ey
; MName Size Type Edil Date Delele  Play

t Upgrade | = Foldes ¥ 1570 00:00:0 -

B a03_md_ch03_16051814... 1.3088 File 05-18-2016 16:44:08 ik

= Default
| | 50515000016 1xd 4508 File 05-18-2016 16:47:18 W

% NetDeteq B ch10_20160518122934 1xt 3.321B File 05-18-2016 14:50:30 T

@ HDD Del

New Folder

# Live View

3. Select the directory where you want to copy the files, create a New Folder, or save the log file to the root directory (see
above).

4. (lickthe Export button to start the Export. Allow the operation to finish before continuing.

Attention

o Log export succeeded.

5. Checkthe Export result on a computer by opening a file that was saved.
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USE Flash Disk 1-1 X Refresh

MName Size Type Edit Date Delete  Play

@ . Folder 01-01-1570 00:00:00 =
2016090814034 0logBack... 674 26KE File 05-08-2016 14:03:40

B a03_md_ch03_16051814... 1.308B File 05-18-2016 16:44:08

B ch03_2016051800001 4508 File 05-18-2016 16:47:18

B ch10_20160518122934 1 3,321B File 05-18-2016 14:5

26MB

Mew Folder Formal

11.3 Import/ Export system configuration
You can export the NVR configuration, then import the file later to restore the earlier configuration.

1. Attach an USB storage device, such as a USB flash drive or USB disk drive, to the NVR USB port.
2. Openthe Import/Export menu. Go to Menu | Maintenance | Import/Export.

3. Onthe Device Name line, open the drop down list and select the destination for the exported configuration file. In this
example, a USB drive was selected.

System Maintenance
@ System Info i Config File
e USB Flash Dizk 1-1 = "bin - Refrash

® Log Information
Mame Size Type Edil Dale Dalate Play

1 Upgrade
e Default

% Net Delect

@ HOD Detoct

3149.04MB

& Lo Vi T e
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Export configuration file

4. Inthe Device directory, highlight the location where you want to save the configuration file.

5. Click the Export button to start the export. Allow the operation to finish before continuing. When the export operation is
successful, an “Attention” “Export succeeded” pop-up window will open.

Altention
Q Export succeeded.

6. Click OK to close the pop-up window.

System Maintenance
Import/Export Config Flle
USE Flash Disk 1~ = "bin o Refresh

& Log Informalion
Mame Size Type Edit Date Deleie Play

@ Folder 01-17-2017 17:49:44 = -

devify_602296592_20... 8905 43KE File 01-24-2017 14:43:34 ot &

t Upgrade

= Default

NOTE: The configuration backup file a binary file with a timestamp in the format dev(fg_<code>_YYYYMMDDHHMMSS.bin
7. Record the name of the exported file for future reference.

Import configuration file

1. Onthe Device Name line, open the drop down list and select the destination of the exported configuration file. The
configuration backup file is a binary file with a timestamp in the format dev(fg_<code>_YYYYMMDDHHMMSS.bin.

2. Ifthe configuration file was saved to a directory, click the folder icon to the left of the directory name to open the directory.

3. Inthefile list, highlight the NVR configuration file you want to load, and then click Import.
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System Maintenance

Import/Export Config File

@ System Info

USE Flash Disk 1-1
# Log Information

Name Size Type
Impor/Expor S - Folder
devClg 602236532 20... ‘8305 43KE Flle

t Upgrade

o Default

o MNet Detect

@ HOD Detact

1403408

# Live View News Folder

4. Youmust reboot the recorder to complete the configuration import. Click Yes in the Attention window.

Attention

tem will reboot automatically after

imporiing. Continue?

Yes No

*.bin
Edit Date
01-17-2017 17.

01-24-2017 144334

5. Allow the NVR to fully reboot.

11.4 Upgrade Firmware

Refresh

Delete Play

B @

You can upgrade the firmware through a local device or FTP server. You should check the current Firmware version before upgrading
your NVR firmware. Firmware upgrade should only be performed when recommended by your NVR support

organization.

1. Tocheck the current firmware version, open the System information display. Go to Menu | Maintenance | System

Information.
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2,
3.
4.

5.

System Malntenance

Devicelnfo Camera Record Alam  Network HDD

Matwork Video Recorder

# Log Information

¥ Import/Export | 1620160¢

2 Liipiada V3.4.90, Bulld 1
L ade

PDGETT
< Default

If the firmware needs to be upgraded, click the Upgrade tab on the left.

[finstalling firmware from a local device such as a USB flash drive or disk:

System Mainlenance

LISB Flash Disk 1-1
& Log Information
Size Type
= Import/Export 5 Folder
Upgrade
o Defaull

% Net Detect

@ HDD Detact

Live View

a. Connect the local device to the NVR, if necessary.

(lick the Check Update button to determine if a firmware update is available for this recorder.

= “.dav’.mav
Edit Dale
01-01-1970 00:00:00

b.  Open the Device Name drop down list and select the device that contains the firmware.

¢ Click the firmware file you want to load. The firmware file normally has the file name extension .dav.

Check Update

Refresh

Delete Play

d.  Clickthe Upgrade button, the follow the on-screen instructions for completing the upgrade. The upgrade may require a

reboot of the recorder.
Ifinstalling firmware from a FTP server:

3. (Click the FTP upgrade tab at the top of the menu.
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b, Click the firmware file you want to load.

¢ (lickthe Upgrade button, the follow the on-screen instructions for completing the upgrade. The upgrade may require a
reboot of the recorder.

6. Openthe System Information screen and verify that the new firmware version is installed.

11.4.1 Upgrade from FTP server

Ifan FTP server contains the firmware upgrade file and the recorder has network access to that device, you can upgrade directly
from that location. To upgrade from and FTP server, do the following:

1. Click the FTP tab in the System Maintenance | Upgrade menu.

1 | 2 2 . | -

po 4 5 8 |...L&l

7 8 9 @
{0 Upgrade > & Bl - €3
B . -

2. (lickanywhere in the FTP Server Address field to open the virtual keyboard, and then enter the IP address of the server.

3. (lickthe Upgrade button at the bottom of the window, and follow the on-screen instructions to complete the upgrade.

11.5 Default

The default options enable you to revert the configuration to its original settings in one of three ways. A reboot is often required to
complete the operation.

To restore the device to a default configuration:
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1. Open the Log Information menu. Go to Menu | Maintenance | Default.

System Malntenance

Default

@ System Info

® Log Information Restore Defaults Simply restore the seltings.

s [mport/Export

Factory Defaulls Restore all parameters to default setlings.

t Upgrade

Restore lo Inaclive Restore the device to inactive status.

& Met Detect

@ HDD Detact

2. (ickone of the following options:

— Restore Defaults: Restore all parameters, except the network (including IP address, subnet mask, gateway, MTU, NIC
working mode, default route, server port, etc.) and user account parameters, to the factory default settings.

— Factory Defaults: Restore all parameters to the factory default settings.
— Restore to Inactive: Restore the device to inactive status.

3. Follow the on-screen instructions to complete the restore operation.

11.6 Net Detect

11.6.1 Checking Network Traffic

You can see real-time information of your NVR network traffic, such as linking status, MTU, sending/receiving rate, etc. The traffic

data is refreshed every 1 second.

1. Open the Network Traffic menu. Go to Menu | Maintenance | Net Detect.
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System Mainlenance

@ System Info Metwork Delection  Nehwork Stat.

# Log Information
s [mportExport

t Upgrade

= Defaull

@ HDD Detact 3
LAN1 ¥ Sending ps teceiving: T4Kbps

MName Linking Stalus  Type WAL MTLKE) NIC Type Traffic

11.6.2 Testing Network Delay and Packet Loss

1. Open the Network Traffic menu. Go to Menu | Maintenance | Net Detect.

2. Click the Network Detection tab to open the menu.

= Net Detect >

3. Enterthe destination address in the Destination Address field. In the screen above, the address 192.168.75.3 was entered.

4. (lick the Test button to begin the test for network delay and packet loss. The testing result appear in the window. If the
testing is failed, the error message box will open.
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Result Attention

Average delay: 0 ms

o The destination is unreachable.
Packet loss rate: 0%

OK

11.6.3 Exporting Network Packet

By connecting the NVR to network, the captured network data packet can be exported to a USB device such as a flash drive, HDD,
DVD-R/W and other local USB backup devices.

1. Open the Network Traffic menu. Go to Menu | Maintenance | Net Detect.

2. (lick the Network Detection tab to open the Network Detection menu.

3. Select the backup device from the Device Name drop down list.

Note: Click the Refresh button if the connected local backup device cannot be displayed. When it fails to detect the backup device,

verify that it is compatible with the NVR. Format the backup device if the format is incorrect.

4. (lick the Export button to start the export.

Attention

0 Packet export succeeded.

Packet exporting

LT LT [T T[] |

System Malntenance

® System Info Traffic  Network Delection  Metwork Stal.
Metwork Delay. Packet Losg Test
& Log Infermatien AN

192.168.75.3

= ImporiExport

Metwork Packel Export
t Upgrade ce Mame USB Flash Disk 1-1
Aftention

ﬂ- Packet export succesded.

e

@ HDD Detect

e Default

5. When the export is complete, click OK. Up to 1M data can be exported during one operation.
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11.6.4 Checking the network status
You can also check the network status and quickly set the network parameters.

1. Open the Network Traffic menu. Go to Menu | Maintenance | Net Detect.
2. (lick the Network Detection tab to open the Network Detection menu.
3. (Click the Status button in the lower right corner to report the status.

System Maintenance

@ System Info Traffic  Mebtwork Detection  Mebwork Stat.

Metwark Delay, Packel Loss Test

B Log Information

. Import/Export Test
t Upgrade Refresh
= Defaulf Expor

- Net Detect

@ HDD Detect

# Live View Status Metwork

4. Ifthe message box shows other information, click the Network button to open the Network parameters menu. After
changing parameters, click Apply, and then click OK to save your settings and retry this test.
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System Maintenance

System Info Metwork Delection  MNebwork Stat.
MNetwork

# Log Information
10M/100M/1000M Self-adaptive

* ImportExper

t Upgrade Refresh

Default I / Export

2 HOD Detect

Cancel

Metwork

11.6.5 Checking Network Statistics
Use the following procedure to view real time network status of your NVR.

1. Open the Network Traffic menu. Go to Menu | Maintenance | Net Detect.
2. Click the Network Stat. tab to open the Network status report.

System Maintenance

System Info TraMic  Network Detection o

Type Bandwidth

® Log Information F - AR

»» Impor/Expert Remole Live View Obps
Remole Playback Obps

1 Upgrade
MNet Racaive Idie 147Mbps

Default Met Send Idle 256Mbps

<+ MNet Detect 3 Refresh

Use this display to check the bandwidth of the IP Camera, bandwidth of Remote Live View, bandwidth of Remote Playback,
bandwidth of Net Receive Idle and bandwidth of Net Send Idle.

3. Click the Refresh button to show the current status.
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11.6.6 HDD Detect

The HDD Detect feature provides two methods of monitoring the HDD: display of S.M.A.R.T. (Self-Monitoring, Analysis and
Reporting Technology) data, and Bad Sector Detection. These methods can be used to assure the normal functioning of the disk,
and anticipate failures.

S.M.A.RT. Display

1. Openthe SM.ART. display menu. Go to Menu | System Maintenance | HDD Detect. S.M.A.R.T. data may be shown on
this display.

‘System Maintenance

SMART. Sellings  Bad Sector Detection

@ Syslem Info

M Continue to use this disk when seif-evaluation is failed.
& Log Information

1

*» Imporl/Export Mot tested

t Upgrade Short Test
»
= Default
Pass

w Mel Detect F: n Functional

- HDD Delect >

# Live View

2. Toexecute a self-evaluation test on an HDD:
3. Onthe HDD line, open the drop down list to select the HDD of interest.

b. Onthe Self-test Type line, open the drop down list to select the type of test to execute. You can choose either Short
Test, Expanded Test or Conveyance Test.

. (licktheicon on the S.M.A.R.T. line to execute the test. Allow the test to complete before continuing. The result of the
testis shown on the Self-evaluation line.
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Sysetem Maintenance

SMART. Seltings Bad Sector Detection

@ System Info
W Continue to use this disk when self-evaluation is failed.
@ Log Information
w» Imper/Export
+ Upgrade
= Default
Pass

o Met Detect 362 Functional

# Live View

3. Examine the SM.A.RT. data provided for the HDD. Check to ensure that the data in the value and Worst column does not
exceed the data in the Threshold column.

S.M.A.R.T. data provided by each HDD manufacturer is usually different. Refer to the manufacturer’s website for S.M.A.R.I. data

NOTE definitions.

Bad Sector Detection

1. Open the Bad Sector Detection menu. Go to Menu | System Maintenance | HDD Detect | Bad Sector Detection.
2. Onthe HDD No. line, open the drop down list and select the number of the HDD you want to test.

3. Open the drop down list to the right of the HDD number, and then select either Key Area Detection or Full Detection. Key
Area Detection will execute an abbreviated surface analysis of the HDD.
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System Maintenance
System Info SMART. Seflings  Ba

Detect
Log Infermation
fi Full Deteclion

Impor/Export o Key Area Deteclion

Upgrade Mot testad
Default
% Net Deltect

MNormal
Damaged

= Shield

4. (lick the Detect button to start the detection. Bad sectors are identified in the array as red colored cells.

Syslern Malntenance

SMART. Seltings  Bad Seclor Deteclion

@ Log Information
3T26.03GE
*» Import/Export
iz 331 51M8

t Upgrade it i i Testing... 5%

o
Dafault

Cancel
: Mel Detect

* HDD Detect >

L) Mormal

Damaged

Shield

# Live View

(lick Pause to temporarily stop the scan, and click Cancel to end the scan.

(lick Error info to see the detailed damage information.
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11.7 PoE Information

The NVR monitors power consumption on each port of the internal Ethernet switch. This information is displayed by opening the
PoE Configuration screen (go to Camera | Camera | PoE Configuration).

PoE power used by port Extended PoE feature enabled

Camera Management

IP Camera ImportExport  PoE Configuration

annel

& Image
onnecied via a long network cable. OFF: PoE channel is connecied via a shorl nelwork cable.

2 ET2 EAW 3w

% Molion
B Privacy Mask
# Video Tampering

@ Video Loss
MNolice:
™ JCA 1.The rated power of all PoE port: 00.0W.
2.The power range for each PoE pol 30.0W.
3.When the real power exceads the raled wer, the PoE ports will be powerad off according to the camera Mo,
from largast to smallast, until tha real power lums to ba lass than the rated power,

# Live View Back

In the example shown above, cameras are connected to Ethernet ports 1 and 2. The rated power of the PoE ports is indicated in the
notice below the graphic display. The display also calculates the real power consumed, and the remaining power available for other
ports.

Extended PoE

Use the upper portion of the screen to enable PoE circuits to power cameras across Ethernet cables longer than 100 meters. For
supported configurations and other requirements, see “APPENDIX C Extended PoE Support” on page 249

11.8 Disk Clone

You can clone an internal HDD to a storage device of the same capacity that is attached to an eSATA connector on the back panel.
See “12.5 Disk Clone” on page 228 for more information.
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SECTION 12
Managing HDDs

NVR storage (HDDs) is highly configurable. You can simply save data to the internal HDD(s) in the chassis, or add network based NAS
or IP SAN devices to the system and save recordings and other data there. You can also define where data for each camera or groups
of cameras is saved, and have 16 different storage groups. Before an HDD is used by the NVR, it must be initialized by the recorder.

Preconfigured HDD(s) are already initialized.

Ifyou add an internal HDD to the recorder, or replace an HDD in the recorder, it must be initialized before it can be used. See “12.1

Initializing HDDs" on page 216 for more information.

12.1 Initializing HDDs

An HDD must be initialized before it can be used by the recorder to store data. Pre-installed HDDs are initialized by your vendor.

Check the status of the HDD installed in the NVR to assure it is functioning normally.

1. Open the HDD Information display. Go to Menu | HDD | General.

=t Cenaial M HDD Information

MLabel Capacity Status Property Type

#:; Advanced
I} 1863.02GE Mormal R Local

W2  465.77GB Sleeping R Local

 Live View

2. (Checkthe status of the HDD. If the status is:

— Normal or Sleeping - The HDD is working normally.

Free Space Gro... Edit Delete
1700.00GE 1

463.00GB 1 = =

— Uninitialized or Abnormal - Initialize the HDD before continuing. Check the select box of the HDD to initialize, then

click the Init button at the bottom of the screen.
— Failed - If the HDD failed during or after initialization, replace the HDD.
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3. Ifyouinstalled a new HDD in your NVR chassis, select the HDD in the window then click Init to initialize it for use. Allow the
initialization procedure to complete before continuing.

12.2 Adding network HDDs to the system

Additional file storage can be added to your NVR using up to 8 NAS disks, or up to 7 NAS disks with T1P SAN disk. The NAS device
must support NFS and Unix/Linux file formats. To configure this storage:

1. Open the HDD Information interface. Go to Menu | HDD | General.

2. (lick the Add button at the bottom of the screen to open the Add NetHDD menu.

Add NelHDD

MetHDD 1

NAS

3. Inthe NetHDD drop down list, select the NetHDD ID (NetHDD 1 .. NetHDD 8) you want to add.
4. Inthe Type drop down list select either NAS or IP SAN.
5. Configure the device type you selected.

— ForaNAS disk:

i.  Clickthe NetHDD IP Address field to open a virtual keyboard and enter the IP address of the storage device.
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Add NetHDD

MNetHDD 1

NAS

Cancel

ii.  Clickthe Search button to search for available NAS disks.

jil.  Selectthe NAS disk directory from the list shown, or manually enter the directory in the text field of NetHDD
Directory.

Add NetHDD
MNetHDD 1
MAS
192.168 .75 .24

fmnt/Disk-1/unixSet

Cancel

iv.  Click OK to add the NAS disk to your system. The NAS will appear in the HDD Information menu.

B HDD information

MLabel y Status Property Type Frea Space Gro... Edit Delete
& Advanced [

Normal RW Local 646 .00GD
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— Foran P SAN disk:

NOTE

In the Add NetHDD window, click the Type field, then select IP SAN.
Enter the NetHDD IP address in the text field.
(lick Search to discover the available IP SAN disk directories on the network.

Select the IP SAN disk directory from the list shown below.

Add NetHDD

NetHDD 1

iqn 2004-05 storos

iqn 20040 - 1000

Search

(lick OK to add the selected IP SAN disk to your system.

Ifthe added NetHDD is uninitialized, select it and click the Init button for initialization. Initializing an storage device erases all
data saved on the disk.

6. Add additional disks as needed up to a maximum of 8 NAS, or 7 NAS and 11P SAN. Note that HDDs added to the system may
need to be initialized before use. See “2.5 Checking HDD status” on page 30 for more information.

12.3 Configuring the HDD Partition/Group mode

By default, all cameras will record to the one partition(s) of the internal HDD(s). However, the NVR can be configured to allocate
space in one of two modes:

Partition mode: Each camera can be allocated it's own recording space on a storage device (HDD).

Group mode: Groups of cameras can each be allocated recording space on a storage device. Configuring the HDD for Group
recording mode requires an NVR reboot. You must have at least two HDDs (including internal and NAS/IP San HDDS added to
the system) to configure Group mode.

To configure the recorder for Group mode:
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1. GotoMenu | HDD | General.

a General M HDD Information

Property Type Free Space Gro.., Edit Delete
# Advanced
Ch 1863.02GEB Mormal RAV Local 1700.00GB

M 465.77GB Sleeping Local

2. (lick Advanced to check the storage mode of the HDD. If you prefer to use Partition mode, do the following:

# General Storage Mode  Disk Clone  Owverwrile

5 Advanced >
[C1] IPCamera 01
14 00GEB

.00ME

A\ Free Pariition Space :

# Live View

3. Openthe Camera drop down list and select the camera for which you want to allocate storage space.
b.  Editthe Max. Record Capacity and the Max. Picture Capacity values to specify the space allocated to each.
. (lick Apply to save the settings.
d. Repeat sub-steps a through c above for other cameras monitored by the recorder.
3. Ifyou prefer to use Group mode, do the following:

3. Inthe Mode select field, select either Group.
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Storage Mode  Dis e  Overwrile

Pariition -

A\ Free Partition Space 2

# Live View

b. Check the box(es) for the camera(s) you want to add to the group.

& General rage Mode Disk Clone  Owverwrile

& Group
=5 Advanc

1

WP Camera 1 D2 @o3 @|os - [ @oT @os
{3} =341 ED13 HED4 ED15 EDi6

¢ (ick Apply. Ifyou are changing the mode from Partition to Group, reboot the system.
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Altenlion

d.  Afterthe reboot is complete, go to Menu | HDD | General.

WLabel Capacity Stalus Property Type Free Space Gro... Edit  Delele

i Advanced
| B63.02¢ Normal RN Local 1700.00GE 1 B -

Ck 465.7TGE Mormal R Local 463.00GB 1 e

e. Selectan HDD from the list, and then click the icon in the Edit column to open the Local HDD Settings menu. In this
example, the Edit icon for HDD 1 was selected.

HDD Information
Local HDD Set Gro...Edil Delete

HDD Propearty
O RW
® Read-only

@ Redundal

Group o1 @z @ ®4 @5
e @10 @11 @12 @13

# Live View

f. Select the Group number for the current HDD, and then click OK to confirm your settings. The default group number s 1.

g. Inthe pop-up Attention window, click Yes go complete the setup.

Attention

up the camea

roup number i
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h. To configure an additional HDD for a different group of cameras, do the following:

i.  Openthe Menu|HDD | General menu.

W

WLabel Capacity Stalus Property Type Free Space Gro... Edit Delele

# Advanced
| 18 GB Normal RAW Local 1700.00GE =

Ck 465.7TGE Mormal Local 463.00GB 1 e

ii.  Clicktheiconin the Edit column of an HDD not assigned to a group. In this example, the Edit icon for HDD 2 was
selected.

Local HDD Settings

HDD No.

HDD Property
ORMW
@ Read-only

@ Redundancy

Group ®1 ©O02 @3 @4 @5 @65 @7 @3
@2 010 @11 @12 @12 @14 @15 @16

HDD Capacity 465.77GB

Cancel

ji. - Inthe Local HDD Settings window, click the HDD property you want to assign to the group.
iv.  Select the Group number to assign to the HDD. In the example above, Group 2 was selected.

v. Click Apply to create the group, and then click OK to close the window.

ey

MLabel Capacity Stalus Property Type Free Space Gro...Edit Delele
#: Advanced

u B Mormal RW Local 1700.00GE

465.7TGE Mormal RW Local 463.00G8

vi.  Openthe Menu | HDD | Advanced menu.
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viil.  Open the Record on HDD Group field and select the number of the group you just created (Group 2).

Storage Mode  Disk Clone  Overwrite

i General

k.|

WP Camera

vili.  Check the boxes for the cameras you want to add to the group.

& General Mode Disk Clone  Ovenwrite

WP Camera HDz HD3 HD4 W5 HD5 | [vh) o]
HD10 - [ b EDiz  ED3 ED14 HBD1s  ED6

ix. — Click Apply.

x. Repeatsteps h.i. through h.ix. above to create additional groups to unassigned HDDs as needed.

12.3.1 Setting HDD property

In Group mode recording (systems with multiple HDDs), you can assign specific properties to each HDD. The HDD property can
be set to either redundancy, read-only or read/write (R/W). For instance, an HDD can be set to read-only to prevent important
recorded files from being overwritten when the HDD becomes full in overwrite recording mode. When the HDD property is set
to redundancy, the video can be recorded both onto the redundancy HDD and the R/W HDD simultaneously so as to ensure high
security and reliability of video data.

To change an HDD's properties:

1. Open the HDD Information display. Go to Menu | HDD | General.
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W

MLabel Capacity Stalus Property Type Free Space Gro...Edil Delete

#; Advanced

MNormal M Local

2. Select HDD from the list and click the icon in the Edit column to enter the Local HDD Settings menu.

Local HOD Settings

HDD Property
O RW
@ Read-only

@ Redundancy

Group 1 @2 @3 @4 @5 @6 @7 @5
®7 @10 @11 @12 #13 #14 S15 @16

1863.0268

3. Setthe HDD property to R/W, Read-only or Redundancy.
4. (lick OK to save the settings and close the menu. The new HDD property will be shown in the HDD Information display.

12.4 HDD Maintenance

The HDD Detect feature provides two methods of monitoring the HDD: display of S.M.A.R.T. (Selt-Monitoring, Analysis and
Reporting Technology) data, and Bad Sector Detection. These methods can be used to assure the normal functioning of the disk,
and anticipate failures.

12.4.1 S.M.A.R.T. Display

1. Openthe SM.ART. display menu. Go to Menu | System Maintenance | HDD Detect.
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Syslem Maintenance

SMART, Settings  Bad Sector Detaction

@ Sysiem Info
B Continue o use this disk when self-evaluation is falled.
# Log Infermalion
1

s Import/Export Not tested

t Upgrade Short Test
L]
e Default
Pass

@ Net Detect 3 1 Funclional

HDD Delect >

2. Toexecute a self-evaluation test on an HDD:

3. Onthe HDD line, open the drop down list to select the HDD of interest.

b.  Onthe Self-test Type line, open the drop down list to select the type of test to execute. You can choose either Short
Test, Expanded Test or Conveyance Test.

¢.  (licktheicon on the S.M.A.R.T. line to execute the test. Allow the test to complete before continuing. The result of the
testis shown on the Self-evaluation line.

3. Examine the S.M.ART. data provided for the HDD. Check to ensure that the data in the value and Worst column does not
exceed the data in the Threshold column.

NOTE S.M.A.R.T_data provided by each HDD manufacturer is usually different. Refer to the manufacturer’s website for S.M.A.R.I. data
definitions.

12.4.2 Bad Sector Detection

1. Open the Bad Sector Detection menu. Go to Menu | System Maintenance | HDD Detect | Bad Sector Detection.
2. Onthe HDD No. line, open the drop down list and select the number of the HDD you want to test.

3. Open the drop down st to the right of the HDD number, and then select either Key Area Detection or Full Detection. Key
Area Detection will execute an abbreviated surface analysis test of the HDD.
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System Maintenance

System Info SMART. Sellings  Bac tor Detection

4 ~|Key Area Detection & Detect
Log Information

Full Detection

Import/Export Key Area Detection

Upgrade ¥ Mot tested
Default

& Met Detect

- HDD Detect.

Ll Mormal

Damaged

B i

 Live View

~

(lick the Detect button to start the detection. Bad sectors are identified in the array as red colored cells.

System Maintenance
@ System Info SMART. Settings  Bad Sector Detection
& Log Informatio
wn Import/Export
i 465.76MB
t Lpgrade T Testin

= Default

@ Net Detect

HDD Delect >

M Normal

Damaged

# Live View

(lick Pause to temporarily stop the scan, and click Cancel to end the scan.

(lick Error info to see the detailed damage information.
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12.4.3 HDD status reporting
The HDD monitoring features include an option to report the HDD status daily. To use this feature:

1. Open the HDD Advanced menu. Go to Menu | HDD | Advanced.

& General Storage Mode  Disk Clone  Overwrite

Partition

[D1] Camera 04

26.00GB

A Free Pardition Space 1863 GB

# Live View

2. Check the Enable Send HDD Information box at the bottom of the screen.

3. Click Apply to save your settings.

12.5 Disk Clone

The Disk Clone feature is used to copy an internal HDD to a writable storage device connected to the eSATA port. The capacities of
the source drive (internal HDD) and the eSATA storage device must be the same.

- When cloning an internal HDD source drive to the eSATA storage device, no data can be written to the
VA " \ source drive.
WARNING . Thecloning operation for a typical internal HDD can take several hours.

To use this feature:

1. Openthe Disk Clone menu. Go to Menu | HDD | Advanced | Disk Clone.
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# General Storage Mode lone  Overwrile
Clone Source

= Advanced M Labal iy 5 Property Type Free Space

1 1863.02GE RAW Local 1725.00GE

8SATAL - Refresh
Record/Capture Set

oMB

2. Attach a destination storage device to the eSATA connector on the NVR back panel.

3. Inthe Disk Clone menu, check the select box for the internal HDD you want to clone.

4. Open the eSATA drop-down list, and then select the eSATA port where the destination storage device is attached.
5. (lick Clone.

6. Allow the operation to complete before continuing.
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SECTION 13
RAID Arrays (ALI-NVR7100 series recorders only)

13.1 Creating a RAID array

RAID (redundant array of independent disks) is a storage technology that combines multiple disk drive components into a logical
unit. ARAID array stores data over multiple hard disk drives to provide enough redundancy so that data can be recovered if one disk
fails. The NVR supports RAID types 0, 1,5, 6. and 10. When a RAID array is created, all data on the HDDs is lost, and the system must
be restarted.

The NVR provides two ways for creating the virtual disk, including one-touch configuration, for creating a RAID 5 array, and manual
configuration, where you can select a different RAID level and specify the HDD configuration.

- The NVR supports creating at most 8 virtual disks.
- Atleast 2 HDDs must be installed for RAID 0.
- Atleast 2 HDDs must be installed for RAID 1.
- Atleast 3 HDDs must be installed for RAID 5. If you install 4 HDDs or above for one-touch configuration, a hot
spare disk will be set as default.
NOTE . Atleast4HDDs must be installed for RAID 6.
- 4/6/8 HDDs must be installed for RAID 10.
- By default, one-touch configuration creates one array and one virtual disk. If the capacity of the array created by
one-touch configuration is larger than 1618, two arrays and two virtual disks will be created.
- By default, one-touch configuration adopts “foreground” initialization (recommended) to initialize the virtual
disk. By using foreground initialization, the virtual disk can be used only after the initialization is complete.

1. Witha system without a RAID array, or with HDDs installed in the chassis that are not configured for RAID,open the Menu |
HDD | General display. Verify that the drives you want to configure for RAID have “Normal” status.

| HDD Infermation

MLabel Capacity Status Property Type Free Space Gro... Edit Del...

o 3 arm A
13 Marmal RAY Local
Marmal RAN Lacal

2. (Click the Advanced tab, check the box to Enable RAID, and then click Apply.

230  www.Observint.com



SECTION 13: RAID ARRAYS

o General

ble RAID I

# Live View Apphy

3. Inthe pop-up window, click YES to reboot the system.

Attention

il 1ake effact after
Yes™ 1o reboot now or

"Mo" to restere the old seflings.

m Mo

"

4. After the NVR reboots, open the MENU | HDD | RAID menu again.

NOTE  /fyoudick One-touch Config, a RAID 5 array will be created.
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HDD information

MLabel Capacity Slatus Property Type Free Space Gre... Edit Dal..,
|1 1 Maormal RAV Local aT
Mormal RAV Local

11.178GE
11.174GB

# Live View

5. Inthe pop-up window:

a. Openthe RAID Level drop-down list, and then click the kind of RAID you want to create.

Creale Array Create Array

Mt
RAID 5
Initialtze (Fast)

Physical Disk Physical Disk E2 - [ &10

Array Capacity (Estimal ed): 745268 Array Capacity (Estimated): 74526

Cancel

b, Clickinthe Array Name field, and then use the virtual keyboard to enter a name for the array.
. Openthe Initialization Type field and select one of the following:

«  Background: The background initialization can synchronize the disks, and detect and repair bad sectors. During
the background initialization, the virtual disk is allowed to be used.

»  Foreground (recommended): During foreground initialization, the RAID is initialized totally and bad disk sectors s
can be detected and repaired. The virtual disk can be used only after the initialization completes.
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*  Fast: The fast initialization usually takes short time and only initializes part of the RAID. It cannot detect a bad
sector.
d.  Check the boxes for the drives that will become part of the array. For RAID 5 configurations, a minimum of three HDDs are
needed.

e. Click OK to constrict the RAID array.

f. Openthe Menu | HDD | RAID | Array display to view the Task field. Allow the RAID initialization to complete before
continuing. See below.

Array  Fimmwars

Physical ... Hol Sp... Stalus Level Rebu... Delete Task
74517451G 2 6 10 Funclional RAD 5  #  T1  Initialize (FastiRunning) 42%

Task status while RAID is initializing.

i General Physical Disk  Amray  Fimw

Mo. Mame Free Space  Physical ... Hot Sp... Stalus Level Rebu... Delete Task

E "

Task status when RAID initialization is complete

13.2 Rebuilding a RAID array

The Status of an array can be any of the following:

Functional: There is no disk loss in the array.

Degraded: The number of lost disks has exceeded the limit. When the virtual disk is in Degraded status, you can restore it to
Functional status by rebuilding the array.

Offline: All other conditions. When the Status is neither Degraded nor Functional, it is considered Offline.

The Status of the array is shown in the MENU | HDD | Array display.

#& General rysic 3 Firmware

i L Mamea Frea Space Physical Hot Sp. . Stalus Leval Rabu... Delele Task
3 E "

Arrays are automatically rebuilt when the array status is Degraded and a Hot Spare HDD is installed in the system.
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13.2.1 Installing a Hot Spare disk

Toinstall a hot spare;

1. Select a disk with the same capacity as the disks in the RAID configuration, and then attach the disk mounting handles (see the
Quick Start Guide provided with your recorder).

2. Insert the spare HDD into the chassis. In the example below, the spare HDD was installed in bay 4. The status of the HDD is
shown on the MENU | HDD | RAID display.

Disk  Array  Firmm

Capacity Array y Model Hat Spare

Physical disk configuration before a spare HDD is installed

Array  Firmware

Capacity Array y ] Model Holt Spare

Normal Functional  WDC WD20PURK-64P6Z...

Physical disk configuration after a spare HDD is installed

NOTE  Afterinstalling a spare HDD in the chassis, it may need to be initialized before it s used.

3. (lick the “Edit” (lE) icon in the Hot Spare column for the spare disk that was installed. In the screen capture shown below,
notice that the Type of the spare disk changed from Normal to Hot Spare, and the icon in the Hot Spare column changed to the
“De\ete”(m) icon.

# General Physical Disk  Amray  Flrmware

@

ENo Capacity Amay Status Model Hat Spare
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The Hot Spare disk is now ready for use.

13.2.2 Rebuilding array process - example
When the chassis is configured with a Hot Spare disk and the array is in Degraded status, the system will rebuild the array using

the Hot Spare disk. To prepare for automatic rebuilding of the array, the system was configured as shown below, with a Global Hot
Spare disk installed in physical slot 4. To configure a Hot Spare, see “13.2.1 Installing a Hot Spare disk” on page 234.

# General Physical Disk  Array  Firmware

WNo. Capaclty Amray Stalus Model Hot Spare

Array  Fimmware

Capacity Array Status Model

# General ysical Disk  Amray  Fimware

= nced Mo.  MName e 3 Level Rebu... Delete Task
E "

Notice that the current array Task is Rebuilding. Rebuilding the array is a background task.

Allow the rebuilding task to complete before powering off the system. Depending on the size of the HDDs, this
CAUTION Processcan last several hours.
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SECTION 14
Remote Access

Ifyour NVR is connected to a local network (LAN), you can access it from another computer on the LAN through Microsoft® Internet
Explorer® (IE). IE must be configured to run in Administrator mode to use all features of the web interface.

When connecting to the NVR, you must enter a User Name and Password. Note that some user permissions disallow remote access
and/or features of this access method.

When logging into the NVR from a remote computer for the first time, you must install a plug-in program named WebComponents.

The procedure for installing the program using IE 11 is shown below. Subsequent log ins do not require you to reinstall
WebComponents.

14.1 Configure IE to run in Administrator mode
You can configure IE to run in Windows 7 and Windows 10. The procedures are different.
Window 7: Torun |E asan Administrator:

1. Find or create an IE icon on your computer desktop .

2. Hold down the shift key, and then right-click on the IE icon.

T
At Contiy
Toat

as administrator

MS Internet
Explorericon (™" o

3. (lick Run as administrator in the pop-up menu.

Window 10: To run IE as an Administrator:
1. Find IEin the start menu. Usually this is found in the Windows Accessories group.

2. Pintheentry to Start.
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3. Rightclick on the Internet Explorer tile, and then select More | Run as administrator.

Run as administrator

14.2 Login
To access the NVR from a computer on the LAN:

1. Openan Internet browser on your remote compute and enter the IP address of the NVR in the URL field. In the example below,
the IP address of the NVR is 192.168.2.122. If this is the first time you log into an Alibi recorder with this version of firmware, the
following screen will appear, requiring you to install a plugin. If not, go to step 3 below.

o

« O i /182 188 3120 ! P - & & Googe € Login

Mew varsion of plug 1§ Getecied Updste it7

2. Ifthe screen above appears, click OK, close the browser, and follow the on-screen instructions to install the plugin. When the
plugin is successfully installed, the following screen will open.
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|  etup has finished installing Web Companents on your
computer.

Clhick Frugh bo it Setup.

3. Inthescreen above, click Finish.

4. Reopen Internet Explorer and then enter the IP address of the recorder in the URL field.

&« O hitpe 192168 3122 o page ingin 2 B =&l G Google O Login

5. Inthe Login screen shown above, enter your admin username and password, and then click Login. A Live View window will

open.
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=2 ALIBI

& Hetwork Viceo Recarder PTZ

& Camens0l @ TH
* Cameradl @i i

' 2
Prasot g I - R
Fresaty
Pressts
Preseld
Fresels
Frests
Fresat?
B - &~ m B R f R 6 A + = & i rae

14.3 Live View screen

The Live View window initially appears in a multi-screen configuration with no live view images shown. The display lists only the
cameras configured in the NVR. In this tab, you can change the viewing screen layout by clicking the multi-screen select button and
selecting the icon fora 1 screena 2 x 2 layout, or other layouts depending on how many channels the recorder supports.

Click icon to view camera Screen select tabs Channel viewing frames Logout button

2 ALIBI ve ayback Contgufation

Netwirk Video Rocordar

& Cameta 01 @ty
® Camera0l @ty

Prazetl R -
Piesel
Preseld
Preseld
Presats
Prazats

Presel?

B- 5- & m B0 F B & Q & = &+ i1 pum

*

Camera list Multi-screen select Toolbar PTZ controls
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Screen icons

Click icon to select stream Selected frame is outlined in orange

Playback

Clickicon to
show live view

; —p» [& Camera 01 -
in the selected 2 L=
frame L] = te

Click icon

to record

video

The NVR has the ability to create a Transcoded stream to help show live video in bandwidth constrained environments. You can
configure a Transcoded stream option in the web client Configuration | Video/Audio menu. By default it is set to Auto negotiate
the resolution, causing the NVR to determine if the network resources are large enough to show full resolution and frame rate video.
Ifnot, the NVR will auto adjust down both to ensure the stream is delivered OK.

NOTE

Click icon to stream type for all cameras

Click icon to select s Click icon to enable/disable
< IR - - S—— :
multi-screen mode o two-way audios

Multi-screen . ] EE E
mode options

Start/stop all Previous - Next
POS* Feature Capture camera recording screens Full screen

: v . v .
E G B EQ « > % I

P P

Start/ all Live View Capture  Enable/disable e-PTZ Enable/mute audio
*P0S - Point of Sale

For PTZ controls, refer to “5.1 PTZ Control Panel” on page 52.

To view video from a camera in the Live View screen:

— (lickaviewing frame to select it. When selected, the frame is surrounded by a bright box.
— Double click the camera channel you want to see.
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&8 Hetwork Video Recorder P1Z
& Caders 01 @ » all + d o
- "1+
« O » I - |
slelsBo o
[+
®

(2]

Prosell &
Progel2
Prasell
Preseld
Prossts
Brosels

Presell

B g &« m BN F B8 @ & =+ %+ I  rfuwm

— Toexpand theimage to full frame, double click the image in the viewing frame. To return to normal viewing mode, press
ESC (keyboard escape key).

Help

The Help button at the top of the window opens a context sensitive help screen. The screen shown below appears when selecting
Help from the Playback menu.

Introduction Theive Wew D308 3il0WS vou 10 vhew the reaHime video, capture images. realize FTZ control, selicall pregets and configurs

o A vt parameters
Bic

A e Descriptions of the boons oa the Livo View Page

Lhve View TheRunclions ofthe bullons on M loolbar are &hwn i the Roliowing Lable
I *  View Page Introduclion Buron Descripsion Bunioa Description

= PTZ G Start Al Live View | Siop All Live View,
Playback - Live viewwith e main stream. [ Lié vidw wWith The Sub 3esm.

i3 Live viirws weilh liee W coded sloam [ 0] Manmially coplute M pichie
.

B Marwally start ol recording =) Wanually slop all recording
Fara 15
Configuration ) — AUGI0 00 30 adust he volume o, e

Stinl Tt-wiiy Auadia Chisnnel UChanmel? Slop Two-way Ausdia Chinmed LChannel?
. &G A i N
KChannel. HChannedl

s

@ Erabie: Digital Zoorn @ Diigable Digilal Foom
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14.4 Playback screen

Open the Playback screen by clicking Playback in the screen header. The Playback screen allows you to review video recorded from
one camera or several cameras concurrently. Also, video can be downloaded to your local computer.

I=1k Live View

B Network Video Recorger  CMANE| a1 Status: 19paed

L LR Jan 017 [
& Camera 0 Sun Men Tue Wed Thu Fri st
» IPCamen 03 T2 3 4 5 8

& PCaman 04 B9 oW oM o,Tou
& IPCamers 05 o T, |

#, IPCamers OF et e e
& IPCamera OF

* IPCamers 08

W o N

» Peaman o9 i St =

& IBCamera 10 R R
& Powua T
% IPCamaa 12

& IECamera 13

* PCamens 14 ot playDack Bme

* IFCamea 15

i Poanacs 16 W-{5-M@-4 B« v BEO Q- &5 0@ w0 o

W Command B Conditucus W Am  Manual

Multi-screen Display transaction Audio play / mute
mode select  gpaple information (POS) Capture Download

Smart  digital Play - motion Stopall | Clip Full screen

search zoim controls playback| l ePTZ l Set playback time
@vi.ﬁ-mqu-«..»up_mmdyé gl | ([ foeo] [ A

2017-01-25

09:16:01

WManupl

M Command B Cgntinuous B Alarm

Timeline (drag to reposition) Playback timestamp Recordlegend Recording  Expand/contract
timeline

To playback recorded video:

1. Click the multi-screen mode button to select the number of viewing frames you need to display. You can select eithera 1,
2x2,0r3x3 frame pattern, depending on the number of channels in the NVR you are using.

2. Intheleft frame, click the camera channel you want to play recorded video from. In the example above, Camera 07 was
selected.
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3. Intheright frame, click the date when the video was recorded, then click the Search button. In the example above,
January 20, 2017 was selected.

Month / year

H 4 Jan 2017 .2 ol
controls

Sun Mon Tue Wed Thu Fri Sat
1 2 3 4 5 i} 7
8 9 10 M 12 13 14 Boarder indicates

this day is selected
15 16,17, 18, 1931_

Mark indicates for Search

22 3 24 25 26 27 28
video was recorded —&A 4 T4
onthisday 29 30 31

Stream Type
Main Stream » ¢——

4. Atthe bottom of the screen, drag the timeline left or right to find when video was recorded for the camera selected. The
condition that caused video to be recorded is indicated by a colored band on the timeline. The color legend is shown at the
lower right corner of the window.

Stream select for
Playback

5. (lick the Play button to begin playing video.

To Download recorded video:

1. (lickthe Download icon.

Uownlood by File  Downioad by Date

| Fe Lt L& Downlead || &
EE File Hame Sart Time EnaTime | FileSie
- = 1010000042003501 | 2017-01-00 081448 | 2017-01-20 091504 | 11MD. =

01010000049003601 2017-01-20 09015:21 | 2017-01-20 09 15:52 18 MB | f
SI0T000MBNTOl | 2017012008.1623 | 2017012008157 | awm |
01010000052000001 .?D\r 01-20 09 1637 | 2017, Iﬂ-?ﬂnalﬂd—tl 4u8 |
01010000052000101 | 2017-01-20 091761 | 20070120 091608 | mus |
D1010000052000201 ITD‘(—H‘-W"B‘“ ‘]IUD‘I’-HLWGU‘“‘JI 17 ME |

SUTT4120 00 1813 28770130 00 T

D103000SI0003401

0101000005 2000401 2017-01-20 08 10:39 | 2017-01-20 00:20:08 17 MB
01010000052000501 Emlfﬂ|-mmﬁ :ml?ﬂ‘-mﬂmwl 13 M8 :
| 10 I o .""" ﬂsiﬂﬂ""" ﬂ9224|. S5m0 |
| 1| owiooooos2000m0r | 20irorac0siss | 2eiroraoosaazs| tome |
_- hr | 0010005000801 .HDHN-NMN:D.RDHN-?:IMP:%. 30 M8 |
I 1| owicccoswocsr | 20veora0oesras | merroraooezisa | voMa |
[P 50| omwoocoswoner | 2010120082613 | 20170100 06zede | 20ME |
EE C1010000052001401 | 2017-01.20 003008 | 2017-01.20003030 | 1aMB | .

=

Tolal MThems | =< | < AW = | ==
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2. (Checkthe box of the video segment you want to download.

3. (lick the Download button at the top of the window. Download status is shown in the Progress column. Downloaded files
are saved in the location shown on the Configuration | Local screen (see “14.4 Playback screen” on page 242). Allow the
download to complete before closing the browser.

@EJ'I' b Compuler b SYSTEM(C) » Users b Web » DownlosdFie » J017-00-25 = |43 || Sewet 2. 0

Oganize »  Inchideinlbesy v Sharewith v Playal  Dum  Mewfolder =+ (4 @
B Templates * Mame > Date
a ) Wb
| Capturefiles
4 || DownloadFiles
b meo-06
| 25
)i Playbackbies
+ i PlaybackPics

b Fecondhles

Sire Lengeh

B, UI010000052000301 mpd. VDT 1034 AM

} 1nem

14.5 Picture screen

Open the Picture screen by clicking Picture in the screen header. The Plcture screen allows you to search for, review and download
capture files. It functions very similar to the Playback Download screen.

Iearch Comtum Fite Lint. & Dewnas Py
O M i St Tima i Tirm Fia Bize Progress Lien Vi
Chare Na. =
[PCamennr v
FinTyse
[Camnuous ~|

tart Teme

2017-10-11 00:00:00

vt Tora

2017.10.11 715850

T 1 b - oo - | -
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14.6 Configuration screen

Open the Configuration screen by clicking Configuration in the screen header. The Configuration menu enables you to view the
NVR configuration and make configuration changes. The User Name you use to login to the NVR must have administrative privileges
to change the NVR configuration.

Options in the configuration menu are identical to those in the embedded NVR Menu system. For more information on how to use
these options, refer to the NVR Menu descriptions in previous sections of this manual. After making configuration changes click
Save to apply your changes.

| [=} Live Wiew Paramerers
g Protocol & TCP uoP WULTICAST

£ o Stream Type @ & T

[+ RO
Play Fedlormande Bhore st Dlay @ Balanced Flsbncy

f mosemap Rules Enable & Disably

Bl o imagps Size & Auio a3 3

() e Auto Stan Live View s @ ho

Sloi #gn 1 Format » JPEC e

B v Enenypion Key LLLLLL]
Fire Point Framree Fire Point Diizplay Fire Poird .| Dizplay Highesi T. Locale Highesi Te
Desplay Temparature info. Enatie & Diazble

Recaord File Setngs

Record File S 2506M o S12M 146
Savh record lles o Co\UsersiWeb'\RecordFiles Browse
Save downlaaded Mos o Cr\Usars\Web\Dewnloadriles Browse

Piotui SeEags
Save snapshols inkve Wewha C:\Users\Web)\Coptureriles Browse
Save snapahots whin playbackle  Co\Users\web\FlaybackPics Browss

The location of local files (captures and downloads) are specified on the Configuration | Local screen. See above.

The NVR has the ability to create a Transcoded stream to help show live video in bandwidth constrained environments. You can
configure a Transcoded stream option in the web client Configuration | Video/Audio menu. By default it is set to Auto negotiate the
resolution, meaning that the NVR will determine if the network resources are large enough to show full resolution and frame rate
video. If not, the NVR will auto adjust down both to ensure the stream is delivered OK.

NOTE

14.6.1 Log information

Open the Log screen by clicking Configuration | System | Maintenance | Log.
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= ALIBI ! Piclure Configuration
2 Local Upgrage & MaInbsnance l 3
B sytem Majed Type All Types - Mhinor Tipe All Types -
Srstem Sollings skt Time: 2017-01-25 00:00:00 [t Enamime 2017-01-25 23:59:99 (2] | Search_
e toati Expon
Bacixdy Mo, Time Maior e Mines Troe Chanel o, LocalPemols User. Remote Host I
Games Management 1 2017-01-28091090)  Information HED Information 4 ke
User Management 2 200701250811 10. Oporation Pawer On | 3 &
@ Mebwork 3 201701250911718  Operation - | Locat Login | admin
& Videsiudio 4 2017012508110 Cperaton | Remotelogn | Supeidmin
. mge | 5 201?-0!450&“20. Indorrnasion .Mhlﬂmﬁllmhgﬁm
B e § 20171-250911:20|  Excepton | P Camera Disconnedt o1
= 1 zmmusomwu_ Encegtion WP Camera Disconnect D2
L B 207025081120, Exception B Cameda Disconned o3
£ 9 207012808112 Euception | Camera Disconnect o4
10 201701250011 W. Excaption W Camea Disconnect 05
| 2017415 00120 Exception WP Camara Disconnedt 0%
|12 2070125091120 Evsoon | cameaDiscoonest 07 ] =~

The NVR log report is created by specifying a search criteria using the options at the top of the window, and then clicking the
Search button. The search criteria menu includes filters to search for Major and Minor type events, and specify the start and end
time of the report. Log reports can be saved in either text or Excel formats by clicking the Save Log icon.
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APPENDIXA Glossary

Dual Stream: Dual stream is a technology used to record high resolution video locally while transmitting a lower resolution stream
over the network. The two streams are generated by the NVR, with the main stream having a maximum resolution of the camera
and the sub-stream favoring zero-latency encoding.

HDD: Acronym for Hard Disk Drive. A storage medium which stores digitally encoded data on platters with magnetic surfaces.

DHCP: Dynamic Host Configuration Protocol (DHCP) is a network application protocol used by devices (DHCP clients) to obtain
configuration information for operation in an Internet Protocol network.

HTTP: Hypertext Transfer Protocol. A protocol to transfer hypertext request and information between servers and browsers over a
network

DDNS: Dynamic DNS is a method, protocol, or network service that provides the capability for a networked device, such as a router
or computer system using the Internet Protocol Suite, to notify a domain name server to change, in real time (ad-hoc) the active
DNS configuration of its configured hostnames, addresses or other information stored in DNS.

NTP: Network Time Protocol. A protocol designed to synchronize the clocks of computers over a network.

NVR: Network Video Recorder. An NVR can be a P(-based or embedded system used for centralized management and storage for IP
cameras, IP Domes and other NVRs.

PTZ: Pan, Tilt, Zoom. PTZ cameras are motor driven systems that allow the camera to pan left and right, tilt up and down and zoom
inand out.

USB: Universal Serial Bus. USBis a plug-and-play serial bus standard to interface devices to a host computer.
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APPENDIXB NVR Compatible Cameras

Alist of IP cameras compatible with your Alibi recorder is available from your vendor.
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APPENDIXC Extended PoE Support

The NVR Extended PoE feature supports camera connections to the internal Ethernet switch using cable lengths greater than 100
meters (328 ft). These restrictions apply:

Ethernet cables can be Cat5E or Cat6 with solid copper conductors. CCA (Copper Clad Aluminum) conductors are not
supported.

The camera power consumption must be < 8 W

The maximum bit rate (main stream and sub-stream) must be < 8 Mbps

The camera and NVR combinations shown in the following table are supported for the maximum cable lengths indicated.

NVR

Camera ALI-NVR52162P /
ALI-NVR3304P ALI-NVR3308P ALI-NVR5232P

ALI-NS2012VR

ALI-NS2013VR

ALI-NS2015VR(B)

ALI-NS2018VR

ALI-NS2022VR

ALI-NS2023VR

Maximum length: Maximum length: Maximum length:

ALI-NS2025VR(B) 200m (656 ft) 250m (820 ft) 250m (820 ft)

ALI-NS2028VR

ALI-NS4012R

ALI-NS4013R

ALI-NS4015R

ALI-NS4018R

ALI-NS4022R

Alibi™ NVR Firmware V3.4.95 User Manual 249



